
CyberDefense Pro / CySA+ 
CompTIA Cybersecurity Analyst (CySA+) is an IT workforce certification that applies behavioral analytics to networks and 

devices to prevent, detect and combat cybersecurity threats through continuous security monitoring. 
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2.1.2 Penetration Test Process and Types Facts 

 
This lesson covers the following topics: 

• Penetration testing 

• Types of penetration testing 

• Penetration testing process 

Penetration Testing 
Cybersecurity professionals design and implement controls to secure resources. Once implemented, 

these controls should be considered a work in progress. Regular penetration testing (pen tests) can help 

ensure that the controls are working effectively and are continually updated. Key facts about penetration 

testing include: 

• Penetration testing is the practice of finding vulnerabilities and risks with the purpose of 

securing the computer or network system. 

• During pen testing, individuals attempt to break into a network or system using the same 

tools an attacker would use. 

• To be most effective, pen tests are run by a security analyst or someone who is not 

involved in the security implementation processes. 

• A penetration test helps to ensure a fresh look at potential weaknesses. 
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• If the pen tester can break into the system or find a way to cause damage, the appropriate 

security measures need to be taken to harden the system. 

Types of Penetration Testing 
The following table describes the three types of penetration testing. 

Type Description 

Black 

box 

The penetration tester has no information regarding the target or network. This 

type of test best simulates an outside attack and ignores the insider threats. 

White 

box 

The penetration tester is given full knowledge of the target or network. This test 

allows for a comprehensive and thorough test but is not very realistic. 

Gray 

box 

The penetration tester is given partial information about the target or network, 

such as IP configurations or emails lists. This test simulates an insider threat. 

Penetration Testing Process 
The following table describes steps in the penetration testing process 

Step Description 

Planning 

Before penetration testing begins, the test should be well planned and well 

documented. This helps to protect the organization and the tester. Document 

the following during the planning phase. 

• Timing - Determine when the penetration testing will occur. 

Consider whether it should be done during a time that 

would have less impact on daily operations. 

• Scope - Determine if the tester has full access to all systems. 

If not, specify the systems, networks, or accounts that the 

penetration tester does not have access to. 

• Authorization - Document the permission granted to the 

penetration tester to conduct the test. Ensure that 

authorization is documented before testing begins. 

Information 

gathering 

After planning is completed, the penetration testers start to collect 

information about the networks and systems that they are testing. Include 

the following sources to gather information from. 

• Organization’s website or sales materials 

• Social engineering 

• Public records 

• Network scanning 



Include the following in the information gathered. 

• Users 

• Organizational hierarchy 

• Vendors 

• Operating systems 

• Hardware 

Execution 

Once the needed information is gathered, the pen tester can begin to 

execute the planned attack. The steps within this process can happen again 

and again in the same order or in a different order. The attack has the 

following four parts: 

• Access. 

• Privilege escalation. 

• System exploration. 

• Installation and use of pen testing tools. 

Reporting 

After any penetration test, a detailed report must be compiled. 

Documentation is an extremely important protection for the pen tester and 

the organization. The results of the test should be shared with network and 

system administrators so they can see the effectiveness of the current 

controls and where additional security measures need to be implemented. 

 

2.1.3 Threat Data and Intelligence 

To defeat your enemy you need to understand your enemy. If you want to protect against threats, 

you need to gather as much intelligence as you can about the threats that you are up against. 

Threat Classification 

Threats can be classified in a few different ways. 

Known Threats 

Known threats are threats that you can prepare for. If it's a security vulnerability, you know which 

patches to install or what controls to put into place to better protect your resources. If it's a known 

malicious attack, you know the motivation behind the attack. You know what it's capable of, and you 

know what tools and methods are used to implement it. 

Unknown Threats 

Unknown threats, on the other hand, exploit security weaknesses that you do not have 

information about and are only generally able to prepare for. One type of unknown threat is a zero-day 

threat. Zero-day threats are unknown, and therefore do not have an existing fix. They are not included in 

any security scans, and there are no patches available to protect a system from them. 



Advanced Persistent Threats 

Advanced persistent threats are sophisticated, continuous hacking campaigns. The goal of these 

campaigns is usually for the hacker to gain access to a system and to gather information without 

attracting attention. If their sole intent is to gather information, they can do so indefinitely as long as they 

remain unnoticed. If their intent is destruction, they will probably still quietly gather information before 

moving onto more malicious activity. These attacks are usually executed by highly skilled hackers who 

have a specific target or objective in mind. They are often sponsored by government entities or criminal 

organizations with deep pockets. 

Intelligence Sources 

So, where can you gather intelligence on known threats or vulnerabilities? 

Open Source 

Open-source intelligence is obtained from sources that are available to the public. Because of the 

overwhelming number of threats, most organizations openly share threat-specific intelligence. This open-

source approach helps organizations to use information gathered from industry professionals to build 

extensive indexes of active threats. Government organizations, such as the FBI and Department 

of Homeland Security, and private companies, such as Microsoft and Cisco, to provide open-source web-

based platforms for industry professionals to share up-to-date intelligence. 

Closed Source 

Closed-source intelligence is obtained from private organizations. Unlike open-source intelligence, which 

is collaborative with the general public, closed-source intelligence is researched and documented by one 

organization. This data is typically kept private because it is sold or licensed by security companies 

or because it contains proprietary information. 

Intelligence Considerations 

The volume of information that you can gather in these feeds can be quite high. When reviewing threat 

feeds, you may notice a confidence rating. The threats are usually ranked from high to low, with 

the higher numbers being threats with a higher-threat potential. Low numbers typically indicate threats 

that may be annoyances, but not necessarily malicious in nature. 

It is also important to consider the context of all information. Any intelligence that you gather should be 

evaluated based on its timeliness, relevancy, and accuracy. 

Summary 

In this lesson, we discussed threat data and intelligence. We talked about threat classifications, open-

sourced and closed-sourced intelligence, and intelligence considerations. 
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