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Chapter 1: Getting Started: Essential Knowledge 
Key Points 

1. Residual Risk 
Ensure that any remaining risk is residual or low and accept the risk. 

2. CEH methodology is laid out this way:  
• Reconnaissance (Footprinting),  

• Scanning and enumeration,  

• Gaining access,  

• Escalating privileges,  

• Maintaining access, and 

• Covering tracks.  

3. BIA 
A business impact analysis (BIA) the organization looks at all the systems and processes in use and 

determines which ones are critical to continued operation. Additionally, the assessor (the person or 

company conducting the analysis) will look at all the existing security architecture and make an 

evaluation on the likelihood of any system or resource being compromised. Part of this is assigning 

values to systems and services, determining the maximum tolerable downtime (MTD) for any, and 

identifying any overlooked vulnerabilities. 
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4. Incident Response Phases 
In the preparation phase, your IR (incident response) team should be preparing for an incident. 

Preparation includes lots of things—some of which are mentioned here. But virtually anything you can 

think of that does not involve actions taken during the incident belongs here. Training, exercises, and 

policies are all examples. 

IR phases can be different depending on whom you ask and what the moon phase is, but generally IR is 

broken down into six phases:  

1. Preparation,  

2. Identification,  

3. Containment,  

4. Eradication,  

5. Recovery, and  

6. Lessons learned.  

 

Preparation we already covered.  

Identification refers to the steps taken to verify it is actually an incident, and all the information 

surrounding that—source, destination(s), exploit used, malware used, and so on.  

Containment is the step used to cordon off the infected system(s) and to prevent any further spread of 

infection or attack.  

Eradication refers to steps taken to remove the malware (or other attack-related residuals, such as 

backdoors).  

Recovery involves the steps taken to rebuild and restore the system(s) and network to pre-attack status 

(with better security, I might add).  

Finally, lessons learned is exactly what it sounds like, and should feed right back into your organization’s 

preparation phase. 

5. Gray box test 
A gray-box test is designed to replicate an inside attacker. Otherwise known as the partial knowledge 

attack, the idea is to simulate a user on the inside who might know a little about the network, directory 

structure, and other resources in your enterprise.  

You will probably find this one to be the most enlightening attack in out-briefing your clients in the real 

world—it is amazing what you can get to when you are a trusted, inside user. 

 You will often find in the real world that gray-box testing can also refer to a test where any inside 

information is given to a pen tester—you do not necessarily need to be a fully knowledgeable inside 

user. In other words, if you have usable information handed to you about your client, you are 

performing gray-box testing. 
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6. MAC 
Access control is defined as the selective restraint of access to a resource, and there are several overall 

mechanisms to accomplish this goal.  

• Mandatory access control (MAC) is one type that constrains the ability of a subject to access or 

perform an operation on an object by assigning and comparing “sensitivity labels.” Suppose a 

person (or a process) attempts to access or edit a file. With MAC, a label is placed on the file 

indicating its security level. If the entity attempting to access it does not have that level, or 

higher, then access is denied. With mandatory access control, security is centrally controlled by 

a security policy administrator, and users do not have the ability to override security settings. 

• This should not be confused with role-based access control (RBAC) systems, which may actually 

use MAC to get the job done. The difference is in whether the information itself has a labeled 

description or whether the person accessing it has their own label. For example, in a classified 

area, the information classified as Top Secret will have a label on it identifying it as such, while 

you, as an auditor, will have your own clearance and need-to-know label allowing you to access 

certain information.  

• MAC is a property of an object; RBAC is a property of someone accessing an object. 

• Discretionary access control (DAC) allows the data owner, the user, to set security permissions 

for the object. If you are on a Windows machine right now, you can create files and folders and 

then set sharing and permissions on them as you see fit. 

7. The three-way handshake: “SYN, SYN/ACK, ACK” 
In step 1, the host sends a segment to the server, indicating it wants to open a communications session. 

Inside this segment, the host turns on the SYN flag and sets an initial sequence number (any random 32-

bit number).  

When the recipient gets the segment, it crafts a segment in response to let the host know it is open and 

ready for the communications session. It does this by turning on the SYN and ACK flags, acknowledging 

the initial sequence number by incrementing it, and adding its own unique sequence number.  

Lastly, when the host gets this response back, it sends one more segment before the comm channel 

opens. In this segment, it sets the ACK flag and acknowledges the other’s sequence number by 

incrementing it. 

For example, suppose Host A is trying to open a channel with Server B. In this example, Host A likes the 

sequence number 2000, while Server B likes 5000. The first segment would look like this: SYN=1, ACK=0, 

ISN=2000. The response segment would look like this: SYN=1, ACK=1, ISN=5000, ACK NO=2001. The third 

and final segment would appear this way: SYN=0, ACK=1, SEQ NO=2001, ACK NO=5001. 

8. ALE 
When performing business impact analysis (or any other value analysis for that matter), the annualized 

loss expectancy (ALE) is an important measurement for every asset.  

To compute the ALE, multiply the annualized rate of occurrence (ARO) by the single loss expectancy 

(SLE).  
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The ARO is the frequency at which a failure occurs on an annual basis. In this example, servers fail once 

every five years, so the ARO would be 1 failure / 5 years = 20 percent. 

9. A white hat is attempting a white-box test. 
Start with what kind of hacker he is. He is hired under a specific agreement, with full knowledge and 

consent of the target, thus making him a white hat. Second, to address what kind of test he is 

performing, simply look at what he knows about the system. In this instance, he has no prior knowledge 

at all (apart from the agreement), thus making it a black-box test. 

10. Audit trails 
A detective control is an effort used to identify problems, errors, or (in the case of post-attack discovery) 

cause or evidence of an exploited vulnerability—and an audit log or trail is a perfect example. Ideally, 

detective controls should be in place and working such that errors can be corrected as quickly as 

possible. Many compliance laws and standards (the Sarbanes-Oxley Act of 2002 is one example) 

mandate the use of detective controls. 

11. The Privacy Act 
As part of a pen test on a U.S. government system, you discover files containing Social Security numbers 

and other sensitive personally identifiable information (PII). You are asked about controls placed on the 

dissemination of this information. Which of the following acts should you check? 

The Privacy Act of 1974 protects information of a personal nature, including Social Security numbers. 

The Privacy Act defines exactly what “personal information” is, and it states that government agencies 

cannot disclose any personal information about an individual without that person’s consent. It also lists 

12 exemptions for the release of this information (for example, information that is part of a law 

enforcement issue may be released).  

Keep in mind that the Privacy Act generally will define the information that is not available to you in and 

after a test.  

Dissemination and storage of privacy information needs to be closely controlled to keep you out of hot 

water. As a side note, how you obtain PII is oftentimes just as important as how you protect it once 

discovered. In your real-world adventures, keep the Wiretap Act (18 U.S. Code Chapter 119—Wire and 

Electronic Communications Interception and Interception of Oral Communications) and others like it in 

mind. 

The Federal Information Security Management Act (FISMA) is not designed to control the 

dissemination of PII or sensitive data. Its primary goal is to ensure the security of government systems 

by promoting a standardized approach to security controls, implementation, and testing. The act 

requires government agencies to create a security plan for their systems and to have it “accredited” at 

least once every three years. 

The PATRIOT Act is not an effort to control personal information. Its purpose is to aid the U.S. 

government in preventing terrorism by increasing the government’s ability to monitor, intercept, and 

maintain records on almost every imaginable form of communication. As a side effect, it has also served 

to increase observation and prevention of hacking attempts on many systems. 
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The Freedom of Information Act was not designed to tell you what to do with information. Its goal is to 

define how you can get information—specifically information regarding how your governments work. It 

does not necessarily help you in hacking, but it does provide a cover for a lot of information. Anything 

you uncover that could have been gathered through the Freedom of Information Act is considered legal 

and should be part of your overall test. 

12. Four terms make up the Common Criteria Process 
 

What term contains seven levels used to rate the target? 

Common Criteria is an international standard of evaluation of Information Technology (IT) products. Per 

the website (https://www.commoncriteriaportal.org/) Common Criteria ensures evaluations and ratings 

“are performed to high and consistent standards and are seen to contribute significantly to confidence 

in the security of those products and profiles.” 

The EAL (Evaluation Assurance Level) is made up of seven levels, which are used to rate a product after 

it has been tested. 

The current EAL levels are as follows: 

•   EAL1: Functionally tested 

•   EAL2: Structurally tested 

•   EAL3: Methodically tested and checked 

•   EAL4: Methodically designed, tested, and reviewed 

•   EAL5: Semi-formally designed and tested 

•   EAL6: Semi-formally verified, designed, and tested 

•   EAL7: Formally verified, designed, and tested 

 

TOE is the target of evaluation—the system or product actually being tested.   

ST is the security target—the documentation describing the target of evaluation and any security 

requirements.   

PP is the protection profile—a set of security requirements for the product type being tested. 

13. Risk Management – Risk Mitigation  
 

An organization’s leadership is concerned about social engineering and hires a company to provide 

training for all employees. How is the organization handling the risk associated with social engineering? 

When it comes to risks, there are four different methods of attempting to deal with them.  

https://www.commoncriteriaportal.org/
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In risk mitigation, steps are taken to reduce the chance that the risk even will occur, and in this example 

that is exactly what is happening. Training on social engineering should help reduce the likelihood an 

employee will fall victim (real-life concerns on this notwithstanding—we are talking about test questions 

here). 

The acceptance of risk means the organization understands the risk is there, but they do not do 

anything about it. Why would a company take this action? Perhaps the chance a threat agent will (or 

even can) exploit the risk is so low it makes the effort to mitigate it pointless. Or it could be the cost to 

mitigate simply costs more than any damage or recovery from exploitation in the first place. In any case, 

if the organization does nothing, they are accepting risk. 

Avoidance of risk means the organization takes steps to eliminate the service, action, or technology 

altogether. In other words, the risk is deemed so great the company would rather do without the asset 

or service in the first place. In the case of social engineering, unless the organization can work without 

employees, avoiding this risk is nearly impossible. 

Transferring risk occurs when the organization puts the burden of risk on another party. For example, 

the company might hire an insurance company to pay off in the event a risk is exploited. 

14. Scanning and enumeration 
 

The scanning and enumeration phase is where you will use things such as ping sweeps to discover 

available targets on the network. This step occurs after reconnaissance. In this step, tools and 

techniques are actively applied to information gathered during recon to obtain more in-depth 

information on the targets. For example, reconnaissance may show a network subnet to have 500 or so 

machines connected inside a single building, whereas scanning and enumeration would discover which 

ones are Windows machines and which ones are running FTP. 

 

15. SOX and other Laws 
Which of the following was created to protect shareholders and the general public from corporate 

accounting errors and fraudulent practices, and to improve the accuracy of corporate disclosures? 

The Sarbanes-Oxley Act (SOX; https://www.sec.gov/about/laws.shtml#sox2002) introduced major 

changes to the regulation of financial practice and corporate governance in 2002 and is arranged into 11 

titles. SOX mandated several reforms to enhance corporate responsibility, enhance financial disclosures, 

and combat corporate and accounting fraud, and it created the “Public Company Accounting Oversight 

Board,” also known as the PCAOB, to oversee the activities of the auditing profession. 

The Gramm-Leach-Bliley Act (GLBA; https://www.ftc.gov/tips-advice/business-center/privacy-and-

security/gramm-leach-bliley-act) requires financial institutions—companies that offer consumers 

financial products or services such as loans, financial or investment advice, or insurance—to explain 

their information-sharing practices to their customers and to safeguard sensitive data. Under the 

Safeguards Rule, financial institutions must protect the consumer information they collect. GLBA 

protects the confidentiality and integrity of personal information collected by financial institutions. 
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The Health Insurance Portability and Accountability Act (HIPAA; www.hhs.gov/hipaa/) was designed to 

protect the confidentiality of private health information. HIPAA contains privacy and security 

requirements and provides steps and procedures for handling and protecting private health data. 

16. Logical or technical control 
 

A logical (or technical) control is one used for identification, authentication, and authorization. It can be 

embedded inside an operating system, application, or database management system. A security token 

(such as RSA’s SecureID) can provide a number that changes on a recurring basis that a user must 

provide during authentication, or it may provide a built-in number on a USB device that must be 

attached during authentication.  

A physical control is something, well, physical in nature, such as a lock or key or maybe a guard. 

17. PCI-DSS 
 

The Payment Card Industry Data Security Standard (PCI-DSS) is a security standard for organizations that 

handle credit cards. A council including American Express, JCB, Discover, MasterCard, and Visa 

developed standards for the protection and transmission of card data to reduce credit card fraud. It is 

administered by the Payment Card Industry Security Standards Council. Validation of compliance is 

performed annually.  

The standard is composed of 12 requirements: 



11 
 

 

 

The Trusted Computer System Evaluation Criteria (TCSEC), also known as the Orange Book, was created 

by the Department of Defense (DoD) and defines and provides guidance on evaluating access controls 

within a system. TCSEC defines four levels of validation:  

• verified protection 

• mandatory protection 

• discretionary protection, and  

• minimal protection 

ISO 27002 (www.iso27001security.com/html/27002.html) is an “information security standard 

published by ISO and the International Electrotechnical Commission (IEC) that recommends security 

controls based on industry best practices.” This standard includes 13 objectives, ranging from structure, 

risk assessment, and policy to access controls, human resources security, and compliance. 

 

18. Test Types – Gray Box 
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As part of the preparation phase for a pen test you are participating in, the client relays their intent to 

discover security flaws and possible remediation. They seem particularly concerned about internal 

threats from the user base. Which of the following best describes the test type the client is looking for? 

There are three types of tests—white, black, and gray—with each designed to test a specific threat.  

• White tests the internal threat of a knowledgeable systems administrator or an otherwise 

elevated privilege level user.  

• Black tests external threats with no knowledge of the target.  

• Gray tests the average internal user threat to expose potential security problems inside the 

network. 

19. Maintaining access 
In which phase of the attack would a hacker set up and configure “zombie” machines? 

Zombies are basically machines the hacker has commandeered to do his work for him. If the attacker is 

really good, the owners of the zombie machines do not even know their machines have been drafted 

into the war. There is a bajillion method for maintaining access on a machine you’ve already 

compromised and maintaining that access does not necessarily mean the system will be used as a 

zombie—you could, for example, simply want to check in from time to time to see what new juicy 

information the user has decided to leave in a file or folder for you, or to check on new logins, 

credentials, and so on. 

20. Policy, Standards, Procedures, and Guidelines 
Which of the following should not be included in a security policy? 

Policy is a high-level document that does not get down and dirty into technical details/specifications and 

is intended to improve awareness. Policies are mandatory, generally short, and easy to understand, 

providing everyone with the rules of the road.  

Standards are mandatory rules designed to support a policy, and they must include one or more 

specifications for hardware, software, or behavior.  

Procedures are step-by-step instructions for completing a task.  

Guidelines are not mandatory, but rather are recommendations for accomplishing a goal or on how to 

act in each situation. 

21. Incident Management 
 Which of the following is best defined as a set of processes used to identify, analyze, prioritize, and 

resolve security incidents? 

Incident management is the process of dealing with incidents and generally always has the same 

features/steps: 

• identify the problem or root cause,  

• analyze and research the issue,  

• contain the malicious effort,  

• eradicate the effort, and  
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• resolve any damage caused.  

ECC defines the process as having eight steps:  

1. Preparation 

2. Detection and Analysis 

3. Classification/Prioritization 

4. Notification 

5. Containment 

6. Forensic Investigation 

7. Eradication and Recovery, and  

8. Post-incident Activities.  

The incident response team (IRT) is charged with handling this process. 

22. Response to child porn during a Pen test 
During an assessment, your pen test team discovers child porn on a system. Which of the following is 

the appropriate response? 

First and foremost, in the real world, discovery of something that you think might be illegal activity puts 

you and your team in a very, very tricky spot. Should you accuse fill-in-the-blank of a crime and involve 

the authorities, you could be setting yourself up for lawsuits and all sorts of trouble. On the other hand, 

if you ignore it, you might be found complicit, or at the very least negligent.  

In the real world, the answer is to make sure your scope agreement advises you and the client of your 

duty regarding potential criminal activity found during the scope of your investigation.  

No guessing is allowed—it better be iron-clad evidence, obvious to all, or you are in a world of hurt.  

Lastly, what potentially illegal activity you discover may determine your response regardless of ROE 

(Rules of Engagement). If you discover child porn, you could be guilty of a crime for not reporting it, 

which is not necessarily true for many other crimes. For example, if you witness someone breaking into 

a house across your street or were performing a pen test and reasonably suspected someone had 

already compromised the network, you are not compelled by law, in most states, to notify authorities.  

However, if you witness bodily harm, you likely would be compelled by law in most states. Speaking 

purely academically, it is clear cut and will be so on your exam. In the real world the true answer is to 

know the laws regarding your testing very well, and make sure your team has a good lawyer. 

23. An Intranet 
An intranet can be thought of, for testing purposes, as your own happy little networking safe space. It is 

protected from outside attacks and interference by the DMZ and all the layers of security on the 

outside. Internally, you do not assign loads of heavy security restrictions, because as security increases, 

usability, and functionality decrease. If your organization’s users are on the intranet, you want them as 

productive as possible. 
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24. Threats and Vulnerabilities Externally 
A machine in your environment uses an open X-server to allow remote access. The X-server access 

control is disabled, allowing connections from almost anywhere and with little to no authentication 

measures. Which of the following are true statements regarding this situation? (Choose all that apply.) 

• An external vulnerability can take advantage of the misconfigured X-server threat. 

• An external threat can take advantage of the misconfigured X-server vulnerability. 

A threat is any agent, circumstance, or situation that could potentiality cause harm or loss to an IT asset. 

In this case, the implication is the threat is an individual (hacker) either inside or outside the network.  

A vulnerability is any weakness, such as a software flaw or logic design, that could be exploited by a 

threat to cause damage to an asset. In both these answers, the vulnerability—the access controls on the 

X-server are not in place—can be exploited by the threat, whether internal or external. 

25. Operating system (OS) attacks target common mistakes 
While performing a pen test, you find success in exploiting a machine. Your attack vector took 

advantage of a common mistake—the Windows 7 installer script used to load the machine left the 

administrative account with a default password. Which attack did you successfully execute? 

Operating system (OS) attacks target common mistakes many people make when installing operating 

systems (for instance, accepting and leaving all the defaults). Examples usually include things such as 

administrator accounts with no passwords, ports left open, and guest accounts left behind. Another OS 

attack you may be asked about deals with versioning. Operating systems are never released fully secure 

and are consistently upgraded with hotfixes, security patches, and full releases. The potential for an old 

vulnerability within the enterprise is always high. 

Chapter 2: Reconnaissance: Information Gathering for the Ethical Hacker 

1. Nslookup 

 

2. Message an invalid email address 
A bogus internal address has the potential to provide more information about the internal servers used 

in the organization, including IP addresses and other pertinent details. 

3. Email header information 
From the partial e-mail header provided, which of the following represents the true originator of the e-

mail message? 



15 
 

 

4. Google hacks - allintitle:CEH V10 
You are looking for pages with the terms CEH and V10 in their title. Which Google hack is the 

appropriate one? 

The Google search operator allintitle searches for pages that contain the string, or strings, you specify. It 

also allows for the combination of strings in the title, so you can search for more than one term within 

the title of a page. 

The operator inurl looks only in the URL of the site, not the page title. In this example, the search might 

bring you to a page like this: http://anyplace.com/apache_Version/pdfs.html. 

5. Traceroute vs. Tracert 
You are on a Cisco router and want to identify the path a packet travels to a specific IP. Which of the 

following is the best command choice for this? 

The tracert command will work on a Windows system, but not on a Cisco device. 

6. Active vs. passive Footprinting 
Active  

• Calling the company’s help desk line 

• Employing passive sniffing 

Passive 

• Dumpster diving 

• Reviewing financial sites for company information 

• Clicking links within the company’s public website 

http://anyplace.com/apache_Version/pdfs.html
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7. Nslookup 

Examine the following command sequence: 

 
 

Which of the following statements best describes the intent of the command sequence? 

The operator is enumerating a system named someserver. 

To perform a zone transfer, you would use the set type=any command and then ls -d anybiz.com 

Checking for name servers in the domain would require the set type=NS command. 

8. Split DNS 
An organization has a DNS server located in the DMZ and other DNS servers located on the intranet. 

What is this implementation commonly called? 

The idea behind split DNS is pretty simple: create two zones for the same domain, with one just for the 

internal network while the other is used by any external networks. Internal hosts are directed to the 

internal domain name server. Separating the domain servers greatly restricts the Footprinting an 

attacker can perform from the outside. 

9. CNAME and other record types 
CNAME records provide for aliases within the zone on that name. For instance, your server might be 

named mattserver1.matt.com. A sample DNS zone entry to provide HTTP and FTP access might look like 

this: 
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10. Protecting against DNS enumeration 
Ensuring there are no A records for internal hosts on the public-facing name server 

If your company has a publicly facing website, it follows that a name server somewhere has to answer 

lookups in order for your customers to find the site. That name server, however, does not need to 

provide lookup information to internal machines. Of the choices provided, as silly as it seems to point 

out, ensuring there are no A records (those used to map hostnames to an IP address) on the external 

name server is a good start. 

11. Passive Footprinting 
An ethical hacker searches for IP ranges owned by the client, reads news articles, observes when bank 

employees arrive and leave from work, searches the client’s job postings, and visits the client’s 

dumpster. Which of the following is a true statement? 

All of the actions are passive Footprinting. 
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12. SOA Record 

 

If a secondary server in the enterprise is unable to check in for a zone update within an hour, what 

happens to the zone copy on the secondary? 

The zone copy is unchanged. 

In this question, the key portion you are looking for is the TTL (Time-To-Live) value at the bottom, which 

is currently two hours (7200 seconds). This sets the time a secondary server has to verify its records are 

good. If it cannot check in, this TTL for zone records will expire, and they will all be dumped. Considering, 

though, this TTL is set to two hours and the question states it has been only one hour since update, the 

zone copy on the secondary will remain unchanged. 

13. DNS Zone Trans – TCP 53 
TCP 53 is the default protocol and port number for zone transfers. DNS actually uses both TCP and UDP 

to get its job done, and if you think about what it is doing, they make sense in particular circumstances.  

A name resolution request and reply? Small and quick, so use port 53 on UDP. A zone transfer, which 

could potentially be large and requires some insurance it all gets there? Port 53 on TCP is the answer. 

14. Nslookup 
Examine the following command-line entry: 

 

Which statements are true regarding this command sequence? 

• Nslookup is in interactive mode. And 

• The output will show all mail servers in the zone somewhere.com. 

Nslookup runs in one of two modes—interactive and noninteractive. Noninteractive mode is simply the 

use of the command followed by an output. For example, nslookup www.google.com will return the IP 

address your server can find for Google.  
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Interactive mode is started by simply typing nslookup and pressing ENTER. Your default server name will 

display, along with its IP address, and a caret (>) will await entry of your next command. In this scenario, 

we have entered interactive mode and set the type to MX, which we all know means “Please provide me 

with all the mail exchange servers you know about.” 

15. DNS Poisoning 
 Joe accesses the company website, www.anybusi.com, from his home computer and is presented with 

a defaced site containing disturbing images. He calls the IT department to report the website hack and is 

told they do not see any problem with the site—no files have been changed, and when accessed from 

their terminals (inside the company), the site appears normally. Joe connects over VPN into the 

company website and notices the site appears normally. Which of the following might explain the issue? 

DNS poisoning makes the most sense here. In many cases (such as mine right here in my own work-

from-home office), a VPN connection back to the company forces you to use the company DNS instead 

of your local resolution. In this example, Joe’s connection from home uses a different DNS server for 

lookups than that of the business network. It is entirely possible someone has changed the cache entries 

in his local server to point to a different IP than the one hosting the real website—one that the hackers 

have set up to provide the defaced version. The fact the web files haven’t changed, and it seems to be 

displaying just fine from inside the network also bears this out. If it turns out Joe’s DNS modification is 

the only one in place, there is a strong likelihood that Joe is being specifically targeted for exploitation—

something Joe should take very seriously. Lastly, the HOSTS and LMHOSTS files can also play a big role in 

this kind of scenario—however, if an attacker already has that kind of access to Joe’s computer, he has 

bigger problems than the corporate website. 

16. SOA 
One way to mitigate against DNS poisoning is to restrict or limit the amount of time records can stay in 

cache before they are updated. Which DNS record type allows you to set this restriction? 

The SOA record holds all sorts of information, and when it comes to DNS poisoning, the TTL is of primary 

interest. The shorter the TTL, the less time records are held in cache. While it won’t prevent DNS 

poisoning altogether, it can limit the problems a successful cache poisoning attack cause. 

17. Active Directory–integrated DNS server. 
If you have a Windows Active Directory (AD) network, having AD-integrated DNS servers has some great 

advantages. For example (and directly from Microsoft, I might add), “with directory-integrated storage, 

dynamic updates to DNS are conducted based upon a multimaster update model. In this model, any 

authoritative DNS server, such as a domain controller running a DNS server, is designated as a primary 

source for the zone. Because the master copy of the zone is maintained in the Active Directory database, 

which is fully replicated to all domain controllers, the zone can be updated by the DNS servers operating 

at any domain controller for the domain.” Zones are also replicated and synchronized to new domain 

controllers automatically whenever a new one is added to an Active Directory domain, and directory 

replication is faster and more efficient than standard DNS replication.  

But having an Active Directory server facing externally is a horrible idea. 

18. EDGAR Database 
The EDGAR Database—https://www.sec.gov/edgar.shtml 
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 —holds various competitive intelligence information on businesses and is an old favorite of EC-Council. 

Per the website, “All companies, foreign and domestic, are required to file registration statements, 

periodic reports, and other forms electronically through EDGAR. Anyone can access and download this 

information for free. Here you’ll find links to a complete list of filings available through EDGAR and 

instructions for searching the EDGAR database.” Finally, one more note on EDGAR and the SEC: They 

have purview only over publicly traded companies. Privately held companies are not regulated or 

obligated to put information in EDGAR. Additionally, even publicly traded companies might not provide 

information about privately owned subsidiaries, so be careful and diligent. 

• SpiderFoot is a free, open source, domain Footprinting tool. According to the site, “it will scrape 

the websites on that domain, as well as search Google, Netcraft, Whois and DNS to build up 

information.” 

• Sam Spade is a DNS Footprinting tool. 

• pipl.com is a site used for “people search.” For footprinting, pipl.com can use so-called “deep 

web searching” for loads of information you can use. The following is from the site: “Also known 

as ‘invisible web,’ the term ‘deep web’ refers to a vast repository of underlying content, such as 

documents in online databases that general-purpose web crawlers cannot reach. The deep web 

content is estimated at 500 times that of the surface web yet has remained mostly untapped 

due to the limitations of traditional search engines.” 

19. Traceroute 
What method does traceroute use to map routes traveled by a packet? 

By manipulating the Time-To-Live (TTL) parameter 

Traceroute (at least on Windows machines) tracks a packet across the Internet by incrementing the TTL 

on each packet it sends by one after each hop is hit and returns, ensuring the response comes back 

explicitly from that hop and returns its name and IP address. This provides route path and transit times. 

It accomplishes this by using ICMP ECHO packets to report information on each “hop” (router) from the 

source to destination. As an aside, Linux machines use a series of UDP packets by default to carry out 

the same function in traceroute. 

20. Improving DNS Security 
Brad is auditing an organization and is asked to provide suggestions on improving DNS security. Which of 

the following would be valid options to recommend? (Choose all that apply.) 

• Implementing a split-horizon operation and 

• Restricting zone transfers 

Split-horizon DNS (also known as split-view or split DNS) is a method of providing different answers to 

DNS queries based on the source address of the DNS request. It can be accomplished with hardware or 

software solutions and provides one more step of separation between you and the bad guys.  

Restricting zone transfers to only those systems you desire to have them is always a good idea. If you 

leave it open for anyone to grab, you are just asking for trouble. DNSSEC should also be included, but is 

not an option listed. 
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21. A zone file consists of which records? (Choose all that apply.) 
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22. OSRFramework 
Within the OSRFramework, which tool verifies if a username/profile exists in up to 306 different 

platforms? 

• usufy.py 

The OSRFramework (https://github.com/i3visio/osrframework) is an open-source research framework 

in Python that helps you in the task of user profiling by making use of different open source intelligence 

(OSINT) tools.  

The framework design itself is reminiscent of the Metasploit framework. It also has a web-based GUI 

that does the work for you if you like to work without the command line. In other words, it is a set of 

libraries used to perform OSINT tasks, helping you gather more, and more accurate, data using multiple 

applications in one easy-to-use package.  

Usufy.py is but one of the tools in the framework, and it verifies if a username/profile exists in up to 306 

different platforms. 

Domainfy.py this tool verifies the existence of a given domain (per the site, in up to 1567 different 

registries). 

Mailfy.py this tool checks if a username (e-mail) has been registered in e-mail providers. 

Searchfy.py this tool looks for profiles using full names and other info in up to seven platforms. As an 

aside, ECC words this differently by saying the tool queries the OSRFramework platform itself. 
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23. Google operators 
A colleague enters the following into a Google search string: 

intitle:intranet inurl:intranet intext:"finance" 

Which of the following statements is most correct concerning this attempt? 

The search engine will respond with only those pages having the word intranet in the title and URL and 

with finance in the text. 

This is a great Google hack that is listed on several websites providing Google hacking examples. Think 

about what you are looking for here—an internal page (intranet in title and URL) possibly containing 

finance data. Don’t you think that would be valuable? This example shows the beauty of combining 

Google hacks to really burrow down to what you want to grab. Granted, an intranet being available from 

the Internet, indexed by Google and open enough for you to touch it, is unlikely, but these are questions 

concerning syntax, not reality. 

24. Archive.org 
The Internet Archive (http://archive.org) is a nonprofit organization “dedicated to build an Internet 

library. Its purposes include offering permanent access for researchers, historians, scholars, people with 

disabilities, and the general public to historical collections that exist in digital format.” The good-old 

Wayback Machine has been used for a long time to pull up old copies of websites, for good and maybe 

not-so-good purposes. Archive.org includes “snapshots of the World Wide Web,” which are archived 

copies of pages taken at various points in time dating back to 1996. As an additional note, Archive.org is 

only going to pull and store pages that were linked, shared, or commonly available, so do not assume 

every page ever put up by anyone anywhere will always be available. 

25. Computer Security Incident Response Team (CSIRT)? 
Which of the following is a primary service of the U.S. Computer Security Incident Response Team 

(CSIRT)? 

• CSIRT provides an incident response service to enable a reliable and trusted single point of 

contact for reporting computer security incidents worldwide. 

Per its website www.csirt.org, the Computer Security Incident Response Team (CSIRT) “provides 24x7 

Computer Security Incident Response Services to any user, company, government agency or 

organization. CSIRT provides a reliable and trusted single point of contact for reporting computer 

security incidents worldwide. CSIRT provides the means for reporting incidents and for disseminating 

important incident-related information.” A privately held company that started in 2001, CSIRT seeks “to 

raise awareness among its customers of computer security issues and provides information for secure 

protection of critical computing infrastructure and equipment against potential organized computer 

attacks.” 

26. Regional Registries 
• APNIC handles the Asia and Pacific realms. 

• RIPE handles Europe, Middle East, and parts of Central Asia/Northern Africa. If you’re 

wondering, the name is French and stands for Réseaux IP Européens. 

http://www.csirt.org/
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• ARIN service region includes Canada, many Caribbean and North Atlantic islands, and the United 

States. Caribbean islands falling under ARIN include Puerto Rico, the Bahamas, Antigua, 

American and British Virgin Islands, Turks and Caicos Islands, and the Cayman Islands (among 

others). 

• LACNIC handles Latin America and parts of the Caribbean. It stands for Latin America and 

Caribbean Network Information Center. LACNIC coverage includes most of South America, 

Guatemala, French Guiana, Dominican Republic, and Cuba (among others). Exam takers most 

often get this one and ARIN confused. 

Chapter 3: Scanning and Enumeration 

1. Metagoofil 
A team member runs the following command: 

metagoofil -d mattsBTshop.com -t doc,docx -l 50 -n 20 -f results.html 

Metgoofil, per www.edge-security.com/metagoofil.php, “is an information gathering tool designed for 

extracting metadata of public documents (.pdf, .doc, .xls, .ppt, .docx, .pptx, .xlsx) belonging to a target 

company. It performs a search in Google to identify and download the documents to local disk and then 

will extract the metadata with different libraries like Hachoir, PdfMiner and others. With the results it 

will generate a report with usernames, software versions and servers or machine names that will help 

Penetration testers in the information gathering phase.” 

2. The p0f tool 
 It is a passive OS fingerprinting tool. 

p0f, per http://lcamtuf.coredump.cx/p0f3/, “is a tool that utilizes an array of sophisticated, purely 

passive traffic fingerprinting mechanisms to identify the players behind any incidental TCP/IP 

communications (often as little as a single normal SYN) without interfering in any way.  

The tool can be operated in the foreground or as a daemon and offers a simple real-time API for third-

party components that wish to obtain additional information about the actors they are talking to. 

Common uses for p0f include reconnaissance during penetration tests; routine network monitoring; 

detection of unauthorized network interconnects in corporate environments; providing signals for 

abuse-prevention tools; and miscellaneous forensics.” 

3. IDLE scan 
You have a zombie system ready and begin an IDLE scan. As the scan moves along, you notice that 

fragment identification numbers gleaned from the zombie machine are incrementing randomly. What 

does this mean? 

Your IDLE scan results will not be useful to you. 

An IDLE scan makes use of a zombie machine and IP’s knack for incrementing fragment identifiers 

(IPIDs). However, it is absolutely essential the zombie remain idle to all other traffic during the scan. The 

attacker will send packets to the target with the (spoofed) source address of the zombie. If the port is 

open, the target will respond to the SYN packet with a SYN/ACK, but this will be sent to the zombie. The 

zombie system will then craft a RST packet in answer to the unsolicited SYN/ACK, and the IPID will 
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increase. If this occurs randomly, then it is probable your zombie is not, in fact, idle, and your results are 

moot. See, if it is not idle, it is going to increment haphazardly because communications from the device 

will be shooting hither and yon with wild abandon. You are banking on the fact the machine is quietly 

doing your bidding—and nothing else. 

4. Ping sweep of a subnet 
nmap -sP 192.168.1.0/24 

The -sP switch within nmap is designed for a ping sweep. Nmap syntax is fairly straightforward: 

nmap<scan options><target>. If you do not define a switch, nmap performs a basic enumeration scan of 

the targets. The switches, though, provide the real power with this tool. 

• nmap 192.168.1.0/24: This syntax will run a basic scan against the entire subnet. 

• nmap -sT 192.168.1.0/24: the -sT switch does not run a ping sweep. It stands for a TCP Connect 

scan, which is the slowest—but most productive and loud—scan option. 

• nmap -P0 192.168.1.0/24 The -P0 switch actually runs the scan without ping (ICMP). This is a 

good switch to use when you do not seem to be getting responses from your targets. It forces 

nmap to start the scan even if it thinks that the target does not exist (which is useful if the 

computer is blocked by a firewall). 

5. Banner grabbing 
A pen tester is performing banner grabbing and executes the following command: 

$ nmap -sV host.domain.com -p 80 

 

• The pen tester was successful in banner grabbing. 

Not only are there bunches of ways to do banner grabbing, but the outputs of each method are 

different. In this case, the nmap attempt was successful in identifying it as an Apache server. 
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6. 631 is a network printer port 
• 53 is the port number used by DNS (TCP and UDP). The TCP side will be used for across-Internet 

traffic, where the loss of speed due to connection-oriented traffic is worth it to ensure delivery, 

and UDP will be mostly internal. 

• 88 is the port number used by Kerberos. 

• 445 is used for Microsoft SMB file sharing. You will definitely see SMB file sharing and this port 

somewhere on the exam, usually as part of a scenario like the one in this question. 

• 514 is the (UDP) port number used by syslog—and trust me, you need to know this one. EC 

Council loves syslog. You will definitely see it a couple of times on the exam. 

7. Hping3 
A colleague enters the following command: 

root@mybox: # hping3 -A 192.168.2.x -p 80 

What is being attempted here? 

Hping is a great tool that provides a variety of options. You can craft packets with it, audit and test 

firewalls, and do all sorts of crazy man-in-the-middle stuff with it. In this example, you are simply 

performing a basic ACK scan (the -A switch) using port 80 (-p 80) on an entire Class C subnet (the x in the 

address runs through all 254 possibilities). Hping3, the latest version, is scriptable (TCL language) and 

implements an engine that allows a human-readable description of TCP/IP packets. 

8. Define scan types 

 

• It appears to be part of an XMAS scan. 

• It appears port 4083 is closed. 

In this example, you see a cleaned-up traffic exchange showing packets from one host being sent one 

after another to the second host, indicating a scan attempt.  

The packets have the FIN, URG, and PSH flags all set, which tells you it is an XMAS scan. If the 

destination port is open, you will not receive anything back; if it’s closed, you’ll see an RST/ACK. This 

tells you port 4083 looks like it is open.  

As an addendum, did you know there are two reasons why it is called an XMAS scan? The first is because 

it lights up an IDS like a Christmas tree, and the second is because the flags themselves are all lit. As an 

aside, you probably will not see this much out in the real world because it just really does not have much 

applicability. But on your exam? Oh yes—it will be there. 
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9. ICMP Type 3, Code 13 
A firewall is prohibiting connection. 

ICMP types will be covered in depth on your exam, so know them well. Type 3 messages are all about 

“destination unreachable,” and the code in each packet tells you why it is unreachable. Code 13 

indicates “communication administratively prohibited,” which indicates a firewall filtering traffic. 

Granted, this occurs only when a network designer is nice enough to configure the device to respond in 

such a way, and you will probably never get that nicety in the real world, but the definitions of what the 

“type” and “code” mean are relevant here. 

10. Port-scanning methods 
A full-connect scan runs through an entire TCP three-way handshake on all ports you aim at. It’s loud 

and easy to see happening, but the results are indisputable. As an aside, the -sT switch in nmap runs a 

full-connect scan (you should go ahead and memorize that one). 

A half-open scan involves sending only the SYN packet and watching for responses. It is designed for 

stealth but may be picked up on IDS sensors (both network and most host-based IDSs). 

A null scan sends packets with no flags set at all. Responses will vary, depending on the OS and version, 

so reliability is spotty. As an aside, null scans are designed for Unix/Linux machines and don’t work on 

Windows systems. 

An XMAS scan is easily detectable, the results are oftentimes sketchy. The XMAS scan is great for test 

questions but will not result in much more than a derisive snort and an immediate disconnection in the 

real world. 

11. ICMP being filtered 
As a pen test on a major international business moves along, a colleague discovers an IIS server and a 

mail exchange server on a DMZ subnet. You review a ping sweep accomplished earlier in the day on that 

subnet and note neither machine responded to the ping. What is the most likely reason for the lack of 

response? 

• It is entirely possible that the systems administrator for those two important machines would 

turn off ICMP. Of the choices provided, this one is the most likely explanation. 

12. Nmap scripting engine 
• --script 

• -sC 

The NSE (Nmap Scripting Engine) is a portion of the tool that allows the use of scripts in scanning. 

Directly from nmap’s site (https://nmap.org/book/nse.html), “NSE is activated with the -sC option (or --

script if you wish to specify a custom set of scripts) and results are integrated into Nmap normal and 

XML output.” 

-A turns on “aggressive” scanning, which reports on version detection, operating system fingerprinting, 

and a variety of other activities. A pretty good wrap-up of nmap switches can be found on 

linuxcommand.org (http://linuxcommand.org/man_pages/nmap1.html). 

http://linuxcommand.org/man_pages/nmap1.html


28 
 

-sA switch runs an ACK scan (ACK segments are sent to ports to determine their state). 

13. lsof 
• Supported in most Unix-like flavors, the “list open files” command (lsof) provides a list of all 

open files and the processes that opened them. The lsof command describes, among other 

things, the identification number of the process (PID) that has opened the file, the command the 

process is executing, and the owner of the process. With optional switches, you can also receive 

all kinds of additional information.  

• Ps (for process status) is probably an even better choice for the task listed. 

• ls (list) simply displays all the files and folders in your current directory. Its counterpart in the PC 

world is dir. 

• Chmod is used to set permissions on files and objects in Linux. 

• Pwd (print working directory) is a command used to display the directory you are currently 

working in. 

14. sc query state= all 
Per Microsoft, SC.exe retrieves and sets control information about services. You can use SC.exe for 

testing and debugging service programs. Service properties stored in the registry can be set to control 

how service applications are started at boot time and run as background processes. SC.exe parameters 

can configure a specific service, retrieve the current status of a service, as well as stop and start a 

service. 
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15. iptables -t nat -L 
Which of the following best describes the intent of the command entered? 

• The administrator is configuring IP masquerading. 

Do you remember network address translation? It is a neat little technology that allows lots of internal 

hosts, using nonroutable private addressing, to access the Internet by borrowing and using a single 

address (or a group of addresses) managed by a router or other system.  

IP masquerading is much the same thing; it is just accomplished through a Linux host. In short, a Linux 

machine can act as a NAT translator by employing proper routing configuration, using one NIC to 

communicate with the internal network and one for the external, and enabling IP masquerading. 

16. nc -u -v -w2 192.168.1.100 1-1024 
What is being attempted with the following command? 

• A UDP port scan of ports 1–1024 on a single address 

In this example, netcat is being used to run a scan on UDP ports (the -u switch gives this away) from 1 to 

1024. The address provided is a single address, not a subnet. Other switches in use here are -v (for 

verbose) and -w2 (defines the two-second timeout for connection, where netcat will wait for a 

response) 

17. TCP 53 – DNS Zone transfer 
 

UDP port 53 is used for DNS lookups. Because lookups are generally a packet or two and we’re 

concerned with speed on a lookup, UDP’s fire-and-forget speed advantage is put to use here. 

18. nbtstat.exe -c 
It displays the NetBIOS name cache. 

Per Microsoft, regarding the nbtstat command: “Nbtstat is designed to help troubleshoot NetBIOS name 

resolution problems. When a network is functioning normally, NetBIOS over TCP/IP (NetBT) resolves 

NetBIOS names to IP addresses. It does this through several options for NetBIOS name resolution, 

including local cache lookup, WINS server query, broadcast, LMHOSTS lookup, Hosts lookup, and DNS 

server query. The nbtstat command removes and corrects preloaded entries using a number of case-

sensitive switches.” Syntax for the command includes the following: 
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19. Printer port are 515 and 631 
Consider the ports shown in the nmap output returned on an IP scanned during Footprinting: 

 

• 515 corresponds to the Line Printer Daemon protocol/Line Printer Remote protocol (or 

LPD/LPR), which is used for submitting print jobs to a remote printer. 

• Port 631 corresponds to the Internet Printing Protocol (IPP). Both of which point to printing. 

20. Banner grabbing 
The following results are from an nmap scan: 
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Of the options presented, banner grabbing is probably your best bet. In fact, it is a good start for 

operating system fingerprinting. You can telnet to any of these active ports or run an nmap banner grab. 

Either way, the returning banner may help in identifying the OS. 

21. nmap -sS 10.0.0.7 
You want to run a scan against a target network. You are concerned about it being a reliable scan, with 

legitimate results, but want to take steps to ensure it is as stealthy as possible. Which scan type is best in 

this situation? 

A half-open scan, as defined by this nmap command line, is the best option in this case. The SYN scan 

was created with stealth in mind because the full connect scan was simply too noisy (or created more 

entries in an application-level logging system, whichever your preference).  

As far as the real world is concerned, it is a fact that most IDSs can pick up a SYN scan just as easily as a 

full connect, but if you go slow enough, both a SYN and a full connect can be almost invisible.  

A connect scan is indistinguishable from a real connection, whereas a SYN scan can be. In other words, 

the full connect will look like any other conversation—just bunches of them all at once—where a SYN 

scan will show a lot of systems answering a conversation starter only to be met with rude silence. The 

lesson is any scan can and probably will be seen in the real world by a monitoring IDS; however, the 

slower you go, the less chance you will have of being seen, all things being equal. 

22. SYN/ACK 
What is the second step in the TCP three-way handshake? 

It is such an important part of scanning and enumeration because, without understanding this basic 

principle of communication channel setup, you’re almost doomed to failure. A three-way TCP 

handshake has the originator forward a SYN. The recipient, in step 2, sends a SYN and an ACK. In step 3, 

the originator responds with an ACK. The steps are referred to as SYN, SYN/ACK, ACK. 

• SYN is the first step (flag set) in the three-way handshake. 

• ACK is the last step (flag set) in the three-way handshake. 

• the FIN flag brings an orderly close to a communication session. 
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23. Public (read-only) and Private (read/write) 
SNMP uses a community string as a form of a password. The read-only version of the community string 

allows a requester to read virtually anything SNMP can drag out of the device, whereas the read/write 

version is used to control access for the SNMP SET requests. The read-only default community string is 

Public, whereas the read/write string is Private. If you happen upon a network segment using SNMPv3, 

though, keep in mind that SNMPv3 can use a hashed form of the password in transit versus the clear 

text. 

24. nmap -sA -T4 192.168.15.0/24 
• A parallel, fast ACK scan of a Class C subnet 

You are going to need to know nmap switches well for your exam. In this example, the -A switch 

indicates an ACK scan, and the -T4 switch indicates an “aggressive” scan, which runs fast and in parallel. 

25. You are examining a packet capture of all traffic from a host on the subnet 
You are examining a packet capture of all traffic from a host on the subnet. The host sends a segment 

with the SYN flag set in order to set up a TCP communications channel. The destination port is 80, and 

the sequence number is set to 10. Which of the following statements are not true regarding this 

communications channel? (Choose all that apply.) 

• The host will be attempting to retrieve an HTML file. 

• The packet returned in answer to this SYN request will acknowledge the sequence number by 

returning 10. 

Yes, it is true that port 80 traffic is generally HTTP; however, there are two problems with this 

statement. The first is all that is happening here is an arbitrary connection to something on port 80. For 

all we know, it is a listener, Telnet connection, or anything at all. Second, assuming it is actually an HTTP 

server, the sequence described here would do nothing but make a connection—not necessarily transfer 

anything. Sure, this is picky, but it is the truth. Next, sequence numbers are acknowledged between 

systems during the three-way handshake by incrementing by 1. In this example, the source sent an 

opening sequence number of 10 to the recipient. The recipient, in crafting the SYN/ACK response, will 

first acknowledge the opening sequence number by incrementing it to 11. After this, it will add its own 

sequence number to the packet (a random number it will pick) and send both off. 

26. PSH 
Which TCP flag instructs the recipient to ignore buffering constraints and immediately send all data? 

This answer normally gets mixed up with the URG flag because we all read it as urgent. However, just 

remember the key word with PSH is “buffering.” In TCP, buffering is used to maintain a steady, 

harmonious flow of traffic. Every so often, though, the buffer itself becomes a problem, slowing things 

down. A PSH flag tells the recipient stack that the data should be pushed up to the receiving application 

immediately. 

27. You receive a RST-ACK from a port during a SYN scan. 
You receive a RST-ACK from a port during a SYN scan. What is the state of the port? 

• Closed 
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A SYN scan occurs when you send a SYN packet to all open ports. If the port is open, you’ll obviously get 

a SYN/ACK back. However, if the port is closed, you’ll get a RST-ACK. 

A filtered port would likely not respond at all. (The firewall wouldn’t allow the packet through, so no 

response would be generated.) 

28. The host is likely a printer. 

 

Chapter 4. Sniffing and Evasion 

1. Wireshark filter 
 Given the following Wireshark filter, what is the attacker attempting to view? 

 

• SYN, SYN/ACK, ACK 

Wireshark can filter based on a decimal numbering system assigned to TCP flags. The assigned flag 

decimal numbers are FIN = 1, SYN = 2, RST = 4, PSH = 8, ACK = 16, and URG = 32. Adding these numbers 

together (for example, SYN + ACK = 18) allows you to simplify a Wireshark filter. For example, tcp.flags 

== 0x2 looks for SYN packets, tcp.flags == 0x16 looks for ACK packets, and tcp.flags == 0x18 looks for 

both (the attacker here will see all SYN packets, all SYN/ACK packets, and all ACK packets). In this 

example, the decimal numbers were used, just not in a simplified manner. 

As far as the rest of Wireshark filtering syntax goes, there are a couple key points to remember. First, be 

sure to remember it uses double “equals” signs (==) in the expression (ip.addr = 10.10.10.0/24 won’t 

work, but ip addr == 10.10.10.0/24 will).  

Next, know the difference between the definitions for “and” and “or.” An “and” in the filter means both 

expressions will be queried and displayed, but only if both are true. (In other words, “show me all 

packets containing this source address and headed toward this destination IP. If it is from this source but 

going somewhere else, ignore it. If it is headed to this destination but is not from this source, ignore it.”) 

An “or” in the filter means either of the expressions can be true (that is, “show me all packets containing 

this source address and any packets going to this destination IP, no matter the destination or source 

address, respectively, for the two”). 
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2. Broadcast MAC addresses - FF:FF:FF:FF:FF:FF 
A target machine (with a MAC of 12:34:56:AB:CD:EF) is connected to a switch port. An attacker (with a 

MAC of 78:91:00:ED:BC:A1) is attached to a separate port on the same switch with a packet capture 

running. There is no spanning of ports or port security in place. Two packets leave the target machine. 

Message 1 has a destination MAC of E1:22:BA:87:AC:12. Message 2 has a destination MAC of 

FF:FF:FF:FF:FF:FF. Which of the following statements is true regarding the messages being sent? 

Switches are designed to filter unicast messages but to flood multicast and broadcast messages (filtering 

goes to only one port, whereas flooding sends to all). Broadcast MAC addresses in the frame are easy to 

spot—they are always all Fs, indicating all 48 bits turned on in the address. In this case, message 1 is a 

unicast address and went off to its destination, whereas message 2 is clearly a broadcast message, 

which the switch will gladly flood to all ports, including the attacker’s. 

3. ARP poisoning to allow you to see messages from Host A to Host B 
You have tapped into a network subnet of your target organization. You begin an attack by learning all 

significant MAC addresses on the subnet. After some time, you decide to intercept messages between 

two hosts. You begin by sending broadcast messages to Host A showing your MAC address as belonging 

to Host B, while also sending messages to Host B showing your MAC address as belonging to Host A. 

What is being accomplished here? 

ARP poisoning is a relatively simple way to place yourself as the “man in the middle” and spy on traffic 

(by the way, be careful with the term man in the middle because it usually refers to a position where 

you are not interrupting traffic).  

The ARP cache is updated whenever your machine does a name lookup or when ARP (a broadcast 

protocol) receives an unsolicited message advertising a MAC-to-IP match. In this example, you have told 

Host A that you hold the MAC address for Host B. Host A will update its cache, and when a message is 

being crafted by the OS, it will happily put the spoofed address in its place. Just remember that ARP 

poisoning is oftentimes noisy and may be easy to discover if port security is enabled: depending on 

implementation, the port will lock (or amber in nerd terminology) when an incorrect MAC tries to use it 

or when multiple broadcasts claiming different MACs are seen.  

Additionally, watch out for denial-of-service side effects of attempting ARP poisoning—you may well 

bring down a target without even trying to, not to mention Host B is eventually going to find out it is not 

receiving anything from Host A.  

As a side note, detection of ARP poisoning can be done with a tool called xARP (www.chrismc.de). 

4. TCP over DNS 
Your target subnet is protected by a firewalled DMZ. Reconnaissance shows the external firewall passes 

some traffic from external to internal but blocks most communications. HTTP traffic to a web server in 

the DMZ, which answers to www.somebiz.com, is allowed, along with standard traffic such as DNS 

queries. Which of the following may provide a method to evade the firewall’s protection? 

TCP over DNS is exactly what it sounds like—sending TCP traffic that would otherwise use a different 

port number in packets using port 53. Because the firewall usually allows DNS requests to pass, hiding 

traffic under port 53 is convenient and fairly easy.  

http://www.chrismc.de/
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The whole thing does require a special DNS server and DNS client setup, but the steps to pull it off are 

not rocket science. While TCP over DNS will allow you to evade the firewall and send traffic internally, it 

will not provide you instant access to machines or anything like that—it simply allows you to send traffic 

unnoticed through a firewall.  

• TCP over DNS tools include Iodine (http://code.kryo.se/iodine/) 

• DNS Tunnel (http://dnstunnel.de) and 

• Netcross (https://soureforge.net/projects/netcross) 

Another very common option for passing traffic through a firewall is HTTP tunneling. The same principle 

applies, except in HTTP tunneling you abuse port 80 instead of port 53.  

• HTTP tunneling tools include HTTPort (www.targeted.org) 

• SuperNetwork Tunnel (www.networktunnel.net) and 

• HTTP-Tunnel (www.http-tunnel.com). 

5. Setting an NIDS tap 
1. Connect to a SPAN port on a switch. 

A network intrusion detection system (NIDS) only works well if it can see all the network traffic, and 

placement obviously makes a huge difference. One common implementation is to connect via a SPAN 

(Switched Port Analyzer) port on a switch. The configuration for a SPAN port ensures all traffic from a 

defined range of ports is also sent to the SPAN port.  

This makes the best option for your NIDS tap, at least as far as this question goes: in the real world, you 

would most likely set up a passive tap, positioned in the correct location to see everything coming across 

the wire. 

6. Wireshark filtering 
You have a large packet capture file in Wireshark to review. You want to filter traffic to show all packets 

with an IP address of 192.168.22.5 that contain the string HR_admin. Which of the following filters 

would accomplish this task? 

 ip.addr==192.168.22.5 &&tcp contains HR_admin 

When you combine filters in one search, use the && designator, and do not forget the use of double 

equals signs. Another fun version of this same question involves reading the output from Wireshark. A 

tool that can help you out with the raw files—including output from other tools like tcpdump—is 

tcptrace (www.tcptrace.org/). 

7. MAC flooding and ARP spoofing 
Which of the following techniques can be used to gather information from a fully switched network or 

to disable some of the traffic isolation features of a switch? (Choose two.) 

Switches filter all traffic—unless you tell them otherwise, make them behave differently, or the traffic is 

broadcast or multicast. If you can gain administrative access to the IOS, you can tell it to behave 

otherwise by configuring a span port (which sends copies of messages from all ports to yours).  

http://code.kryo.se/iodine/
http://dnstunnel.de/
https://soureforge.net/projects/netcross
http://www.targeted.org/
http://www.networktunnel.net/
http://www.http-tunnel.com/
http://www.tcptrace.org/
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Legitimate span ports are designed for things such as network IDS. To make the switch behave 

differently (at least on older switches, because newer ones do not allow this much anymore), send more 

MAC addresses to the switch than it can handle. This fills the CAM and turns the switch, effectively, into 

a hub (sometimes called a fail open state).  

Using a tool such as MacOF or Yersinia, you can send thousands and thousands of fake MAC addresses 

to the switch’s CAM table.  

ARP spoofing does not really involve the switch much at all—it continues to act and filter traffic just as it 

was designed to do. The only difference is you have lied to it by faking a MAC address on a connected 

port. The poor switch, believing those happy little ARP messages, will forward all packets destined for 

that MAC address to you instead of the intended recipient. 

8. Discovery of sniffers on a network 
It is almost impossible to discover the sniffer on the network. 

Discovering a passive sniffer on your network is very difficult. When a NIC is set to promiscuous mode, it 

just blindly accepts any packet coming by and sends it up the layers for further processing (which is what 

allows Wireshark and other sniffers to analyze the traffic).  

Because sniffers are sitting there pulling traffic and not sending anything in order to get it, they are 

difficult to detect.  

Active sniffing is another thing altogether. If a machine is ARP spoofing or MAC flooding in order to pull 

off sniffing, it’s much easier to spot it. 

9. Provide useful defense against ARP spoofing 
 

ARPWALL is an application available for download from SourceForge 

(http://sourceforge.net/projects/arpwall/) and It gives an early warning when an ARP attack occurs and 

simply blocks the connection.  

Virtual LANs (VLANs) provide a means to create multiple broadcast domains within a single network. 

Machines on the same switch are in different networks, and their traffic is isolated. Since ARP works on 

broadcast, this can help prevent large-scale ARP spoofing.  

Static ARP entries are a good idea and at least one way to fix ARP poisoning, since no matter what is 

banging around out on the network, the system uses the static mapping you configured. An IDS may also 

be helpful in spotting ARP shenanigans, but would not necessarily do anything about it. 

10. Examine the following Snort rule 

 

1. This rule will alert on packets coming from outside the designated home address. 

http://sourceforge.net/projects/arpwall/
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2. This rule will alert on packets designated on port 23, from any port, containing the “admin” 

string. 

This particular rule takes into account a lot of things. First, note the exclamation mark (!) just before the 

HOME_NET variable. Any time you see this, it indicates the opposite of the following variable—in this 

case, any packet from an address not in the home network and using any source port number, intended 

for any address that is within the home network.  

Following that variable is a spot for a port number, and the word any indicates we do not care what the 

source port is.  

Next, we spell out the destination information: anything in the home network and destined for port 23.  

Lastly, we add one more little search before spelling out the message we want to receive: the “content” 

designator allows us to spell out strings we’re looking for. 

11. Put a NIC in promiscuous mode 
You want to begin sniffing, and you have a Windows 7 laptop. You download and install Wireshark but 

quickly discover your NIC needs to be in “promiscuous mode.” What allows you to put your NIC into 

promiscuous mode? 

• Installing WinPcap 

The NIC “sees” lots of traffic but pulls in only the traffic it knows belongs to you. It does this by 

comparing the MAC address of each frame against its own: if they match, it pulls the frame in and works 

on it; if they do not match, the frame is ignored. If you plug a sniffer into a NIC that looks only at traffic 

designated for the machine you are on, you’ve kind of missed the point, wouldn’t you say?  

Promiscuous mode tells the NIC to pull in everything. This allows you to see all those packets moving to 

and from inside your collision domain.  

WinPcap is a library that allows NICs on Windows machines to operate in promiscuous mode. 

12. False negatives 
A network and security administrator installs a NIDS. After a few weeks, a successful intrusion into the 

network occurs and a check of the NIDS during the timeframe of the attack shows no alerts. An 

investigation shows the NIDS was not configured correctly and therefore did not trigger on what should 

have been attack alert signatures. Which of the following best describes the actions of the NIDS? 

When it comes to alerting systems, false negatives are much more concerning than false positives. A 

false negative occurs when there is traffic and circumstances in place for an attack signature, but the IDS 

does not trigger an alert. In other words, if your system is firing a lot of false negatives, the security staff 

may feel like they are secure when, in reality, they’re really under successful attack.  

Keep in mind a false negative is different from your IDS simply not seeing the traffic. For example, if you 

tell your IDS to send an alert for Telnet traffic and it simply did not see those packets (for whatever 

reason), that may be a false negative for exam purposes but in the real world is probably more of a 

configuration issue. A better example of a false negative in the real world would be for the attacker to 
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encrypt a portion of payload so that the IDS does not recognize it as suspicious. In other words, the IDS 

sees the traffic, it just does not recognize anything bad about it. 

13. Passive sniffing 
A pen test member has gained access to an open switch port. He configures his NIC for promiscuous 

mode and sets up a sniffer, plugging his laptop directly into the switch port. He watches traffic as it 

arrives at the system, looking for specific information to possibly use later. What type of sniffing is being 

practiced? 

When it comes to sniffing, if you are not injecting packets into the stream, it is a passive exercise. Tools 

such as Wireshark are passive in nature. A tool such as Ettercap, though, has built-in features to trick 

switches into sending all traffic its way, and other sniffing hilarity. This type of sniffing, where you use 

packet interjection to force a response, is active in nature. As a quick aside here, for you real-world 

preppers out there, true passive sniffing with a laptop is pretty difficult to pull off.  

As soon as you attach a Windows machine, it will start broadcasting all kinds of stuff (ARP and so on), 

which is, technically, putting packets on the wire. The real point is that passive sniffing is a mindset 

where you are not intentionally putting packets on a wire. 

14. Best preventive measures to take against DHCP starvation attacks 
• Enable DHCP snooping on the switch and 

• Use port security on the switch. 

DHCP starvation is a denial-of-service attack EC-Council somehow slipped into the sniffing section. The 

attack is pretty straightforward: the attacker requests all available DHCP addresses from the server, so 

legitimate users cannot pull an address and connect or communicate with the network subnet. DHCP 

snooping on a Cisco switch (using the ip dhcp snooping command) creates a whitelist of machines that 

are allowed to pull a DHCP address. Anything attempting otherwise can be filtered.  

Port security, while not necessarily directly related to the attack, can be a means of defense as well. By 

limiting the number of MACs associated with a port, as well as whitelisting which specific MACs can 

address it, you could certainly reduce an attacker’s ability to drain all DHCP addresses. 

As a side note, you may also see a question relating to how DHCP works in the first place. An easy way to 

remember it all is the acronym DORA: Discover, Offer, Request, and Acknowledge.  

Additionally, packets in DHCPv6 have different names than those of DHCPv4. DHCPDISCOVER, 

DHCPOFFER, DHCPREQUEST, and DHCPACK are known as Solicit, Advertise, Request (or 

Confirm/Renew), and Reply, respectively. 

15. Libwhisker: Best to tool for evading an IDS 
Libwhisker (https://sourceforge.net/projects/whisker/)  is a full-featured Perl library used for a number 

of things, including HTTP-related functions, vulnerability scanning, exploitation, and IDS evasion. In fact, 

some scanners actually use libwhisker for session splicing in order to scan without being seen. 

https://sourceforge.net/projects/whisker/
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16. Examine the Snort output shown here: 

 

• The capture shows step 2 of a TCP handshake. 

If you examine the capture log, it shows a TCP port 23 packet from 190.168.5.12 headed toward 

213.132.44.56. The TCP flags are clearly shown in line 5 as ***A**S*, indicating the SYN and ACK flags 

are set. Because the three-way handshake is SYN, SYN/ACK, and ACK, we’ve solved another one! 

17. Anomaly based IDS 
Your IDS sits on the network perimeter and has been analyzing traffic for a couple of weeks. On arrival 

one morning, you find the IDS has alerted on a spike in network traffic late the previous evening. Which 

type of IDS are you using? 

 

The scenario described here is precisely what an anomaly- or behavior-based system is designed for. The 

system watches traffic and, over time, develops an idea of what “normal” traffic looks like—everything 

from source and destinations, ports in use, and times of higher data flows. In one sense, it is better than 

a plain signature-based system because it can find things heuristically based on behavior; however, 

anomaly-based systems are notorious for the number of false positives they spin off—especially early 

on. 
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18. Stateful firewall 
You are performing an ACK scan against a target subnet. You previously verified connectivity to several 

hosts within the subnet but want to verify all live hosts on the subnet. Your scan, however, is not 

receiving any replies. Which type of firewall is most likely in use at your location? 

 

Most people think of a firewall as a simple packet filter, examining packets as they are coming in against 

an access list—if the port is allowed, let the packet through. However, the stateful inspection firewall 

has the ability to examine the session details regarding the packet and make a determination on its 

state. If a stateful firewall receives an ACK packet, it is smart enough to know whether there is an 

associated SYN packet that originated from inside the network to go along with it. If there is not—that 

is, if communications did not start from inside the subnet—it’ll drop the packet. 

19. HTTP tunneling 
You are separated from your target subnet by a firewall. The firewall is correctly configured and allows 

requests only to ports opened by the administrator. In firewalking the device, you find that port 80 is 

open. Which technique could you employ to send data and commands to or from the target system? 

HTTP tunneling is a successful “hacking” technique. (Microsoft makes use of HTTP tunneling for lots of 

things, and it has been doing so for years.) The tactic is fairly simple: because port 80 is almost never 

filtered by a firewall, you can craft port 80 segments to carry a payload for protocols the firewall may 

have otherwise blocked. Of course, you will need something on the other end to pull the payload out of 

all those port 80 packets that IIS is desperately wanting to answer, but that’s not altogether difficult. 

20. TCPflow 
Which of the following tools can be used to extract application layer data from TCP connections 

captured in a log file into separate files? 
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TCPflow (https://github.com/simsong/tcpflow/wiki/tcpflow-%E2%80%94-A-tcp-ip-session-reassembler) 

is “a program that captures data transmitted as part of TCP connections (flows), and stores the data in a 

way that is convenient for protocol analysis and debugging. Each TCP flow is stored in its own file. Thus, 

the typical TCP flow will be stored in two files, one for each direction. tcpflow can also process stored 

‘tcpdump’ packet flows. tcpflow is similar to ‘tcpdump’, in that both process packets from the wire or 

from a stored file. But it’s different in that it reconstructs the actual data streams and stores each flow in 

a separate file for later analysis.” 

21. Examine the Wireshark filter shown here: 

 

 The results will display all HTTP traffic from 192.168.1.1. 

The preceding syntax designates the source IP and combines it with a source TCP port. This is effectively 

looking at answers to port 80 requests by 192.168.1.1. As another important study tip, watch for the 

period (.) between “ip” and “src” on the exam because they will drop it or change it to a dash (-) to trick 

you. And lastly, for real-world application, it is important to note that Wireshark considers certain 

friendly terms such as HTTP as simple placeholders for the actual port. This means in Wireshark (at least 

as far as CEH is concerned), HTTP and 80 are more or less identical. As a budding ethical hacker, you 

should know by now that even though something is traveling on port 80, it may or may not be HTTP 

traffic. 

22. tcpdump to capture packets 
You need to put the NIC into listening mode on your Linux box, capture packets, and write the results to 

a log file named my.log. How do you accomplish this with tcpdump? 

tcpdump -i eth0 -w my.log 

Tcpdump syntax is simple: tcpdump flag(s) interface. The -i flag specifies the interface (in this example, 

eth0) for tcpdump to listen on, and the -w flag defines where you want your packet log to go. For your 

own study, be aware that many study references—including EC-Council’s official reference books—state 
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that the -i flag “puts the interface into listening mode.” It doesn’t actually modify the interface at all, so 

this is a little bit of a misnomer—it just identifies to tcpdump which interface to listen on for traffic. 

Lastly, be aware that the -w flag dumps traffic in binary format. If you want the traffic to be readable, 

you will need to have it display onscreen. Better yet, you can dump it to a file using the | designator and 

a filename. 

23. IDS evasion tools 
Which of the following tools can assist with IDS evasion? 

 

IDS evasion comes down to a few methods: encryption, flooding, and fragmentation (session splicing).  

Whisker is an HTTP scanning tool but also has the ability to craft session-splicing fragments.  

Fragroute intercepts, modifies, and rewrites egress traffic destined for the specified host and can be 

used to fragment an attack payload over multiple packets.  

ADMmutate can create multiple scripts that will not be easily recognizable by signature files, and 

Inundator is a flooding tool that can help you hide in the cover fire. 

24. HTTP tunneling. 
A security administrator is attempting to “lock down” her network and blocks access from internal to 

external on all external firewall ports except for TCP 80 and TCP 443. An internal user wants to make use 

of other protocols to access services on remote systems (FTP, as well as some nonstandard port 

numbers). Which of the following is the most likely choice the user could attempt to communicate with 

the remote systems over the protocol of her choice? 

FTP is supposed to be on TCP port 21, SMTP is supposed to ride on 25, and Telnet is supposed to be on 

23, but the dirty little truth is they don’t have to. An HTTP tunnel is a brilliant example of this. To the 

firewall and everyone else watching, traffic from your machine is riding harmless little old port 80—

nothing to see here folks, just plain-old, regular HTTP traffic. But a peek inside that harmless little tunnel 
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shows you can run anything you want. Typically, you connect to an external server over port 80, and it 

will unwrap and forward your other protocol traffic for you, once you’ve gotten it past your pesky 

firewall. 

25. IP fragment scanning 
An ethical hacker is assigned to scan a server and wants to avoid IDS detection. She uses a tactic wherein 

the TCP header is split into many packets, making it difficult to detect what the packets are intended for. 

Which of the following best describes the technique employed? 

 

There are several methods to attempt evasion of an IDS, and an IP fragmentation scan is but one of 

them. It works by splitting the original TCP header into multiple, smaller packets. Each of those smaller 

packets, on its own, means a whole lot of nothing to the IDS, but when reassembled on the destination 

can, for example, scan traffic (which is this case here). This is not to say it is always going to work—

almost nothing is foolproof—but I can almost guarantee you’ll see this particular evasion technique on 

your exam somewhere. 
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