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Chapter 1: Getting Started: Essential Knowledge 
Key Points 

1. Residual Risk 
Ensure that any remaining risk is residual or low and accept the risk. 

2. CEH methodology is laid out this way:  
• Reconnaissance (Footprinting),  

• Scanning and enumeration,  

• Gaining access,  

• Escalating privileges,  

• Maintaining access, and 

• Covering tracks.  

3. BIA 
A business impact analysis (BIA) the organization looks at all the systems and processes in use and 

determines which ones are critical to continued operation. Additionally, the assessor (the person or 

company conducting the analysis) will look at all the existing security architecture and make an 

evaluation on the likelihood of any system or resource being compromised. Part of this is assigning 

values to systems and services, determining the maximum tolerable downtime (MTD) for any, and 

identifying any overlooked vulnerabilities. 
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4. Incident Response Phases 
In the preparation phase, your IR (incident response) team should be preparing for an incident. 

Preparation includes lots of things—some of which are mentioned here. But virtually anything you can 

think of that does not involve actions taken during the incident belongs here. Training, exercises, and 

policies are all examples. 

IR phases can be different depending on whom you ask and what the moon phase is, but generally IR is 

broken down into six phases:  

1. Preparation,  

2. Identification,  

3. Containment,  

4. Eradication,  

5. Recovery, and  

6. Lessons learned.  

 

Preparation we already covered.  

Identification refers to the steps taken to verify it is actually an incident, and all the information 

surrounding that—source, destination(s), exploit used, malware used, and so on.  

Containment is the step used to cordon off the infected system(s) and to prevent any further spread of 

infection or attack.  

Eradication refers to steps taken to remove the malware (or other attack-related residuals, such as 

backdoors).  

Recovery involves the steps taken to rebuild and restore the system(s) and network to pre-attack status 

(with better security, I might add).  

Finally, lessons learned is exactly what it sounds like, and should feed right back into your organization’s 

preparation phase. 

5. Gray box test 
A gray-box test is designed to replicate an inside attacker. Otherwise known as the partial knowledge 

attack, the idea is to simulate a user on the inside who might know a little about the network, directory 

structure, and other resources in your enterprise.  

You will probably find this one to be the most enlightening attack in out-briefing your clients in the real 

world—it is amazing what you can get to when you are a trusted, inside user. 

 You will often find in the real world that gray-box testing can also refer to a test where any inside 

information is given to a pen tester—you do not necessarily need to be a fully knowledgeable inside 

user. In other words, if you have usable information handed to you about your client, you are 

performing gray-box testing. 
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6. MAC 
Access control is defined as the selective restraint of access to a resource, and there are several overall 

mechanisms to accomplish this goal.  

• Mandatory access control (MAC) is one type that constrains the ability of a subject to access or 

perform an operation on an object by assigning and comparing “sensitivity labels.” Suppose a 

person (or a process) attempts to access or edit a file. With MAC, a label is placed on the file 

indicating its security level. If the entity attempting to access it does not have that level, or 

higher, then access is denied. With mandatory access control, security is centrally controlled by 

a security policy administrator, and users do not have the ability to override security settings. 

• This should not be confused with role-based access control (RBAC) systems, which may actually 

use MAC to get the job done. The difference is in whether the information itself has a labeled 

description or whether the person accessing it has their own label. For example, in a classified 

area, the information classified as Top Secret will have a label on it identifying it as such, while 

you, as an auditor, will have your own clearance and need-to-know label allowing you to access 

certain information.  

• MAC is a property of an object; RBAC is a property of someone accessing an object. 

• Discretionary access control (DAC) allows the data owner, the user, to set security permissions 

for the object. If you are on a Windows machine right now, you can create files and folders and 

then set sharing and permissions on them as you see fit. 

7. The three-way handshake: “SYN, SYN/ACK, ACK” 
In step 1, the host sends a segment to the server, indicating it wants to open a communications session. 

Inside this segment, the host turns on the SYN flag and sets an initial sequence number (any random 32-

bit number).  

When the recipient gets the segment, it crafts a segment in response to let the host know it is open and 

ready for the communications session. It does this by turning on the SYN and ACK flags, acknowledging 

the initial sequence number by incrementing it, and adding its own unique sequence number.  

Lastly, when the host gets this response back, it sends one more segment before the comm channel 

opens. In this segment, it sets the ACK flag and acknowledges the other’s sequence number by 

incrementing it. 

For example, suppose Host A is trying to open a channel with Server B. In this example, Host A likes the 

sequence number 2000, while Server B likes 5000. The first segment would look like this: SYN=1, ACK=0, 

ISN=2000. The response segment would look like this: SYN=1, ACK=1, ISN=5000, ACK NO=2001. The third 

and final segment would appear this way: SYN=0, ACK=1, SEQ NO=2001, ACK NO=5001. 

8. ALE 
When performing business impact analysis (or any other value analysis for that matter), the annualized 

loss expectancy (ALE) is an important measurement for every asset.  

To compute the ALE, multiply the annualized rate of occurrence (ARO) by the single loss expectancy 

(SLE).  
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The ARO is the frequency at which a failure occurs on an annual basis. In this example, servers fail once 

every five years, so the ARO would be 1 failure / 5 years = 20 percent. 

9. A white hat is attempting a white-box test. 
Start with what kind of hacker he is. He is hired under a specific agreement, with full knowledge and 

consent of the target, thus making him a white hat. Second, to address what kind of test he is 

performing, simply look at what he knows about the system. In this instance, he has no prior knowledge 

at all (apart from the agreement), thus making it a black-box test. 
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