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Which improvements does IPv6 provide over the current IP addressing scheme? (Choose two.)

Some header fields have been dropped or made optional.

The IP address size is increased from 64 bits to 128 bits with simpler auto-

configuration of addresses.

Header fields have been made mandatory to reduce processing requirements.

A new type of address is used to deliver a packet to a specific address node.

The IP address size increased from 128 bits to 156 bits with simpler auto-

configuration of addresses.

The IP header options allow more efficient forwarding and less rigid length limits.

Explanation

IPv6 (version 6) or IPng (next generation) offers the following improvements over IPv4:

IP address size will increase from 32 bits to 128 bits.

Some of the header fields have been dropped.

Version 6 has less rigid length limits and the ability to introduce new options.

Packets will indicate particular traffic type.

Support will be provided for data integrity and confidentiality.

The IPv6 header is 40 fixed bytes and has eight fields of information.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

Understanding Networks and TCP/IP, http://www.samspublishing.com/articles/article.asp?p=131034&seqNum=4&rl=1

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

http://www.samspublishing.com/articles/article.asp?p=131034&seqNum=4&rl=1%C2%A0%C2%A0%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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What is the network prefix that is used to denote an unsubnetted Class C IP address?

/32

/8

/16

/24

Explanation

The network prefix /24 is used to denote an unsubnetted Class C IP address. Class-based IP addresses were the first

types of addresses assigned on the Internet. The first octet of a Class A IP address is from 1 through 126 in decimal

notation, and the first octet of a Class A IP address is the network address. The first octet of a Class B IP address is

from 128 through 191 in decimal notation, and the first two octets of a Class B IP address are the network address. The

first octet of a Class C IP address is from 191 through 223, and the first three octets of a Class C IP address are the

network address.

Each class has a default subnet mask. The default subnet mask for a Class A subnet is 255.0.0.0. The default subnet

mask for a Class B network is 255.255.0.0. The default subnet mask for a Class C network is 255.255.255.0.

Subnetting was introduced to enable more efficient use of the IP address space. In subnetting, some host bits of a

class-based IP address are used as network address bits to enable smaller groupings of IP addresses to be created

than the groupings offered by class-based IP addresses. For example, you have an office with 200 computers that

reside on four separate networks consisting of 50 computers each. If each network has been assigned its own Class C

IP address range, then 204 IP addresses will not be used in each range, for a total of 816 wasted IP addresses.

With subnetting, a single Class C IP address range can provide IP addresses for the hosts on all four networks. If you

subnetted a single Class C IP address range, then only 48 IP addresses would be wasted.

A subnet mask is a 32-bit binary number that can be compared to an IP address to determine which part of the IP

address is the host address and which part of the IP address is the network address. Every 1 bit in a subnet mask

indicates a bit in the network address, and every 0 bit in the subnet mask indicates a bit in the host address. For

example, on a network that uses an unsubnetted Class C IP address range, the IP address 192.168.0.1 has a subnet

mask of 255.255.255.0. In binary notation, 255 is represented as 11111111. In binary notation, the subnet mask

255.255.255.0 is represented as 11111111 11111111 11111111 00000000.

The binary representation of the IP address 192.168.0.1 is:

11000000 10101000 00000000 00000001

The following is a comparison of the binary subnet mask and the binary IP address:  

11111111 11111111 11111111 00000000 Subnet Mask 

11000000 10101000 00000000 00000001 IP Address
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From this comparison, you can see that the first 24 bits of the IP address, or 192.168.0 in decimal notation, are the

network address, and the last eight bits of the IP address, or 1 in decimal notation, are the host address.

Another method, called a network prefix, is also used to determine which part of an IP address is the network address

and which part of an IP address is the host address. The network prefix method appends a slash (/) character and a

number after the IP address, as in the following example:

192.168.0.1/24

In this example, the network prefix indicates that the first 24 bits of the IP address, or 192.168.0 in decimal notation, are

the network address, and the last eight bits of the IP address are the host address.

A range of IP addresses can be expressed very simply with Classless Inter-Domain Routing (CIDR) notation. CIDR

notation looks like an IP address followed by a slash with a number–for example, 192.168.0.0/24. The number after the

slash is the bit mask for the network. Simply put, it tells you how many bits are the same for each IP on the subnet. This

also tells you which parts of the IP addresses can vary, and that gives you the range. 192.168.0.0/24 indicates that the

first 24 bits are all the same on this range of IP addresses. The CIDR notation for the range of IP addresses from

192.168.0.0 through 192.168.0.255 is 192.168.0.0/24. The CIDR notation for the 128.1.0.1 through 191.255.255.254

range is 128.1.0.1/2. The CIDR notation for the 69.4.128.0 through 69.4.159.255 is 69.4.128.0/19.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

TCP/IP Fundamentals for Windows: Chapter 4 - Subnetting, http://technet.microsoft.com/en-us/library/bb726997.aspx

IP-Subnet-Mask Numbers, https://wiki.xtronics.com/index.php/IP_Subnet_Masks

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

Which TCP/IP configuration information must a computer on a network have before it can communicate with the

Internet? (Choose three.)

Subnet mask

Default gateway

Public key

http://technet.microsoft.com/en-us/library/bb726997.aspx
https://wiki.xtronics.com/index.php/IP_Subnet_Masks
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Question #4 of 55 Question ID: 1171606

TCP/IP address

MAC address of router

FTP server address

Proxy server address

Explanation

Before any computer on a network can communicate with the Internet, it will need an IP address, a default gateway,

and a subnet mask. You can supply this information manually (often referred to as a static IP address), or you can use

a DCHP server to supply this information automatically (often referred to as a dynamic IP address). If a computer is

configured to obtain an IP address automatically, it will contact a DHCP for all client-side DHCP information.

The IP address is a 32-digit binary number that is needed to identify each device, or host, on the Internet. The IP

address provides a logical address for each device.

The subnet mask is used to block out a portion of the IP address. The purpose of the blocking is to distinguish the

network ID from the host ID. It is also used to identify whether the IP address of the destination host is on a local

network or on a remote network. Subnet mask addresses are 32-bit numbers. Every host on a TCP/IP network will

need to be configured with a subnet mask. Use the default subnet mask if you are not dividing your network into

subnets. You will need to create custom subnet addresses if your networks are to be divided into subnets.

The default gateway is the address of the default router. While you can configure a static IP address, meaning that the

IP address is manually entered in the computer's settings, it is considered a best practice to configure the computer to

obtain an IP address automatically using Dynamic Host Configuration Protocol (DHCP). Another important part of the

IP settings includes configuring the address of the Domain Name System (DNS) server.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

DHCP (Dynamic Host Configuration Protocol) Basics, http://support.microsoft.com/kb/169289

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

Which properties are true regarding IPv6? (Choose two.)

http://support.microsoft.com/kb/169289%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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It has 4 billion available addresses.

It uses 32-bit addresses.

It uses 128-bit addresses.

It has 340 undecillion available addresses.

Explanation

IPv6 uses 128-bit IP addresses and allows for the use of 340 undecillion addresses. IPv4 uses 32-bit addresses and

allows for the use of 4 billion addresses.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

Differences IPv4 vs IPv6, http://www.techsutram.com/2009/03/differences-ipv4-vs-ipv6.html

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

You want to set up a wireless network with data throughput of 54 Mbps. Which two wireless specifications will provide a

data throughput of 54 Mbps? (Choose two.)

802.11g

802.11

802.11b

802.11a

Explanation

You can use either the 802.11a or the 802.11g specifications. Both 802.11a and 802.11g provide data throughput of 54

megabits per second (Mbps). The 802.11g wireless network standard provides backward compatibility with the 802.11b

wireless network specification, but the 802.11a network specification does not provide backward compatibility to any

other wireless network because it operates in the 5 GHz frequency range rather than the 2.4 GHz range that 802.11b

and 802.1g operate in. You should not use the 802.11b wireless network specification. The 802.11b network

http://www.techsutram.com/2009/03/differences-ipv4-vs-ipv6.html
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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specification provides data throughput of only 11 Mbps. You should not use the 802.11 wireless network specification.

The 802.11 provides data throughput of only 2 Mbps.

The 802.11n wireless standard uses the 2.4 or 5.0 GHz range and is reported to be capable of up to 600 Mbps.

However, 300 to 400 Mbps is usually the maximum in most of today's deployments.

The 802.11ac wireless standard uses the 2.4 or 5.0 GHz range. It is reported as capable of up to 450 Mbps in the 2.4

GHz range and up to 1.3 Gbps on the 5.0 GHz range. Because it uses channel bonding to provide increased speed,

fewer channels are available on this standard.

Objective: 
Networking

Sub-Objective: 
Compare and contrast wireless networking protocols.

References: 

Wireless Standards 802.11a, 802.11b/g/n, and 802.11ac,

http://compnetworking.about.com/cs/wireless80211/a/aa80211standard.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.4 Compare and

contrast wireless networking protocols

Which applications use UDP?

NFS, FTP, TFTP

ARP, NFS, FTP, SMTP

NFS, TFTP, SNMP

ICMP, ARP, FTP

Explanation

User Datagram Protocol (UDP) provides two services that Internet Protocol (IP) does not: a port number to help

distinguish different user requests and, optionally, a checksum capability to verify that the data arrived intact. UDP

works at the Transport layer of the OSI model.

Network applications that want to save processing time use UDP because they have very small data units to exchange,

and therefore require a small amount of reassembly. The Trivial File Transfer Protocol (TFTP), Network File System

(NFS), and Simple Network Management Protocol (SNMP) use UDP instead of Transmission Control Protocol (TCP).

http://compnetworking.about.com/cs/wireless80211/a/aa80211standard.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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TFTP is a network application that is simpler than File Transfer Protocol (FTP), but less capable. It is used when user

authentication and directory visibility are not required. TFTP, FTP, NFS, and SNMP all work at the Application layer of

the OSI model.

Simple Mail Transport Protocol (SMTP) is usually implemented to operate over TCP port 25. SMTP is the default

protocol for sending email in Microsoft operating systems. SMTP works at the Application layer of the OSI model.

FTP is used to transfer files between an FTP server and a client using IP.

Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 

UDP Common Applications and Server Port Assignments,

http://www.tcpipguide.com/free/t_UDPCommonApplicationsandServerPortAssignments-3.htm

Which IP address is used by a Class A private network?

127.0.0.1

172.16.0.0

192.168.0.0

10.0.0.0

Explanation

The 10.0.0.0 address is a Class A IP address for private networks. Private network IP addresses cannot be used on the

Internet. The 172.16.0.0 address is a Class B IP address for private networks. The 192.168.0.0 address is a Class C IP

address for private networks.

The 127.0.0.1 address is not reserved for private networks. This IP address is the software loopback address.

Objective: 
Networking

http://www.tcpipguide.com/free/t_UDPCommonApplicationsandServerPortAssignments-3.htm
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Sub-Objective: 
Explain common network configuration concepts.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

Your company has both a wired and a wireless network. You have been asked to increase the security of the wireless

network. Which of the following options should you implement?

Rogue access points

SSID broadcast

MAC filtering

War driving

Explanation

Media Access Control (MAC) filtering is a way to increase security in a wireless network. With this filtering, the MAC

address of each network interface card (NIC) that attempts to connect to the network is checked. Only MAC addresses

that are specifically allowed to connect are granted connection. When configuring MAC filtering, you should set up an

access control list (ACL). MAC filtering is configured on the wireless access point or wireless router.

A service set identifier (SSID) broadcast actually decreases security in a wireless network. If the SSID is broadcast, any

wireless NICs in the proximity can locate the network. If you disable SSID broadcast, you increase the security of your

network, and users will have to type in the SSID to connect to the network.

War driving is a technique used to discover wireless networks. Once intruders locate your wireless network, they

attempt to hack into your system.

Rogue access points are wireless access points that have been connected to your network without authorization. This

decreases the security of your network.

Radio frequency interference (RFI) can cause wireless network problems. It can come from cordless phones,

microwaves, and other equipment. For example, if your wireless network is frequently dropping connections, you could

have a cordless phone interfering with the wireless access point.

Objective: 
Networking

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

Enable MAC Address Filtering on Wireless Access Points and Routers,

http://compnetworking.about.com/cs/wirelessproducts/qt/macaddress.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Network, 2.3 Given a

scenario, install and configure a basic wired/wireless SOHO network

Your company has decided to implement a wireless network. The wireless network users must be able to connect to

resources on your internal network, including file, print, and DHCP services. Which options should you implement?

(Choose all that apply.)

Ad hoc mode

APIPA

Static IP addresses

A wireless access point

Infrastructure mode

Explanation

Infrastructure mode allows wireless computers to connect to a LAN, a WAN, or the Internet. This means that

infrastructure mode wireless computers can access all computers on the LAN, WAN, and Internet. Infrastructure mode

is much more expensive to implement than ad hoc mode because you must configure wireless access points. While

infrastructure mode is harder to set up and configure, its management is much easier than with ad hoc mode. To view

the strength of the wireless network, open the properties dialog box for the wireless network interface card (NIC).

Ad hoc mode allows wireless computers to be configured much faster than infrastructure mode. Ad hoc mode wireless

computers all participate in the same network. This means that the ad hoc wireless computers can access each other

but cannot access network resources on a LAN, WAN, or the Internet. Ad hoc mode is much cheaper than

infrastructure mode to implement. In addition, it is easy to set up and configure, and it can provide better performance

than infrastructure mode. However, it is difficult to manage an ad hoc mode wireless network.

Static IP addresses should not be implemented because the corporate network contains a DHCP server. Static

addressing refers to the manual configuration of each computer.

APIPA should not be used for the same reason. In addition, APIPA is used only if a DHCP server is not found. When

implementing a wireless network that includes a wireless access point, you can often enable or disable DHCP. If you

http://compnetworking.about.com/cs/wirelessproducts/qt/macaddress.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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enable DHCP, devices on the network will be assigned an IP address. If you disable DHCP, the devices will need to

have statically configured IP addresses.

When you implement an access point, you can configure several settings. MAC filtering will allow or deny connections

based on the MAC address of the connecting device. Disabling the SSID broadcast will ensure that the SSID is not

broadcasting, thereby making it a bit more difficult to connect to the wireless network. The encryption method will

ensure that the password for the wireless network is protected. WPA2 is more secure than WPA, which is more secure

than WEP.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

What’s the Difference Between Ad-Hoc and Infrastructure Mode Wi-Fi?, https://www.howtogeek.com/180649/htg-

explains-whats-the-difference-between-ad-hoc-and-infrastructure-mode/

What is the maximum data transmission speed for Bluetooth technology?

11 Mbps

54 Mbps

3 Mbps

100 Mbps

Explanation

The maximum data transmission speed for Bluetooth is 3 Mbps. Bluetooth is used for short-range wireless connections.

For example, Bluetooth will be used to connect wireless devices, such as the keyboard and mouse, to the computer.

Bluetooth does not operate on 11 Mbps. The 802.11b wireless standard operates up to a maximum of 11 Mbps. The

802.11b standard's indoor range is 100 feet at 11 Mbps and 300 feet at 1 Mbps.

Bluetooth does not operate on 54 Mbps. The 802.11g wireless standard operates up to a maximum of 54 Mbps.

802.11g is used for long-distance wireless connections and provides high data transfer speed. 802.11g is compatible

with both 802.11a and 802.11b.

https://www.howtogeek.com/180649/htg-explains-whats-the-difference-between-ad-hoc-and-infrastructure-mode/
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Bluetooth does not operate on 100 Mbps. The 802.3u Ethernet standard operates at 100 Mbps. 802.3u uses Cat 5

unshielded twisted pair (UTP) cable. 802.3u provides a physical communication mechanism in a network. All of the

802.11 standards are considered to be radio frequency (RF) standards.

For the A+ exam, you need to understand the following 802.11 specifications:

Specification Frequency Speed

802.11a 5 GHz up to 54 Mbps

802.11b 2.4 GHz up to 11 Mbps

802.11g 2.4 GHz up to 11 Mbps

802.11n either 2.4 GHz or 5 GHz up to 600 Mbps

802.11ac 5 GHz up to 1,300 Mbps with multiple access points

802.11g devices are backwards compatible with 802.11b devices.

Near Field Communication (NFC) is a low-power communications protocol for short ranges between two devices. One

device will typically create radio-wave fields that can target, detect, and access small amounts of data to be transferred.

It is similar to RFID but slower, especially when compared to Wi-Fi or Bluetooth.

Objective: 
Networking

Sub-Objective: 
Compare and contrast wireless networking protocols.

References: 

Bluetooth Basics, http://www.bluetooth.com/Pages/Basics.aspx

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.4 Compare and

contrast wireless networking protocols

Which of the following is a valid Automatic Private IP Addressing (APIPA) address?

169.254.2.120

172.16.4.36

10.1.1.131

192.168.16.45

Explanation

http://www.bluetooth.com/Pages/Basics.aspx
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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The 169.254.2.120 address is a valid APIPA address. By default, Windows XP and Windows 7 client computers are

configured to use an APIPA address if the DHCP server does down. The addresses in the APIPA range are

169.254.0.0 through 169.254.255.255. These addresses are not routable and are therefore only usable on the local

subnet.

The other addresses are all part of the three private IP address ranges, as listed here:

10.0.0.0 through 10.255.255.255

172.16.0.0 through 172.31.255.255

192.168.0.0 through 192.168.255.255

To prevent the use of APIPA addresses, you should change the default settings on the Alternate Configuration tab of

the Internet Protocol Version 4 Properties dialog box. On this tab, you can specifically configure a static IP address that

the computer should use if the DHCP server is unavailable.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

APIPA: Automatic Private IP Addressing, http://compnetworking.about.com/cs/protocolsdhcp/g/bldef_apipa.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

Which of the following is an example of an IPv6 address?

00-0C-F1-56-98-AD

127.0.0.1

fe80::200:f8ff:fe21:67cf

192.1.0.1

Explanation

An example of an IPv6 address is fe80::200:f8ff:fe21:67cf.

An example of an IPv4 address is 127.0.0.1 and 192.1.0.1.

http://compnetworking.about.com/cs/protocolsdhcp/g/bldef_apipa.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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An example of a MAC address, which is hard-coded into the network interface card (NIC) by the manufacturer, is 00-

0C-F1-56-98-AD.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

What piece of equipment would help transmit an Ethernet signal to the far end of a hotel that is 400 meters (m) long?

Cloud-based network controller

Ethernet patch cable

Patch panel

Repeaters

Explanation

A repeater takes a weak signal, amplifies it, and transmits the amplified signal. In wired networks, repeaters can be

used to extend the segment distance beyond the100-m limitation of twisted-pair cable, or to extend a wireless signal

beyond the normal range of the wireless access point.

An Ethernet patch cable is not the correct answer. Patch cables have a maximum length per segment of 100 meters.

A cloud-based network controller allows you to manage wireless access points (WAP) through a cloud service.

Traditionally, an organization would manage WAPs through an on-site controller, as opposed to managing each one

individually. With a cloud-based network controller, the WAPs can managed from anywhere over an Internet browser.

A patch panel provides connectivity between devices on a local area network. A desktop computer, server, or printer

(as examples) will be connected to the patch panel via a network cable, often called a patch cable. The patch panel will

have connections in turn to one or more switches or routers.

Objective: 
Networking

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Sub-Objective: 
Compare and contrast common networking hardware devices.

References: 

WiFi Boosters, Repeaters and Extenders, https://www.repeaterstore.com/pages/wifi-booster-repeater-extender-

differences

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.2 Compare and

contrast common networking hardware devices

You administer your company's 100BaseTX Ethernet network. TCP/IP is the networking protocol used on the network.

You want the routers on the network to send you notices when they have exceeded specified performance thresholds.

Which protocol should you use to enable the routers to send the notices?

SMTP

ARP

SNMP

Telnet

Explanation

Of the protocols presented, you should use Simple Network Management Protocol (SNMP) to enable the routers to

notify you when they exceed specified performance thresholds. SNMP is a protocol in the Transmission Control

Protocol/Internet Protocol (TCP/IP) suite that enables the collection of data about various devices connected to a

TCP/IP network, including bridges, hubs, and routers. Each SNMP-compatible device has a Management Information

Base (MIB) database that defines the type of information that can be collected about the device. You can also configure

SNMP traps to analyze network performance and network problems. A trap is a message that an SNMP-compatible

device sends when the device has exceeded a performance threshold. You can configure SNMP to send traps to the

network management software you are using, to your email address, or to another destination.

Address Resolution Protocol (ARP) is used on a TCP/IP network to resolve Internet Protocol (IP) addresses to media

access control (MAC) addresses. TCP/IP uses IP addresses to identify hosts, whereas Ethernet uses MAC addresses

to identify network nodes. For Ethernet and TCP/IP to interoperate, a host's IP address must be resolved to a MAC

address. You cannot use ARP to notify you when network devices have exceeded performance thresholds.

Simple Mail Transfer Protocol (SMTP) is used to transfer email messages from email clients to email servers. SMTP is

also used to transfer email messages between email servers. SMTP will not send traps when network devices have

exceeded performance thresholds.

https://www.repeaterstore.com/pages/wifi-booster-repeater-extender-differences
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✗ B)

✓ C)

✗ D)

Telnet is a terminal emulation protocol. You can use Telnet to establish a remote session with a server from a local host

through a terminal window to issue commands on the remote server. Telnet client software provides you with a text-

based interface and a command line from which you can issue commands on a server that supports the Telnet

protocol. Telnet will not send notices when network devices have exceeded established performance thresholds.

Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.1 Compare and

contrast TCP and UDP ports, protocols, and their purposes

You need to connect two computers for a customer. The customer does not have a network and does not wish to

purchase a concentrator, but both computers include functional Ethernet network interface cards with RJ-45

connectors. Which component will allow you to meet your customer's needs?

A passive hub

An Accelerated Graphics Port (AGP) card

A crossover cable

A protocol analyzer

Explanation

You can use a crossover cable to connect two computers directly through the RJ-45 connectors on their Ethernet

network cards. A crossover cable consists of a standard 10BaseT cable with RJ-45 connectors that have specific pin

contacts reversed. RJ-45 connectors, when used to connect Ethernet interface cards, support a 10BaseT network

topology. On a standard 10BaseT network, computers' network interface cards must connect to a concentrator, often

referred to as a hub, before they are able to communicate with other computers. The reversed pin contacts in crossover

cables accomplish the same signal conditioning that Ethernet concentrators are responsible for on a typical 10BaseT

network. One reason to use a crossover cable is to connect two computers directly without incurring the cost of a

concentrator.

Null-modem cables, which are serial cables with some pin contacts reversed, also allow direct communication between

two computers. Use of the term null-modem became common because communications through these modified serial

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✗ A)

✗ B)

✗ C)

✓ D)

cables use modem commands and protocols, but actual modems do not have to be physically present. Standard serial

ports are adequate for initiating and maintaining a connection.

An AGP card is a graphics card designed to connect to a computer's AGP slot.

Passive hubs are concentrators that require no external electric power. The 10BaseT standard does not include

specifications for passive hubs; consequently, 10BaseT concentrators are all active, which means they require a source

of electric power.

A protocol analyzer is a tool that allows the capture and display of packets traveling across a network.

Objective: 
Networking

Sub-Objective: 
Compare and contrast common networking hardware devices.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Network, 2.2 Compare and

contrast common networking hardware devices

What is the operating range for Class 2 Bluetooth devices at the maximum transmission speed?

1 meter or 3 feet

100 meters or 328 feet

200 meters or 656 feet

10 meters or 33 feet

Explanation

The operating range for Class 2 Bluetooth devices is up to 10 meters or 33 feet at the maximum transmission speed.

Bluetooth is a technology that is used to establish a wireless connection between devices such as computers, printers,

wireless keyboards and mice, mobile phones, and other Bluetooth-supported devices.

There are four more classes for Bluetooth devices: Class 1, Class 3, Class 4, and Class 5. Class 1 Bluetooth devices

have an operating range of up to 100 meters or 300 feet. Class 3 Bluetooth devices have an operating range of up to 1

meter or 3 feet. Class 4 Bluetooth devices have an operating range of up to 0.5 meters or 1.5 feet. Class 5 Bluetooth

devices have an operating range of up to 10 meters or 33 feet.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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All other options are incorrect. Infrared (IR) devices can be no more than 5 meters apart.

Objective: 
Networking

Sub-Objective: 
Compare and contrast wireless networking protocols.

References: 

Bluetooth Basics, http://www.bluetooth.com/Pages/Basics.aspx

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.4 Compare and

contrast wireless networking protocols

Match the protocol from the left with the default port it uses on the right. Move the correct items from the left column to

the column on the right to match the protocol with the correct default port.  

{UCMS id=5691317109653504 type=Activity}

Explanation

The protocols given use these default ports:

Port 21 – FTP

Port 110 – POP3

Port 143 – IMAP

Port 443 – HTTPS

Port 3389 – RDP

FTP also uses port 20, but it was not listed in this scenario.

Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 

List of TCP and UDP Port Numbers, http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

http://www.bluetooth.com/Pages/Basics.aspx
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
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✗ A)

✗ B)

✓ C)

✗ D)

Jeffrey wants to purchase some software for his department from Dreamsuites.com. After researching company

policies, you inform him that he can only make the purchase if it is from a secure site. Which port and protocol qualify

as secure?

Port 23 Telnet

Port 110 POP3

Port 443 HTTPS

Port 80 HTTP

Explanation

Port 443, also known as Hypertext Transfer Protocol Secure (HTTPS), is used for secure web browsing. Data that is

communicated through this port is less likely to be hacked or intercepted due to the way it establishes connections. You

will almost always find this port active on web servers and e-commerce sites due to its high-level security feature that

does not keep any window open and hides private data. HTTPS uses the Secure Socket Layer (SSL) protocol and asks

for authentication between the client and server.

Hypertext Transfer Protocol (HTTP) uses port 80 for regular web browsing and is not secure.

Telnet uses port 23 and is not secure. Its primary use is to communicate back and forth between clients and servers to

remotely manage the server.

Post Office Protocol version 3 (POPv3) is used by email clients to retrieve mail through the TCP/IP connection. It

operates over port 110. Apple Filing Protocol (AFP), formerly Apple Talk, is used exclusively in Apple and Mac

computers to communicate through TCP/IP and operates over port 427 or 528. Common Internet File System (CIFS),

which uses Server Message Block (SMB), operates at the Application layer of the OSI model and shares resources,

such as files, printers, and various networking nodes, on a network. CIFS/SMB uses UDP ports 137 and 138 and TCP

ports 139 and 445.

Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 

Port 443, https://www.grc.com/port_443.htm

Port (computer networking), https://en.wikipedia.org/wiki/Port_(computer_networking)

https://www.grc.com/port_443.htm
https://en.wikipedia.org/wiki/Port_(computer_networking)
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✗ A)

✓ B)
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Question #20 of 55 Question ID: 1171581

✓ A)

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.1 Compare and

contrast TCP and UDP ports, protocols, and their purposes

Which of the following might you find on a network in a legacy system?

DNS

NetBEUI protocol

TCP/IP

DHCP

Explanation

You might find the NetBEUI protocol on a network in a legacy system. Support for NetBEUI was discontinued with the

introduction of Windows XP.

Legacy systems are systems that are maintained to support a single device, application, or computer. Embedded

systems are computer systems with dedicated functions within a larger system. The system is embedded as part of a

complete device often including hardware and mechanical parts.

TCP/IP, DHCP, and DNS are all currently supported, and therefore are not legacy systems.

Objective: 
Networking

Sub-Objective: 
Summarize the properties and purposes of services provided by networked hosts.

References: 

Definition of: NetBEUI, http://www.pcmag.com/encyclopedia/term/47771/netbeui

You use a computer named Wkst1 on a TCP/IP network, which is installed with an application that uses UDP to send a

file from your computer to a computer named Wkst2. Data collisions occur, and several data packets are lost during

transmission. What will most likely occur as a result of losing the packets during transmission? (Choose two.)

The protocol will drop the packets.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
http://www.pcmag.com/encyclopedia/term/47771/netbeui
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Question #21 of 55 Question ID: 1171578

✗ A)

✗ B)

✗ C)

✓ D)

The protocol will automatically retransmit the packets.

The application will automatically retransmit the packets.

The application will drop the packets.

Explanation

User Datagram Protocol (UDP) is a connectionless protocol; thus, it will drop the packets and will not automatically

retransmit them. Because an application is not typically responsible for transmitting data packets across a network, the

application in this scenario cannot drop the packets. Instead, an application that uses UDP will usually detect that UDP

has dropped packets, and the application will retransmit any dropped packets.

Other connectionless protocols, such as IP and Internetwork Packet Exchange (IPX), function similarly to UDP. For

example, if the application in this scenario were using IPX to transmit data, then IPX would drop the lost packets and

the application would retransmit the dropped packets. A connection-oriented protocol, such as TCP or Sequenced

Packet Exchange (SPX), will automatically retransmit dropped packets without the intervention of a higher-level

protocol or application.

Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 

UDP - User Datagram Protocol - UDP and IP Tutorial,

http://compnetworking.about.com/od/networkprotocols/l/aa071200a.htm

Which statement is TRUE concerning DHCP?

DHCP is used to resolve host names to IP addresses.

DHCP is used to verify the IP address on a Windows-based computer.

DHCP is used to resolve NetBIOS names to IP addresses.

DHCP is used to automate IP address assignment.

Explanation

Dynamic Host Configuration Protocol (DHCP) is a standards-based networking protocol that is used to automate the

assignment of IP addresses to DHCP client devices. DHCP is a client/server protocol that uses two components, one

http://compnetworking.about.com/od/networkprotocols/l/aa071200a.htm
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on the server and one on the client. The server-side component stores a pool of available IP addresses. The client-side

component requests a TCP/IP configuration from an available DHCP server. Several server operating systems support

the DHCP server service, including Windows NT Server, Windows 2000 Server, Windows Server 2003/2008, Novell

NetWare 6, and Red Hat Linux 9. Most desktop operating systems support the DHCP client service.

Domain Name System (DNS) is a network service that is used to resolve host names to IP addresses. DNS is used

extensively on the Internet; for example, DNS can be used to resolve the host name www.verigon.com to that web

server's corresponding IP address.

Windows Internet Naming Service (WINS) is a network service that can be used to resolve NetBIOS names to IP

addresses. NetBIOS names are also known as Windows computer names.

The ipconfig command can be used to verify the IP address of a Windows-based computer.

Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 

DHCP (Dynamic Host Configuration Protocol) Basics, https://support.microsoft.com/en-us/kb/169289

Match the IPv4 addresses on the left with the IPv4 address type that describes it. Each address will only match to a

single address type, and each address type will only match a single address.

{UCMS id=5720933929058304 type=Activity}

Explanation

The IPv4 address types should be matched with the given IPv4 addresses as follows:

Class A – 12.174.25.98

Class B – 162.58.123.84

Class C – 219.214.211.167

APIPA – 169.254.1.1

Private – 172.16.2.3

Loopback – 127.0.0.1

Multicast – 225.47.72.63

https://support.microsoft.com/en-us/kb/169289
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✗ A)

✗ B)

✗ C)
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Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

While performing routine maintenance on your company's firewall, you discover that port 3389 is open. Which service

uses this port?

File Transfer Protocol

Hypertext Transfer Protocol

Secure Hypertext Transfer Protocol

Remote Assistance

Explanation

Port 3389 is used by the Remote Desktop Protocol (RDP). RDP is the protocol used by Remote Assistance and

Remote Desktop in Windows. If this port is closed on your firewall, you will not be able to give remote assistance to

remote users.

File Transfer Protocol (FTP) uses ports 20 and 21. FTP is a tool that allows a user to transfer files over a network.

These ports should only be left open if you specifically use FTP.

Hypertext Transfer Protocol (HTTP) uses port 80. HTTP is the protocol used by web pages. Secure Hypertext Transfer

Protocol (HTTPS) uses port 443. HTTPS is the protocol used by secure web pages. Post Office Protocol (POP) version

3 uses port 110. POP3 is a mail protocol that retrieves email from an email server. On most networks, this port is open.

Telnet uses port 23. Telnet is a tool that allows a user to connect to other computers.

Simple Mail Transfer Protocol (SMTP) uses port 25. SMTP is a mail protocol commonly used for outgoing email. On

most networks, this port is open.

Network News Transfer Protocol (NNTP) uses port 119. NNTP is a news protocol. Internet Message Access Protocol

(IMAP) uses port 143. IMAP is a mail protocol.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✓ B)
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Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.1 Compare and

contrast TCP and UDP ports, protocols, and their purposes

For what purpose have IP addresses in the 192.168.0.0 through 192.168.255.255 range been reserved?

Multicasting

Private networks

Government organizations other than the military

Military installations only

Explanation

There are three blocks of IP addresses that have been reserved by the Internet Assigned Numbers Authority (IANA) for

private networks. These addresses can be used for IP addressing on a private network that does not need to be

connected to the Internet. The three blocks of addresses are listed as follows:

10.0.0.0 to 10.255.255.255 

172.16.0.0 to 172.31.255.255 

192.168.0.0 to 192.168.255.255

A computer using a private IP address cannot directly communicate with the Internet. The only way Internet

communication can occur with a computer that uses an IP address in the private network range is through a proxy

server. An Automatic Private IP Addressing (APIPA) address is an automatic IP address that is assigned when

computers that are configured for DHCP cannot contact a DHCP server. Addresses in this range are 169.254.0.1 to

169.254.255.254. They can also be referred to as link-local addresses. In IPv6, they are ONLY referred to as a link-

local addresses and start with the fe80::/10 prefix.

Objective: 
Networking

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Question #26 of 55 Question ID: 1171604

Sub-Objective: 
Explain common network configuration concepts.

References: 

Planning Considerations for Microsoft TCP/IP, http://technet.microsoft.com/library/Cc977616?ppud=4

What is a Private IP Address?, http://compnetworking.about.com/od/workingwithipaddresses/f/privateipaddr.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

Match the frequency and speed characteristics on the left to the wireless specification on the right. Move the correct

items from the left column to the column on the right to match the characteristics with the correct specification.

{UCMS id=5133200940597248 type=Activity}

Explanation

The characteristics match with the 802.11 specifications as follows:

802.11a – 5 GHz, up to 54 Mbps

802.11b – 2.4 GHz, up to 11 Mbps

802.11g – 2.4 GHz, up to 54 Mbps

802.11n – 2.4 or 5 GHz, up to 600 Mbps

802.11g devices are backwards compatible with 802.11b devices.

Objective: 
Networking

Sub-Objective: 
Compare and contrast wireless networking protocols.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.4 Compare and

contrast wireless networking protocols

http://technet.microsoft.com/library/Cc977616?ppud=4
http://compnetworking.about.com/od/workingwithipaddresses/f/privateipaddr.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Question #27 of 55 Question ID: 1171615

✗ A)

✗ B)

✓ C)

✗ D)

✗ E)

Which type of address does a hardware vendor assign?

Logical network address

Internet zip code

Physical device address

Physical Internet address

Explanation

The physical device, or hardware, address is also referred to as the Media Access Control (MAC) address. A MAC

address is a unique number that is assigned to a network interface card (NIC) when the card is manufactured. No two

computers on a network can have the same MAC address.

The Data Link layer of the OSI model uses these addresses to communicate between devices on local network

segments. Although these addresses are considered permanently assigned, some protocols enable them to be

changed. An example of a MAC address is 00-AA-00-62-A1-09.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

Foundations: What are NIC, MAC and ARP?, https://sourabhjainblog.wordpress.com/2013/01/04/foundations-what-are-

nic-mac-and-arp/

You administer a TCP/IP network. You want to enable the hosts on your network to be automatically configured with IP

configurations such as an IP address, subnet mask, and default gateway address. The IP configurations should be

leased to the clients for a limited period. Which protocol should you use to accomplish this task?

HTTP

BOOTP

DHCP

IPP

SMTP

https://sourabhjainblog.wordpress.com/2013/01/04/foundations-what-are-nic-mac-and-arp/
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✗ A)

✓ B)

✗ C)

✗ D)

Explanation

You should use Dynamic Host Configuration Protocol (DHCP) to automatically configure the hosts on your network with

IP configurations. DHCP was designed to automatically configure frequently moved, fully boot-capable computers, such

as laptop computers, with IP configurations. You can use DHCP to configure such IP settings as IP address, subnet

mask, and default gateway address. Typically, DHCP information is leased to a client for a limited period. DHCP clients

usually release DHCP information when they are shut down. When a DHCP client retrieves IP configurations from a

DHCP server, the DHCP client does not necessarily have the same IP configurations that it was configured with on

previous occasions.

BOOTstrap Protocol (BOOTP) is a host configuration protocol that was designed before DHCP. BOOTP was designed

to configure diskless workstations with IP configurations. BOOTP does not lease IP configuration as DHCP does.

Instead, a BOOTP server permanently assigns IP configurations to a BOOTP client. When a BOOTP client is started,

the BOOTP server always assigns the same IP configurations to the BOOTP client.

Hypertext Transfer Protocol (HTTP) is used to transfer web pages on a TCP/IP network.

Simple Mail Transfer Protocol (SMTP) is used to transfer email messages on a TCP/IP network.

Internet Printing Protocol (IPP) is used to enable network printing through a TCP/IP network such as the Internet.

HTTP, SMTP, and IPP are not used to automatically configure hosts on a TCP/IP network with IP settings.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

What is DHCP?, https://technet.microsoft.com/en-us/library/cc781008(v=ws.10).aspx

You have implemented a hardware firewall on a small office network. You need to ensure that all HTTP packets are

automatically sent to the web server. What should you do?

Enable port triggering.

Enable port forwarding.

Enable NAT.

Enable QoS.

https://technet.microsoft.com/en-us/library/cc781008(v=ws.10).aspx
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Explanation

You should enable port forwarding. Port forwarding allows you to enable a specific port in the firewall and direct traffic

that comes from outside your network to a specific IP address. For example, in this scenario, you would open port 80

on the firewall and configure port forwarding to forward all incoming traffic to the web server.

You should not enable port triggering. Port triggering allows you to open an incoming connection to one computer

based on an outgoing connection.

You should not enable Network Address Translation (NAT). NAT causes your entire network to appear as a single entity

on the Internet. Static NAT uses a 1-to-1 mapping between addresses on each side of a NAT device. In dynamic NAT

(DNAT), the mapping of IP addresses can change. In both cases, only the IP addresses in the packets are changed.

The NAT device must keep track of the IP mappings as they are assigned.

You should not enable Quality of Service (QoS). QoS allows you to limit the bandwidth available for data based on the

protocol used, the IP address, or other parameters. It is usually configured on routers.

Another router feature you must understand for the A+ exams is Wi-Fi Protected Setup (WPS). This feature was

intended to make secure wireless connections easier to configure. WPS is usually configured using a button on the

router, a password, or a code. However, WPS is not secure enough because hackers can guess this code with a little

effort.

For the A+ exam, you also need to understand Universal Plug-and-Play (UPnP) and demilitarized zones (DMZs). UPnP

devices automatically configure themselves to work with other devices when they are plugged in or connected to the

network. A DMZ adds another level of security for LANs by using a firewall to isolate certain devices from the rest of the

network. The resources on the DMZ are protected by the firewall and can be accessed over the Internet.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

Port forwarding, https://en.wikipedia.org/wiki/Port_forwarding

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Network, 2.3 Given a

scenario, install and configure a basic wired/wireless SOHO network

Which well-known UDP port does DNS use?

https://en.wikipedia.org/wiki/Port_forwarding
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✗ A)

✗ B)

✗ C)

✓ D)

80

110

53

161

Explanation

Ports allow more than one service or application to communicate at the same time between computers. The Domain

Name System (DNS) service uses port 53 to communicate information between name servers. DNS uses both TCP

port 53 and UDP port 53. Administrators can assign additional ports for communication on an intranet and through the

Internet. There are a total of 65,536 ports from which to choose. Of these, only 1,024 ports are considered well known

and, therefore, reserved for a particular service.

Port 80 is used by Hypertext Transfer Protocol (HTTP) for browsing the World Wide Web.

Port 110 is used by Post Office Protocol Version 3 (POP3) for email.

Port 161 is used by Simple Network Management Protocol (SNMP) for network diagnostics.

Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.1 Compare and

contrast TCP and UDP ports, protocols, and their purposes

A user who is obviously inexperienced calls in and tells you the following: “My cable TV was just installed. I went to the

computer store and bought a device to help me get on the Internet. After I put it together, it looks like an upside-down

spider. There are some lights blinking on it, but my computer won’t let me see Facebook.” What is the most likely cause

of the user’s issue?

NIC configuration

Wired Wireless Encryption

Cable/DSL Modem configuration

Router/switch functionality

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Explanation

You will most likely need to assist the user with router/switch functionality. The user is most likely describing an

802.11ac router with a built-in switch. For most small office home office (SOHO) routers, router/switch functionality can

be accomplished by running an Ethernet patch cable from a desktop or laptop computer to the router. The IP address

(usually 192.168.1.1) is often printed on the bottom of the router, as well as the default username and password. Once

you have the IP address, username, and password, open a browser and type in the address. In most circumstances,

you will be asked for the username and password. If you entered the IP address, username, and password correctly,

you will be able to see the interface used to configure the router/switch functionality you require.

The user is not describing an issue with wired or wireless NIC configuration. In Windows 10, NICs can be configured by

going to Control Panel > Network and Internet > Network and Sharing Center > View network status and tasks >

Change adapter settings, and then selecting the adapter, typically labeled Ethernet. When you right-click the adapter,

you will see a pop-up menu where you can adjust the most common settings.

Configuring wireless encryption would provide enhanced security, but would not help with the initial configuration issue

being described.

Cable/DSL modem is not the most likely answer. Cable and DSL modems do not have multiple antennas for wireless.

They typically serve as the default gateway for a SOHO network.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

SOHO Routers and Networks Explained, https://www.lifewire.com/soho-routers-and-networks-explained-3971344

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.3 Given a

scenario, install and configure a basic wired/wireless SOHO network

Which wireless technology is associated with the Internet of Things (IoT)?

5G

LTE

3G

https://www.lifewire.com/soho-routers-and-networks-explained-3971344
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


✗ D)

Question #32 of 55 Question ID: 1445513

✗ A)

✗ B)

✓ C)
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4G

Explanation

5G is the next evolution in cellular networks. 5G offers faster data transfer speeds, decreases latency and allows for

more device connections, such as Internet of Things devices. Such devices include smart home devices, sensors and

wearable technology, among others.

3G uses technologies such as EVDO, HSPA and UMTS. 3G was an improvement over 2G, which was the first digital

cellular medium.  Transmission speeds were typically under 3 Mbps for 3G.

4G is often used synonymously with LTE, but they are different technologies. 4G is the communication standard that

specifies a minimum transmission speed of 100 Mbps, whereas LTE is the technology used to achieve 4G speeds.

Objective: 
Networking

Sub-Objective: 
Compare and contrast wireless networking protocols.

References: 

What Is 5G?, https://www.pcmag.com/article/345387/what-is-5g

Your company has a wireless network for its small office network. The wireless network does not broadcast its service

set identifier (SSID). You configure a user's Windows Vista computer to connect to the wireless network by manually

setting the SSID. You need to ensure that the user's computer does not send probe requests to discover if the wireless

network is in range. What should you do?

Ensure the Connect even if the network is not broadcasting option on the

Connections tab of the wireless connection is selected.

Ensure the Connect automatically when this network is in range option on the

Connections tab of the wireless connection is cleared.

Ensure the Connect even if the network is not broadcasting option on the

Connections tab of the wireless connection is cleared.

Ensure the Connect automatically when this network is in range option on the

Connections tab of the wireless connection is selected.

Explanation

https://www.pcmag.com/article/345387/what-is-5g
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You should ensure the Connect even if the network is not broadcasting option on the Connections tab of the wireless

connection is cleared. If this option is enabled, probe requests are sent to discover if a non-broadcast network is in

range.

You should not change the configuration of the Connect automatically when this network is in range option. This option

ensures that the connection is reestablished when the wireless network is detected.

When you disable automatic configuration of an SSID, the SSID is not automatically transmitted to all computers within

the wireless network range. This provides a low level of security. The only way to connect to the wireless network is to

enter the SSID manually.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

How to connect to a hidden Wi-Fi network in Windows 10, https://windowsreport.com/connect-hidden-wi-fi-network-

windows-10/

Wireless users who are using a 5 GHz wireless access point are experiencing issues when conferencing through

Skype for Business. You need to improve their connectivity. What wireless settings should you configure?

Channels

Encryption

Admin password

QoS

Explanation

You should configure the Quality of Service (QoS) settings, which allows you to prioritize different types of traffic. QoS

essentially allocates bandwidth based on a priority number assigned to the type of traffic. In this instance, Skype traffic

would be given a higher priority over other types of traffic, such as general Internet browsing. QoS is typically

configured on the router or wireless access point.

Configuring encryption would provide enhanced security, but would not resolve the Skype for Business issue. Most

wireless access points are configured with Wired Equivalent Privacy (WEP) by default. Wi-Fi Protected Access (WPA)

https://windowsreport.com/connect-hidden-wi-fi-network-windows-10/
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and WPA version 2 (WPA2) provide better security than WEP, which is effectively useless.

Configuring channels would not solve the issue.  The users are in the 5 GHz network, and only 2.4 GHz wireless uses

channels.  

Changing the admin password would provide you with enhanced security and control. By itself, it would do nothing to

resolve the user issue.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

Change Your Router's Quality of Service (QoS) Settings: How to, https://www.laptopmag.com/articles/change-your-

routers-quality-of-service-qos-settings-how-to

Which of the following server roles is responsible for the assignment of IP addresses?

Proxy server

Web server

DNS server

DHCP server

Explanation

A Dynamic Host Configuration Protocol (DHCP) server is responsible for the assignment of IP addresses. IP addresses

may be assigned at random (dynamically) or by permanent assignment (static) based on a pool of available addresses.

A web server hosts web pages, web services, and web applications.

A proxy server acts as an intermediary between an endpoint device, such as a computer, and another server from

which a user or client is requesting a service. The proxy server may exist in a firewall server or on a separate server,

which forwards requests through the firewall.

The Domain Name System (DNS) server maintains the mapping of the relationship between the name of a domain

(www.whatever.com) and the corresponding IP address where the domain is hosted. It is analogous to a telephone

directory or an address book.

https://www.laptopmag.com/articles/change-your-routers-quality-of-service-qos-settings-how-to
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For the A+ exam you must also understand the following server roles:

File server - makes documents, spreadsheets, and other files available over the network.

Print server - manages access to printers over the network. Print jobs are sent to the printer using the printer's IP

Address.

Mail server - manages user e-mail accounts, serves as a central collection point for incoming emails, delivers e-

mail to individual user accounts, and forwards outgoing emails. Examples of mail servers include Microsoft

Exchange, Lotus Domino, and GroupWise

Authentication server - validates the credentials of a user or device attempting to access the network.

Authentication may come in one of many forms, including username/password, biometrics, and tokens. RADIUS is

an example of an authentication server.

Objective: 
Networking

Sub-Objective: 
Summarize the properties and purposes of services provided by networked hosts.

References: 

Server Roles and Technologies in Windows Server 2012 R2 and Windows Server 2012,

https://technet.microsoft.com/en-us/library/hh831669.aspx

Definition of authentication server, http://www.pcmag.com/encyclopedia/term/38193/authentication-server

Which of the following is NOT an Internet appliance?

IDS

DNS

UTM

IPS

Explanation

Domain Name System (DNS) is not an Internet appliance. It provides a mapping of IP addresses to domain names. It is

analogous to an address book or a telephone directory.

Internet appliances, according to the CompTIA A+ exam guide, include UTM, IDS, and IPS devices. Unified Threat

Management (UTM) devices are Internet appliances. They provide a single point on the network from which multiple

https://technet.microsoft.com/en-us/library/hh831669.aspx
http://www.pcmag.com/encyclopedia/term/38193/authentication-server
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security functions are managed. This single point of presence is in contrast to several independent software and

devices, such as antivirus, antispam, firewall, IDS, and IPS.

An intrusion detection system (IDS) is an Internet appliance. It typically sits outside the network and watches packets

coming through the network and sets off an alarm if a packet (or series of packets) contains something that violates a

defined set of rules. An intrusion prevention system (IPS) is an Internet appliance that sits inline in the network. While it

performs many of the same duties as an IDS, an IPS also prevents the offending traffic instead of just detecting it.

Objective: 
Networking

Sub-Objective: 
Summarize the properties and purposes of services provided by networked hosts.

References: 

What Is A Domain Name Server (DNS) And How Does It Work, http://www.networksolutions.com/support/what-is-a-

domain-name-server-dns-and-how-does-it-work/

Understanding IPS and IDS: Using IPS and IDS together for Defense in Depth, https://www.sans.org/reading-

room/whitepapers/detection/understanding-ips-ids-ips-ids-defense-in-depth-1381

What is Unified Threat Management (UTM)?, http://usa.kaspersky.com/internet-security-

center/definitions/utm#.VpVmlfkrK00

Security: IDS vs. IPS Explained, http://www.comparebusinessproducts.com/fyi/ids-vs-ips

A user contacts you regarding an end-user device configuration issue. He is installing a new smart-home device that

will replace an older device. The old device has two large wires and is marked 100 VAC. The new device has many

wires in multiple colors. What is the user trying to install?

Door lock

Thermostat

Security camera

Light switch

Explanation

The user is trying to install a smart thermostat. Smart thermostats work with low-voltage systems, characterized by

several wires in multiple colors. Low-voltage systems typically use 50 volts of electricity or less. Older high-voltage

http://www.networksolutions.com/support/what-is-a-domain-name-server-dns-and-how-does-it-work/
https://www.sans.org/reading-room/whitepapers/detection/understanding-ips-ids-ips-ids-defense-in-depth-1381
http://usa.kaspersky.com/internet-security-center/definitions/utm
http://www.comparebusinessproducts.com/fyi/ids-vs-ips
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systems use only two or four wires, often labeled as 110 volts AC (110 VAC), 115 volts AC (115 VAC), or 120 volts AC

(120 VAC). Smart thermostats are not compatible with older high-voltage systems.

Smart light switches are relatively easy to install. Usually, it is simply a matter of removing the old light switch and

installing the new one. Light switches typically have a hot (black) wire, a neutral (white) wire, and a copper ground wire

and use 110-120 volts in North America. One thing to keep in mind is that the smart light switch takes up more space in

the junction box than a standard light switch. Another issue to consider is that a metal junction box may interfere with

Zigbee and Z-wave signals.

Smart security cameras do not normally require wires other than the power connection. All of their communication is

wireless.

Smart door locks typically attach to a controller panel mounted on the interior side of the door using one or two wires.

An all-mechanical lock that is not a smart lock would not typically have wires coming from it.

Other items to consider in IoT device configuration include voice-enabled smart speaker/digital assistants. At the time

of this writing, such items include Google Home, Google Assistant, Apple HomePod, and Amazon Alexa.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

How to Install and Set Up the Nest Thermostat, https://www.howtogeek.com/248396/how-to-install-and-set-up-the-nest-

thermostat/

Match the IPv6 addresses on the left with the IPv6 address type to which each belongs. Each address will only match

to a single address type, and each address type will only have a single address.  

{UCMS id=5689718576513024 type=Activity}

Explanation

The IPv6 address types should be matched with the given IPv6 addresses as follows:

APIPA – fe80::/10

Private – fc00::/7

Loopback – ::1/128

https://www.howtogeek.com/248396/how-to-install-and-set-up-the-nest-thermostat/
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Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

IPv6 address, https://en.wikipedia.org/wiki/IPv6_address

A user needs to connect to a wireless network. Which information must be provided to connect?

Wi-Fi Protected Access (WPA)

Wired Equivalent Privacy (WEP)

Service set identifier (SSID)

Access point (AP)

Explanation

You must provide the service set identifier (SSID) to a wireless device to enable it to connect to a wireless network. The

SSID in a wireless network is the name of the network to which a wireless device connects. Only one SSID can be

associated with an access point. When a wireless device sends data packets over a wireless network, each data

packet contains a 32-character identifier that is used to identify the wireless network. The 32-character identifier is the

SSID of the wireless network. Wireless networks are differentiated by SSID. By default, the SSID is broadcast. To

provide better security, you should configure the wireless access point not to broadcast the SSID.

The AP information does not need to be provided to a wireless device to enable the device to connect to a wireless

network. An AP acts as a hub between the wireless devices and the local area network (LAN), which is typically a wired

network. In most cases, a wireless device automatically detects and connects to an AP, and subsequently, to the wired

network.

The Wired Equivalent Privacy (WEP) information does not need to be provided to a wireless device for connecting to a

wireless network. WEP is a protocol used for encrypting the data packets being transmitted over the wireless network.

WEP would need to be configured if a connection is being made to a secured WEP wireless network. If the wrong WEP

key is entered, the network connection will fail.

The WPA information does not need to be provided to a wireless device to enable the device to connect to a wireless

network. The WPA protocol offers enhanced data encryption and user authentication. A number of weaknesses in

https://en.wikipedia.org/wiki/IPv6_address
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WEP, such as user authentication, were addressed by WPA. WPA would need to be configured if a connection is being

made to a secured WPA wireless network.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

How to secure your home wireless network router, http://www.computerhope.com/issues/ch001289.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Network, 2.3 Given a

scenario, install and configure a basic wired/wireless SOHO network

Which of these wireless networking protocols would most likely be employed in an anti-theft alarm system in a retail

store?

RFID

Z-Wave

NFC

Zigbee

Explanation

Radio Frequency Identification (RFID) would most likely be employed in an anti-theft alarm system in a retail store.

RFID uses a small chip attached to or embedded in an item and radio waves to monitor the location of the chip and

therefore the device. Common applications for RFID include tracking the movement of products through a warehouse,

retail theft prevention, and tracking runners during marathon races with RFID chips embedded in their bibs.

Near Field Communications (NFC) allows communication between two devices that are very close together. NFC is not

dependent on Wi-Fi networks or cellular networks, such as 4G. It is often used on smartphones for contactless

payments, such as waving your phone over a sensor to pay for a purchase at checkout.

Zigbee is based on the IEEE 802.15.4 standard. It typically is used in large-scale medical, industrial, and scientific

applications. Zigbee operates in the same 2.4 GHz frequency band as Wi-Fi. It creates a mesh network in a similar

fashion to Z-Wave, but has a capacity of 64,000 devices.

http://www.computerhope.com/issues/ch001289.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Z-Wave is a technology that creates a wireless mesh network with up to 232 nodes. It is often used small scale in smart

home automation, and operates in the 800–900 MHz frequency range. While there is a primary controller or hub, each

device on the network communicates with the next closest device, much in the same the way that routers communicate

with each other in a high-performance mesh network.

Objective: 
Networking

Sub-Objective: 
Compare and contrast wireless networking protocols.

References: 

Radio frequency (RF and RFID) tags, https://www.explainthatstuff.com/rfid.html

When designing a network, which network configuration concept would you use to easily configure the IP address of

printers, projectors, routers, or wireless access points?

DHCP reservations

Link-local addresses

VLAN domain

NAT

Explanation

Dynamic Host Configuration Protocol (DHCP) reservations allow you to assign a relatively permanent IP address to a

specific device. When the reservation is created, the IP address is assigned to the device’s MAC address. When the

device sends out a DHCP query, the reservation is assigned based on the information in its record. It is often

advantageous to assign a permanent IP address to devices like wireless access points, printers, servers, and routers.

You can also create a pool of reserved address, such as 192.168.1.200 through 192.168.1.250, to allow for future static

assignments.

A virtual LAN (VLAN) allows you to segregate network traffic based on the switch port connections. As an example, if

computers in the Marketing department are connected to ports 3, 6, 12, and 14, those ports can be assigned to

VLAN100. If computers in the Accounting department are connected to ports 4, 15, 17, and 20, those ports can be

assigned to VLAN200. Computers on VLAN100 would not be able to communicate with VLAN200, and vice versa.

VLAN assignments can span multiple switches, but each switch port can only belong to one VLAN. By default, all

switch ports are assigned to VLAN1.

https://www.explainthatstuff.com/rfid.html
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Link local addresses in IPv6 begin with FE80::. In IPv6, link-local addressing functions much in the same way that

Automatic Private IP Addressing (APIPA) does in IPv4, but link-local addresses are created whether or not DHCP is

present.  In IPv4, an IP address of 169.254.x.x will be assigned when DHCP server is not available. An APIPA address

allows the computer to communicate with other devices on the network. Link-local and APIPA addresses are not

routable addresses.

Network Address Translation (NAT) allows for the use of a private, non-routable IP address in an internal network.

Upon receiving the outbound traffic from the internal network, the router substitutes a routable public IP address and

forwards the traffic. When the traffic comes back to the router, the router translates the public address back to the

private address and forwards the traffic back to the device on the internal network. The most common type of NAT is

Port Address Translation (PAT), where the private IP address is assigned an ephemeral port number, and that number

is appended to the router’s public IP address.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

http://www.idc-online.com/technical_references/pdfs/data_communications/DHCP_Reservation.pdf

You have a single switch, and you need to separate the network traffic for the Marketing and Accounting departments.

What would be the easiest way to accomplish this?

VLAN

Link-local address

NAT

Reservation

Explanation

A virtual LAN (VLAN) allows you to segregate network traffic based on the switch port connections.  As an example, if

computers in the Marketing department are connected to ports 3, 6, 12 and 14, those ports can be assigned to

VLAN100. If computers in the Accounting department are connected to ports 4, 15, 17, and 20, they can be assigned to

VLAN200. In this configuration, computers on VLAN100 would be segregated from computers on VLAN200. VLAN

http://www.idc-online.com/technical_references/pdfs/data_communications/DHCP_Reservation.pdf
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assignments can span multiple switches, but each switch port can only belong to one VLAN. By default, all switch ports

are assigned to VLAN1.

Link local addresses in IPv6 begin with FE80::. In IPv6, link-local addressing functions much in the same way that

Automatic Private IP Addressing (APIPA) does in IPv4, but link-local addresses are created whether or not DHCP is

present.  In IPv4, an IP address of 169.254.x.x will be assigned when DHCP server is not available. An APIPA address

allows the computer to communicate with other devices on the network. Link-local and APIPA addresses are not

routable addresses.

DHCP reservations allow you to assign a relatively permanent IP address to a specific device. When the reservation is

created, the IP address is assigned to the device’s MAC address. When the device sends out a DHCP query, the

reservation is assigned based on the information in its record. It is often advantageous to assign a static IP address to

devices like wireless access points, printers, servers, and routers. You can also create a pool of reserved address, such

as 192.168.1.200 through 192.168.1.250, to allow for future static assignments.

Network Address Translation (NAT) allows for the use of a private, non-routable IP address in an internal network.

Upon receiving the outbound traffic from the internal network, the router substitutes a routable public IP address and

forwards the traffic.  When the traffic comes back to the router, the router translates the public address back to the

private address and forwards the traffic back to the device on the internal network.  The most common type of NAT is

Port Address Translation (PAT), where the private IP address is assigned an ephemeral port number, and that number

is appended to the router’s public IP address.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

VLAN Facts, https://sites.google.com/a/pccare.vn/it/network-pages/vlan-facts

You are setting up an 802.11a wireless network in a small office environment that includes three wireless access points.

The wireless access points are at least 15 meters apart and are configured for automatic channel setting. Each time

you turn the wireless access points on, they choose the same channel. You need to ensure that the access points

choose separate channels to prevent interference, using the least amount of administrative effort. What should you do?

Reduce the signal strength on each access point.

Start each wireless access point at a separate time.

https://sites.google.com/a/pccare.vn/it/network-pages/vlan-facts
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Increase the distance between the wireless access points to at least 20 meters.

Manually configure each of the access points to use channels 1, 6, and 11,

respectively.

Explanation

You should start each wireless access point at a separate time. This will allow each access point to select a channel.

Then, when the next access point is booted, it will detect the other access points' channels and use another channel

besides the ones detected. 802.11a wireless access points have eight available nonoverlapping channels: 36, 40, 44,

48, 52, 56, 60, and 64. 802.11a products need to be configured for automatic channel selection. Therefore, you cannot

manually configure the channel. With the automatic channel selection feature, 802.11a wireless access points can

detect other access points and configure their channel accordingly. This is the reason that it is important to start

802.11a wireless access points at a separate time. The suggested range for 802.11a wireless access points is 30

meters in an open space and 10 meters in an office environment.

You should not increase the distance between the wireless access points to at least 20 meters. For 802.11a wireless

access points, the suggested distance in an office environment is 10 meters.

You should not manually configure each of the access points to use channels 1, 6, and 11, respectively. These are the

nonoverlapping channels used by 802.11b and 802.11g devices. You should alternate between these three channels

when using 802.11b or 802.11g wireless access points. The suggested range for 802.11b and 802.11g wireless access

points is 120 meters in an open space and 30 meters in an office environment.

You should not reduce the signal strength on each access point. This would require more administrative effort than is

necessary to fix your problem. In addition, reducing the signal strength could cause problems for some wireless clients

that are now outside the new range. It is much simpler to turn the wireless access points on at different times. The

nonoverlapping channels for the other wireless deployments are as follows:

802.11b – channels 1, 6, 11, and 14 in the United States

802.11g/n – channels 1, 6, and 11 in the United States

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

How to boost your WiFi speed by choosing the right channel, http://www.extremetech.com/computing/179344-how-to-

boost-your-wifi-speed-by-choosing-the-right-channel

http://www.extremetech.com/computing/179344-how-to-boost-your-wifi-speed-by-choosing-the-right-channel


Question #43 of 55 Question ID: 1191902

✗ A)

✓ B)

✗ C)

✗ D)

Question #44 of 55 Question ID: 1191907

✗ A)

✗ B)

✗ C)

✓ D)

Which radio frequency band does the 802.11b standard use?

4.3 GHz

2.4 GHz

5.0 GHz

1.9 GHz

Explanation

The 802.11b standard is a wireless standard that operates in the 2.4 GHz radio frequency band. This frequency range

(2.400–2.483 GHz) of the radio spectrum was intentionally set aside for wireless networking by the Federal

Communications Commission (FCC) in 1985. It is known as the Instrumentation, Scientific, and Medical (ISM)

frequency band. The ISM band offers as many as 14 channels. However, in the United States, there are 11 channels

available for use. Operating in this band means that the user does not need to obtain a radio operator's license.

If two wireless access points are located near each other, you should configure each to use a different channel to

prevent interference. For the 2.4 GHz band, you also need to consider which channels are non-overlapping. The non-

overlapping channels are 1, 6, 11, and 14.

Objective: 
Networking

Sub-Objective: 
Compare and contrast wireless networking protocols.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.4 Compare and

contrast wireless networking protocols

Which IP address is used by Class B private networks?

127.0.0.1

10.0.0.0

192.168.0.0

172.16.0.0

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Explanation

The 172.16.0.0 address is used by Class B private networks. Private network IP addresses are those addresses that

are reserved for use on private networks and cannot be used on the Internet. The valid IP address ranges for private

networks are 10.0.0.0 to 10.255.255.255, 172.16.0.0 to 172.31.255.255, and 192.168.0.0 to 192.168.255.255. If you

plan to deploy a private IP address range on your network and need to provide Internet access as well, a Network

Address Translation (NAT) server will be needed.

The 10.0.0.0 address is a Class A IP address for private networks. The 192.168.0.0 address is a Class C IP address

for private networks.

The 127.0.0.1 address is the software loopback address. The following are the five valid IPv4 address classes:

Class A – 1.0.0.0 to 126.0.0.0

Class B – 128.0.0.0 to 191.255.0.0

Class C – 192.0.1.0 to 223.255.255.0

Class D – 224.0.0.0 to 239.255.255.255

Class E – 240.0.0.0 to 255.255.255.255

Classes A, B, and C are valid addresses used on IP networks. Class D addresses are reserved for multicasting. Class

E addresses are considered experimental or research addresses and should never be used. All of the ranges that are

not part of the private reserved IP address are public addresses.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

Valid IP Addressing for a Private Network, http://support.microsoft.com/kb/142863

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

Which protocol is used by Active Directory?

SMB

SSH

http://support.microsoft.com/kb/142863%C2%A0%C2%A0%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


✗ C)

✓ D)

SFTP

LDAP

Explanation

Lightweight Directory Access Protocol (LDAP) is used by Active Directory. It is used by applications to access

directories. By default, it uses port 389.

Server Message Block (SMB) is the application that was responsible for the NetBIOS naming service. NetBIOS names

were managed by the old Microsoft WINS servers. It uses ports 137-139 and 445.

Secure File Transfer Protocol (SFTP) is a secure version of File Transfer Protocol (FTP) that uses an SSH tunnel.

While FTP uses port 20 and 21, SFTP uses port 22.

Secure Shell (SSH) is a secure remote terminal application that works over the Internet. SSH uses port 22.

For the A+ exam, you need to know the following common ports:

20, 21 – FTP

22 – SSH

23 – Telnet

25 – SMTP

53 – DNS

80 – HTTP

110 – POP3

143 – IMAP

443 – HTTPS

3389 – RDP

137-139 – NetBIOS

445 – SMB/CIFS

427 – SLP

548 – AFP

67/68 – DHCP

389 – LDAP

161/162 – SNMP

Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 
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Active Directory, https://en.wikipedia.org/wiki/Active_Directory

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.1 Compare and

contrast TCP and UDP ports, protocols, and their purposes

You are setting up a network segment in the Research and Development department. Due to the sensitive and

proprietary nature of the work in this department, you want to ensure that only computers belonging to that department

can access that network segment. Which option would you use?

MAC filtering

DMZ

QoS

NAT

Explanation

You should use MAC filtering. MAC filtering allows you to specifically configure which computers are allowed on the

network, and to specify which computers are denied access to the network. You would include the MAC addresses of

departmental computers on an Allow list (referred to as whitelisting). Likewise, you would include MAC addresses of

computers that should not be given access on the Block list (referred to blacklisting). Some devices may only allow you

to configure an allow or deny list, but not both. Whitelisting/blacklisting is a function of MAC filtering.

A demilitarized zone (DMZ) places a firewall between your private network (LAN) and the public network (the Internet)

or between two networks. Devices such as web servers and mail servers are often put inside a DMZ

Network Address Translation (NAT) allows traffic from a private network to reach the Internet and return. For example,

assume a computer on the internal private LAN has an IP address of 192.168.1.140, and the default gateway has an IP

address of 71.38.117.45. When traffic from 192.168.1.140 is sent, the gateway assigns it a port number in the

ephemeral range, say 45798. The gateway router then uses its own IP address and the assigned port

(71.38.117.45:45798) to route traffic to the Internet.

Quality of Service (QoS) assigns priorities to different types of network traffic. This allows the network to allocate more

bandwidth to traffic with higher priority, and less bandwidth to traffic that you have designated as having a lesser

importance. QoS does not affect which device is allowed to access a network.

Objective: 
Networking

https://en.wikipedia.org/wiki/Active_Directory
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Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

How do I configure a MAC filter?, http://usatcorp.com/faqs/configure-mac-filter/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.3 Given a

scenario, install and configure a basic wired/wireless SOHO network

You are an IT technician at your company. The company has two small offices in different cities. The company's head

office contains a DNS server and a DHCP server. The branch office does not contain a DHCP server. A user travels

frequently between the head office and the branch office. You are configuring the IP address on this user's laptop. You

must ensure that the user is able to connect to the Internet from both offices. How should you configure the Internet

Protocol (TCP/IP) Properties dialog box on the user's laptop while expending the least administrative effort?

Configure the General tab and the Alternate Configuration tab to use a static IP

address from the branch office network range.

Configure the General tab to use the DHCP server at the head office. Configure

a static IP address from the branch office network range on the Alternate

Configuration tab.

Configure a static IP address from the head office network range on the General

tab. Configure a static IP address from the branch office network range on the

Alternate Configuration tab.

Configure the General tab and the Alternate Configuration tab to use the DHCP

server.

Explanation

You should configure the General tab to use the DHCP server at the head office and configure a static IP address from

the branch office network range on the Alternate Configuration tab. Dynamic Host Configuration Protocol (DHCP) is

used to assign IP addresses automatically to the hosts on the network. DHCP provides unique IP address to all the

hosts. You should configure DHCP to assign IP addresses automatically. In this scenario, the head office contains a

DHCP server. Therefore, configuring the General tab to use the DHCP server will ensure that the user's laptop

automatically receives the IP address settings from the DHCP server when the user is in the head office.

When the General tab is configured to use a DHCP server and there is no DHCP server located on the network, the

alternate IP address settings are checked by the computer. If the alternate IP address settings are also not configured,

then an IP address from the Automatic Private IP Addressing (APIPA) range (169.254.0.0 -169.254.255.255) is

http://usatcorp.com/faqs/configure-mac-filter/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✗ A)

assigned to the computer. To ensure that the user is able to connect to the Internet from the branch office, you should

configure the Alternate Configuration tab on the user's laptop to use a static IP address from the IP address range of

the branch office network. This will ensure that the user's laptop uses the branch office's IP address settings when the

user is in the branch office.

You should not configure the General tab and the Alternate Configuration tab to use the DHCP server. There is no

DHCP server on the branch office network in this scenario. Therefore, the user's laptop will receive an IP address from

the APIPA range while in the branch office. This will not allow the user to connect to the Internet while in the branch

office.

You should not configure a static IP address from the head office network range on the General tab and configure a

static IP address from the branch office network range on the Alternate Configuration tab. The head office contains a

DHCP server in this scenario. Therefore, you should configure the General tab to use the DHCP server.

You should not configure the General tab and the Alternate Configuration tab to use a static IP address from the branch

office network range. Configuring the General tab to use a static IP address from the IP address range of the branch

office network will not allow the user to connect to the Internet from the head office. To configure the IP address on a

Windows Vista or Windows 7 computer, you should go into Control Panel. Click Network and Internet, and then click

Network and Sharing Center. Click Manage Network Connections. Right-click the connection you want to configure,

and click Properties. To configure the IP address on a Windows 8 computer, you should go into the local area

connection properties, select Internet Protocol version 4, and click Properties. Then you should click the Use the

following IP address option, complete the configuration settings by filling in the appropriate fields, and click OK.

IP addressing can be either dynamically configured by DHCP or manually configured by an IT technician. DHCP allows

for centralized administration of IP settings, while manual configuration can be an administrative nightmare for large

networks.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

Alternate TCP/IP Configuration, https://www.sqa.org.uk/e-learning/ClientOS06CD/page_03.htm

Which address is a MAC address?

122A::ABCA:0:0:2100

https://www.sqa.org.uk/e-learning/ClientOS06CD/page_03.htm


✗ B)

✗ C)
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✗ E)

✗ F)

1234:EF14:45:ADD1:EA23:222:1290:A

00120193:06F1A345CA11

AD-4F-C1-A9-12-CB

124.24.0.2

ACA1:1345:1::123.23.0.1

Explanation

The address AD-4F-C1-A9-12-CB is a media access control (MAC) address. A MAC address is assigned to each

network interface card (NIC). A MAC address is a 12-digit hexadecimal number. Each pair of hexadecimal numbers is

referred to as an octet, and the octets are usually separated by dash (-) characters when a MAC address is

represented in text. The first three octets in a MAC address identify the NIC manufacturer, and the last three octets act

as a serial number to identify the individual NIC.

The address 124.24.0.2 is an Internet Protocol version 4 (IPv4) address. An IPv4 address consists of four 8-digit binary

numbers, or octets, separated by periods. A decimal number between 0 and 255 inclusive represents each octet in an

IPv4 address.

The address 00120193:06F1A345CA11 is an Internetwork Packet Exchange (IPX) address. The six digits before the

colon (:) character represent the IPX network address, and the last 12 digits after the colon character represent the

node address, which is derived from the MAC address of the NIC.

The addresses 1234:EF14:45:ADD1:EA23:222:1290:A, 122A::ABCA:0:0:2100, and ACA1:1345:1::123.23.0.1 are IP

version 6 (IPv6) addresses. An IPv6 address is a 128-bit number. The preferred representation of an IPv6 address

contains eight sections of hexadecimal numbers. Each section is separated from the other sections by a colon, as in

the address 1234:EF14:45:ADD1:EA23:222:1290:A. Each section contains up to four numbers, but leading zeros in

each section do not need to be represented. For example, the last section of the IPv6 address

1234:EF14:45:ADD1:EA23:222:1290:A is actually :000A. The IPv6 address 122A::ABCA:0:0:2100 is a compressed

format IPv6 address. In a compressed format address, the double colon (::) symbol represents complete sections of

zeros. Only one double colon character can appear in a compressed IPv6 address. For example, the IPv6 compressed

address 122A::ABCA:0:0:2100 is actually 122A:0:0:0:ABCA:0:0:2100 in uncompressed format. The IPv6 address

ACA1:1345:1::123.23.0.1 is a mixed IPv6 address that is designed to support IPv4 addressing. The first six sections of

a mixed IPv6 address are written in the hexadecimal notation common to IPv6 addresses. The last four sections of the

mixed IPv6 address are a dotted-decimal representation of an IPv4 address. In this example, 123.23.0.1 is the dotted-

decimal IPv4 portion of the IPv6 mixed address. Note that this address is also compressed.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.
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References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.6 Explain

common network configuration concepts

What would allow you to install a wired network without running additional network cables?

Firewall

Ethernet over Power

Cloud-based network controller

Router

Explanation

Ethernet over Power uses the existing electrical wiring in a house to transmit the network signal. A special adapter

plugs into your existing electrical outlet. The adapter will have one or more Ethernet ports. To deploy Ethernet over

Power, you would need at least two adapters. The advantage to Ethernet over Power is that you would obtain wired

network speeds (up to1 gigabit, as of this writing) without the need to run Ethernet cables. The disadvantage is that the

adapters can cost $50 each.  Power over Ethernet (PoE) is the direct opposite, where power is transmitted via the

Ethernet cabling.

Routers are devices that transmit IP packets between networks. In its simplest form, a router will have one interface

that faces the internal LAN, and one interface that faces an external WAN or the Internet. The router will forward the

packet to a router on another network segment based on the destination IP address in the packet. That forwarding

process will continue until the packet reaches the final destination. A router would require a wired network to be

installed.

A cloud-based network controller allows you to manage wireless access points (WAPs) through a cloud service.

Traditionally, an organization would manage WAPs through an on-site controller, as opposed to managing each one

individually. With a cloud-based network controller, the WAPs can managed from anywhere over an Internet browser. A

cloud-based network controller would not install a wired network.

A firewall can act as a filter for inbound packets coming into the network from an outside source, such as from a web

site, or for packets leaving the network destined for the Internet or another network. Firewalls can be set up to inspect

source and destination IP addresses and other content. Firewalls can be hardware-based (a piece of equipment),

software-based, or both. Firewalls may be stateful (monitoring traffic from transmission to reception) or stateless

(packet inspection with criteria-based actions). Most firewalls connect to traditional wired networks.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Objective: 
Networking

Sub-Objective: 
Compare and contrast common networking hardware devices.

References: 

The Best Powerline Networking Adapter, https://thewirecutter.com/reviews/best-powerline-networking-kit/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.2 Compare and

contrast common networking hardware devices

You administer computers on a Microsoft Windows 2003 TCP/IP network. On the network, you want to use a domain

name-to-Internet Protocol (IP) address name resolution system that provides a central database on a server to resolve

domain names to IP addresses. Which options should you implement on your network?

The Windows Internet Name Service (WINS)

The Domain Name System (DNS)

The HOSTS file

The LMHOSTS file

Explanation

Of the choices presented, you should use Domain Name System (DNS) for domain name-to-IP address resolution on

the network that you administer. DNS provides a centralized database of domain name-to-IP address resolutions on a

server or servers that other computers on a network can use for name resolution. On a TCP/IP network that uses DNS,

only the database files on the DNS servers must be updated to reflect changes that are made to domain name-to-IP

address resolutions.

When computers cannot communicate on a network, the ability to ping other computers by address but not by name is

an indication of a DNS problem. Client computers can be configured with static DNS server entries or can be

configured to obtain the DNS server information from the DHCP server. The client-side DNS could be configured

incorrectly if a DNS search results in an error. The client-side DNS settings include the primary and secondary DNS

servers.

Domain names can also be resolved to IP addresses by using a HOSTS file. On a network that uses a HOSTS file, that

file must exist on each computer on the network to enable domain name-to-IP address resolution. When changes are

made that affect domain name-to-IP address resolution, then each HOSTS file must be manually updated. LMHOSTS

https://thewirecutter.com/reviews/best-powerline-networking-kit/
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files and Windows Internet Name Service (WINS) are used to resolve NetBIOS names to IP addresses on Microsoft

Windows networks, such as Windows NT 4.0 networks.

Objective: 
Networking

Sub-Objective: 
Explain common network configuration concepts.

References: 

What is Host Name Resolution, https://study.com/academy/lesson/what-is-hostname-resolution.html

Which of these devices is primarily associated with wireless networks?

Ethernet over Power

Patch panels

Repeaters

Access points

Explanation

Access points (or more appropriately, wireless access points) create wireless local area networks (WLANs). They

provide connectivity to the network for devices with wireless functionality (often called WiFi). Access points have a

Service Set Identifier (SSID), which is often equated to the name of the network, and various levels of security. The

portion of the network that is wireless is the connection between the access point and the end device; the access point

itself is often wired into the physical network

A repeater takes a weak signal, amplifies it, and transmits the amplified signal. In wired networks, repeaters can be

used to extend the segment distance beyond the100-meter limit of twisted-pair cables, or to extend a wireless signal

beyond the normal range of the wireless access point.

A patch panel provides connectivity between devices on a local area network. A desktop computer, server, or printer

(as examples) will be connected to the patch panel via a network cable, often called a patch cable. The patch panel will

have connections in turn to one or more switches.

Ethernet over Power uses the existing electrical wiring in a house to transmit the network signal. A special adapter

plugs into your existing electrical outlet. The adapter will have one or more Ethernet ports. To deploy Ethernet over

Power, you would need at least two adapters. The advantage to Ethernet over Power is that you would obtain wired

https://study.com/academy/lesson/what-is-hostname-resolution.html
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network speeds (up to 1 gigabit, as of this writing) without the need to run Ethernet cables. The disadvantage is that the

adapters can cost $50 each.

Objective: 
Networking

Sub-Objective: 
Compare and contrast common networking hardware devices.

References: 

What is an Access Point and How is it Different from a Range Extender?, https://www.linksys.com/us/r/resource-

center/what-is-a-wifi-access-point/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.2 Compare and

contrast common networking hardware devices

Your company has a wired 1000BaseT small office network that connects to the Internet via a DSL connection. Users

have been issued laptop computers that have wireless network cards. A wireless network must be set up for these

users. The wireless network will need access to the internal network and the Internet.

While configuring the wireless access point, you change the administrative username and password and change the

SSID from its default setting. Then you disable SSID broadcasts. Finally, you enable MAC filtering and configure the list

of MAC addresses that are allowed to connect via the wireless network. Now you need to connect the wireless access

point to your local network. To which device should it be connected?

A hub

The DSL modem

A router

A firewall

Explanation

You should connect the wireless access point to a router. This will ensure that the wireless clients can connect to the

internal network and to the Internet.

You should not connect the wireless access point to the DSL modem. No part of your internal network should be

directly connected to an Internet access point. You should install a firewall between the DSL modem and your internal

network to provide security.

https://www.linksys.com/us/r/resource-center/what-is-a-wifi-access-point/
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You should not connect the wireless access point to the firewall. Wireless access points should be connected to

routers. A firewall should be installed between the internal network and the Internet access point (DSL modem). This

will ensure that unauthorized access to the internal network is prevented.

You should not connect a wireless access point to a hub. Hubs are connected to routers. Routers are connection

devices that manage separate subnets in a network. Another network device that you need to understand is a gateway.

A gateway interconnects two networks with different network protocols.

You can use MAC filtering on a wireless network to ensure that only certain clients are able to connect to the wireless

network. MAC filtering is most effective in a small office where a defined number of specific wireless devices are used.

The firmware for all network devices must be updated to ensure they remain functional and are protected from known

security issues. Administrators should ensure that policies are in place to keep the firmware for all devices updated in a

timely manner.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

Connecting an access point to a wired router, http://www.linksys.com/us/support-article?articleNum=136553

Which operating frequency band is used by Bluetooth technology?

860 MHz to 930 MHz

13.56 MHz

125 KHz to 134 KHz

2.4 GHz to 2.485 GHz

Explanation

Bluetooth technology operates at a frequency band of 2.4 GHz to 2.485 GHz. Bluetooth allows you to establish a

wireless connection between devices such as laptops, printers, mobile phones, wireless mice and keyboards, and other

devices that supports Bluetooth technology. Bluetooth devices are of five types: Class 1, Class 2, Class 3, Class 4, and

Class 5.

http://www.linksys.com/us/support-article?articleNum=136553
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Bluetooth Class 1 has a maximum transmission distance of 100 meters (328 feet) and a maximum transmission

speed of 1 Mbps.

Bluetooth Class 2 has a maximum transmission distance of 10 meters (33 feet) and a maximum transmission

speed of 3 Mbps.

Bluetooth Class 3 has a maximum transmission distance of 1 meter (3 feet) and a maximum transmission speed of

24 Mbps.

Bluetooth Class 4 has a maximum transmission distance of 0.5 meters (1.5 feet) and a maximum transmission

speed of 1 Mbps.

Bluetooth Class 5 has a maximum transmission distance of 10 meters (33 feet) and a maximum transmission

speed of 2 Mbps.

Keep in mind that Bluetooth can theoretically transmit farther than these stated distances. However, that increased

distance comes at a significantly decreased speed. For the exam, you will need to know the speeds and distances

listed here.

The 125 KHz to 134 KHz operating frequency band is used by low frequency (LF). LF is typically used as a frequency

range for radio frequency identification (RFID). LF has a read range of up to .5 meters and is used in animal tracking,

access control, or vehicle immobilizers. The 13.56 MHz operating frequency band is used by high frequency (HF). HF is

typically used as a frequency range for RFID. HF has a read range of up to 1 meter and is used in item tracking or

smart cards. The 860 MHz to 930 MHz operating frequency band is used by ultrahigh frequency (UHF). UHF is also

used as a frequency range for RFID. UHF has a read range of up to 3 meters and is used in automated toll collection or

parking lot access.

Objective: 
Networking

Sub-Objective: 
Compare and contrast wireless networking protocols.

References: 

Bluetooth Basics, http://www.bluetooth.com/Pages/Basics.aspx

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 2: Networking, 2.4 Compare and

contrast wireless networking protocols

You have deployed several 802.11b wireless networks at your company's location. Recently, users complained that

they were having trouble connecting to the wireless networks. After troubleshooting, you determine that each wireless

http://www.bluetooth.com/Pages/Basics.aspx
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✓ C)

✗ D)
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network is using different non-overlapping channels. You suspect that the problem is being caused by interference.

Which device can cause interference with the WLANs?

Cable TV cabling

Electrical wiring

Microwave ovens

Cell phones

Explanation

Microwave ovens can cause interference for 802.11b wireless local area networks (WLANs) that operate in the 2.4-GHz

frequency band. Microwave ovens operate at the 2.45-GHz frequency band and can cause interference when used in

areas where 802.11b WLANs are deployed.

Cordless phones can also cause interference. Typically, they use a higher transmitting power than the access points

and can create a lot of noise in 802.11b WLANs. To avoid the interference from cordless phones, you can change either

the location of access points or the location of the cordless phones. You can use the cordless phones that operate at a

900 MHz frequency band to avoid interference with 802.11b WLANs.

Most medical equipment that uses radio frequencies operates in the 2.4-GHz ISM frequency band. Therefore, when

doing a site survey, you must consider the interference by microwave ovens, cordless phones, and other devices that

operate in the 2.4-GHz ISM frequency band, and you should plan the positions of the access points according to these

devices to avoid interference.

Pools of water, trees, and construction materials, such as steel and wood, may absorb the radio frequency signals from

802.11b 2.4-GHz WLANs. Objects with water content should be avoided to prevent signal absorption problems. Cellular

phones and cable TV cabling do not cause interference with 802.11b WLANs. Keep in mind that wireless networks can

be affected by other wireless devices, metal, and water.

Objective: 
Networking

Sub-Objective: 
Given a scenario, install and configure a basic wired/wireless SOHO network.

References: 

Minimizing 802.11 Interference Issues, http://www.wi-fiplanet.com/tutorials/article.php/953511



Match the protocol from the left with the default port it uses on the right. Move the correct items from the left column to

the column on the right to match the protocol with the correct default port.  

{UCMS id=5769159096926208 type=Activity}

Explanation

The protocols given use these default ports:

Port 20 – FTP

Port 23 – Telnet

Port 25 – SMTP

Port 53 – DNS

Port 80 – HTTP

FTP also uses port 21, but it was not listed in this scenario.

Objective: 
Networking

Sub-Objective: 
Compare and contrast TCP and UDP ports, protocols, and their purposes.

References: 

List of TCP and UDP Port Numbers, http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

