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✗ A)

 

As a technician, you need to understand the steps of the troubleshooting theory. What are the ordered steps of the

troubleshooting theory?

Move the correct steps from the left column to the column on the right, and place them in the correct order. Not all steps

given may be required.  

{UCMS id=5105361969217536 type=Activity}

Explanation

The correct order of the steps in the troubleshooting theory is as follows:

1. Identify the problem.

2. Establish a theory of probable cause.

3. Test the theory to determine the cause.

4. Establish a plan of action to resolve the problem, and implement the solution.

5. Verify full system functionality, and if applicable, implement preventive measures.

6. Document findings, actions, and outcomes.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, use the best practice methodology to resolve problems.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.1 Given a scenario, use the best practice methodology to resolve problems

You clear a paper jam from the tray in a laser printer. However, the printer still indicates a jam. What step should you

perform next?

Look for another jam in the pressure roller area.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Look for another jam in the paper tray.

Run the diagnostic software.

Physically open and close the top assembly.

Explanation

Opening and closing the printer cover will cause the printer to reset itself and should clear the "printer jammed"

message. There is usually a sensor or switch located in the cover to clear the printer error. The same effect can be

produced by turning the power to the printer off and back on again. A laser printer has sensors to determine which

paper trays are installed, what size paper is in them, and whether the tray is empty. It also uses sensors to track the

movement of the paper through each stage of printing, allowing the formatter board to know where the page is always

and to sequence the activities of the solenoids and clutches properly.

The diagnostic software generally troubleshoots problems with the actual printed image and does not help to resolve

print jams.

It is not likely that you need to locate another paper jam in any location. Paper jams require that the printer cover be

opened and shut.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

Epson Support: Clearing Jammed Paper, https://files.support.epson.com/htmldocs/cx11nf/cx11nfug/trb_e_1.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You are replacing an old PCI video card in your computer with a new PCI Express video card. You remove the old video

card. You insert the new video card into an available slot and reattach all the cables. However, no display is shown

https://files.support.epson.com/htmldocs/cx11nf/cx11nfug/trb_e_1.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✗ B)

✗ C)

✓ D)

when the computer boots. What should you do?

Reboot the computer in Safe Mode.

Configure the BIOS.

Install the video driver.

Reseat the video adapter.

Explanation

More than likely, you did not seat the video adapter properly when you first installed it. You should first attempt to reseat

the video card and reboot the computer. You should not configure the BIOS. Nothing special needs to be done to the

BIOS because the old PCI card worked.

You can only install a video driver if the computer will boot with a video display. Rebooting the computer in Safe Mode

is not an option because a display is not given.

If a computer turns off during the initial boot after the replacement of a video card, the power supply may not be

providing enough power for the new video card.

For the A+ exam, you need to understand how to troubleshoot the following video and display symptoms:

VGA mode – This symptom is usually caused when a video card is configured for higher resolution than the

monitor supports or when an incompatible device driver is installed. If it is a resolution issue, you will need to lower

the resolution settings to one supported by the monitor. If it is a driver issue, you will need to download and install

the latest device driver for the installed video card. VGA mode is referred to as low resolution in Windows Vista and

Windows 7.

No image on screen – This problem is usually caused by a dead monitor or no signal being received from the

computer. First, you should try the obvious by making sure that the monitor is plugged in to the wall outlet and

turned on. Then you should make sure that the monitor is properly connected to the computer. If the problem still

exists, replace the existing monitor with a known-good monitor. If this does not fix the problem, replace the video

card with a known-good video adapter.

Overheat shutdown – If the video card is overheating, the image on the display may appear garbled or flicker. It

may even stop operation all together. Once it cools, the display will work again. Often, cleaning out the inside of the

computer case will remove the debris that is causing the overheating. Also, make sure that all internal fans are

operational and fully functional. If problems persists, you should replace the adapter with a known-good card. If the

monitor is overheating, you will likely need to replace the monitor because repairs to monitors should only be done

by properly trained technicians.

Dead pixels – Two types of pixel issues exist: stuck pixels or dead pixels. Stuck pixels have a fixed color and never

change. Dead pixels are black. While the monitor can be repaired, only trained technicians should work on

monitors. Replace the monitor with a known-good unit. If the monitor is under warranty, you should contact the

manufacturer.
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Artifacts – While this visual abnormality can be caused by any hardware component in the computer that causes

data corruption, it is most often caused by the video card. Replace the video card with a known-good card.

Color patterns incorrect – If the display is fine when the computer first boots but has problems after Windows loads,

the problem is probably with the display settings configured in the operating system. If the display has color

problems from the start of booting, you have a hardware problem. Test each component, including cabling, monitor,

and video, one at a time until you discover which component is causing the problem.

Dim image – This problem is usually caused by the brightness setting on the monitor. If changing the brightness

setting does not fix this issue, there are different steps to take, depending on which type of monitor you have. If you

have a CRT monitor, the monitor is probably dying and should be replaced. If you have an LCD monitor, the

backlight is probably going bad. The backlight can be replaced without replacing the entire monitor.

Flickering image – For this problem, make sure that all your cables are seated properly. If that does not fix the

issue, replace the cables. Finally, this problem can be caused if the refresh rate is not compatible with the high

resolution. Increase the refresh rate.

Distorted image – This is usually caused by power issues. Replace the power cable. If that does not help, plug the

monitor into another outlet. If the problem persists, you may need to contact building maintenance or electrical

professionals because it could be an electrical issue in the office or building.

Distorted geometry – If the picture displayed on a monitor has a curvature to the left and right edges, you need to

adjust the geometry settings built into the monitor. Pincushion or barrel distortion is not caused by the video card.

Burn-in – This occurs when the same desktop display is left on a monitor long enough to affect the function of the

individual pixels within the monitor's screen. If burn-in occurs, you will have to either replace the monitor or have it

repaired. To prevent burn-in, you should configure all computers to use a screen saver that changes, moves, or

goes completely dim.

Oversized images and icons – This is usually the result of configuring the operating system to use large images

and icons. Depending on the operating system used, you would need to access the display settings and change it

to using normal images and icons. This can also be affected by the resolution used.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot video, projector, and display issues.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.4 Given a scenario, troubleshoot video, projector, and display issues

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✓ B)

✗ C)

✗ D)

You are a desktop administrator for Nutex Corporation. Your organization uses Ethernet cable to connect network

resources. A user reports that she is unable to access network resources on her portable computer. The portable

computer is connected to the company's network using an Ethernet cable. When you test the cable using a time-

domain reflectometer (TDR), the signal returns too early. What should you do?

Reinstall the network adapter.

Replace the network cable.

Reroute the network cable.

Replace the network adapter.

Explanation

You should replace the network cable. As stated in the scenario, the TDR shows that signal returns too early, which

implies that there is a breakage in the network cable. Therefore, you should replace the cable to fix the problem.

You should not reinstall the network adapter. The TDR shows that the signal returns too early, which implies that there

is a breakage in the network cable. Reinstalling the network adapter will not fix the problem. You should only reinstall

the network adapter if you discover an issue with the adapter's driver.

You should not replace the network adapter. This would be required if Device Manager could not detect a network

adapter plugged in the computer or if the network adapter is faulty.

You should not reroute the network cable. This would be a problem if interference were occurring. Rerouting cable

further from the interference source usually can fix the problem. Cables can also be enclosed in a protective shield to

prevent interference. It is also necessary to reroute a network cable if it lies across the floor. Routing network cable

across the floor can cause tripping hazards and can also result in breakage issues from the constant pressure of being

walked on.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the



Question #5 of 110 Question ID: 1171816

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You notice that the pages coming out of your laser printer have toner that you can brush off. Which printer component

is MOST likely causing the problem?

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


✗ A)

✗ B)

✗ C)

✓ D)

Photoreceptor

Toner cartridge

Pickup roller

Fuser assembly

Explanation

If the pages coming out of your laser printer have extra toner that you can brush off, the fuser assembly printer

component is most likely creating the problem. The fuser assembly printer component holds two rollers that get heated

to a high temperature to bind the dry toner ink to the paper fabric. When the printed pages carry extra toner that you

can rub off, it usually indicates that the fuser roller is not getting heated enough to melt the dry toner particles properly

and fuse the toner ink with the paper fibers.

The toner cartridge cannot be the problem because a toner cartridge, if not working properly, can cause problems such

as uneven or variable density printing. A toner cartridge is a printer component that contains toner ink that is fused to

the paper during the printing process.

The pickup roller cannot be the problem because the pickup roller is a printer component that draws the paper from the

paper tray into the printer. A malfunctioning pickup roller can cause false paper jams wherein the printer is not able to

pick up the paper from the tray because the pickup roller fails to turn.

A photoreceptor cannot be the cause of the problem. A photoreceptor is a photosensitive printer component that is

used to transfer a latent electro-photographic image created by the laser beam on to the paper during the printing

process.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

Learn the basics of laser printing, http://www.techrepublic.com/article/learn-the-basics-of-laser-printing/

The inner workings of laser printers and how to troubleshoot them, http://www.techrepublic.com/article/the-inner-

workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/

http://www.techrepublic.com/article/learn-the-basics-of-laser-printing/
http://www.techrepublic.com/article/the-inner-workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/
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CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You are troubleshooting a problem with a printer attached to a Windows computer. Several print jobs are queued and

the printer is online, but the print jobs are not printing. Which two conditions could cause the problem? (Choose two.)

Printing is paused.

The disk used for spooling is extremely fragmented.

There is a problem with the spooler.

The printer is in energy-save mode.

Explanation

If print jobs are queued and the printer is online, you can conclude that the two ends of the printing process are

probably working properly; in other words, the application and the printer. In this situation, you should check the printer

in the Printers folder to make sure that printing is not paused. To check this, open the printer in the Printers folder and

click the Printer menu. If the Pause Printing option is marked, printing is paused and will resume when it is unmarked. If

the Pause Printing option is not marked, you should check the spooler to make sure it is not hung. The spooler service

controls the print queue, and when it is paused or locked, up the queue will be likewise locked up. This can be done

using Task Manager or Services.

You can also restart the print spooler service by typing net stop spooler  and then net start spooler at a command

prompt. You can also check the Services console in the Administrative Tools folder to make sure the spooler service is

running. The Services console, which can be accessed either as an MMC snap-in or in Computer Management, can be

used to stop, start, and set the startup mode of any system service. You can restart the spooler service in the Services

console if it is not running.

Energy-saving mode would not prevent print jobs from printing. Most laser printers will go into this mode after a period

of inactivity to save energy. When a printer that is in energy-save mode receives a print job, it will return to normal

operating mode and process the job.

A fragmented disk might slow printing, but it would not likely prevent print jobs from printing. If a user cannot pause or

delete a print job, the user probably does not have the appropriate permission. To stop a printer that is constantly

printing, it is best to access the printer's print queue and pause the print jobs. Often, very large print jobs can cause a

network printer to print continuously. By using printer priorities, you can ensure that the most important print jobs are

given priority. Otherwise, print jobs are printed in the order they are received.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✓ A)

✗ B)

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

For the A+ exam, you should understand the following printer tools:

Maintenance kit – For most printers, the manufacturer suggests replacing some parts at predefined intervals,

usually after a certain number of pages have been printed. For laser printers, this maintenance kit usually includes

a fuser, transfer rollers, pickup rollers, separation rollers, and feed rollers. Resetting or recording the page count is

vital after installing a new maintenance kit to ensure that the parts are replaced at appropriate intervals. Consult the

manufacturer's documentation to obtain details on the maintenance kit process.

Toner vacuum – Toner often contains harmful chemicals if inhaled. Always use a toner vacuum, not a regular

household or office vacuum, to remove any excess or spilled toner. Make sure that the vacuum is electrostatic

discharge (ESD) safe if you plan to use it to vacuum internal components.

Compressed air – Only use compressed air to blow the dust and toner into the printer because toner can be

harmful if inhaled. Using a lint-free cloth to remove dust and excess toner is better than using compressed air.

Printer spooler – This service controls the print queue. Stopping and starting this service can solve many problems,

but keep in mind that stopping the spooler causes all print jobs to be deleted. Using the net stop spooler and net

start spooler commands is an alternative to using the Services console to stop and start the service.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You are the system administrator for your company. You are troubleshooting a network computer that displayed the

following error message:

“Boot Error Press F1 to Retry”

What should you do to fix the problem?

Restore the master boot sector.

Run System Restore.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✗ D)

Run Registry Checker.

Boot the computer to the Last Known Good Configuration.

Explanation

You should restore the master boot sector. The error message is displayed when the physical hard drive is not detected

in the system, or when the boot sector or master boot record (MBR) is damaged or missing on the hard drive. You can

attempt to re-create MBR in the hard drive or replace the hard drive, if necessary. You should not run System Restore

to fix the problem. You can run System Restore only when the system boots to Windows. System Restore is used to

restore the system to an earlier state or can also be used to back up registry in the computer.

You should not run Registry Checker to fix the problem. Registry Checker is run to fix registry related problems and

perform backups of the system registry.

You should not boot the computer to Last Known Good Configuration to fix the problem. You can boot the computer to

Last Known Good Configuration when the recently installed program or device drive has caused the system to boot to

Windows.

For the A+ exam, you need to be familiar with the following hard drive symptoms and how to fix them:

Read/write failure – This is usually caused by damaged sectors on the hard drive or by hard drive failure. Run the

chkdsk command to scan the drive for damaged sectors. If the hard drive has completely failed, you will need to

replace the drive and restore the data from backup.

Slow performance – This can be caused by memory or hard drive. If you do not have enough memory, there will be

excessive paging. In this case, add more memory. If you think the hard drive itself is causing the performance

issue, check the hard drive to see if it has sufficient free space. If it does not, you need to add more hard drives to

your computer. If it has sufficient free space, the performance issue could be caused by fragmented files. Run the

defrag utility to defragment the hard drive and increase hard drive performance.

Loud clicking noise – This often occurs right before the hard drive dies. Because loud noises can also be caused by

other components, you first need to confirm that the noise is coming from the hard drive. If you have confirmed this,

completing a backup of your data should be your first priority. Then replace the hard drive and restore the data from

the backup.

Failure to boot – This problem can be caused by many different issues. If the system cannot locate the boot files, it

cannot boot. If you suspect this is the problem, you should ensure that your BIOS is set to boot from the drive

where the boot files reside. Also, it may be necessary to check the BOOT.INI file to ensure that the partition

information is entered correctly. Finally, you may have to repair corrupted boot files. You should use the Recovery

Console to repair corrupt system files. Finally, check to make sure that the connections to your hard drive are still

intact. If you receive any Self-Monitoring, Analysis, and Reporting Technology (S.M.A.R.T.) errors, research the

specific error you receive to find out what you need to do.

Drive not recognized – This usually involves either an incorrect master/slave setting or the inability of the BIOS or

operating system to recognize the drive. Check to make sure that the master/slave jumpers are configured

appropriately. Check the BIOS to make sure that the disk parameters are configured appropriately. Finally, you

made need to install the appropriate drivers for the operating system. This may require that you obtain the third-
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party drivers from the hard drive vendor. In legacy systems that do not support drives higher than 504 MB, you may

need to implement logical bus addressing (LBA).

OS not found – This usually is a software issue where the boot sector cannot be located. Reboot the computer into

the Recovery Console and repair the operating system.

RAID not found – If hardware RAID is implemented in the computer, the problem is usually with the RAID controller.

Check the controller and replace as necessary. If software RAID is implemented, make sure that the BIOS is set to

RAID. You should also check all RAID connections. Finally, test the individual RAID drives. If one of the drives has

failed, replace it and restore the data.

RAID stops working – This is usually caused by the failure of a single hard drive in the RAID array. You need to

determine which hard drive has failed and replace it. If the failed drive is in a RAID-1 or RAID-5 array, the array will

continue to operate, but performance will be degraded until the failed hard drive is replaced. Use the RAID setup

program to set the RAID configuration back up.

Proprietary crash screens (BSOD/pin wheel) – If a BSOD occurs after you install a new hard drive or new drivers,

you should immediately suspect the hard drive as the cause. Remove the hard drive or roll back its driver to

troubleshoot the BSOD. If the BSOD no longer occurs, you should then research the change you made to discover

if there is a known issue with the hard drive or driver. Make sure that you only remove one hard drive or roll back

one driver at a time to help determine the true cause of the BSOD. Pinwheel errors are Apple computers equivalent

to BSOD. Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in

applications, event processing issues, and virtual memory issues.

S.M.A.R.T. errors – Self Monitoring Analysis and Reporting Technology (S.M.A.R.T.) performs a quick analysis of

the hard drive for problems during system boot up. It reports on such hard drive parameters as read error rate,

throughput performance, and seek error rate. The main purpose of using S.M.A.R.T. is to ensure that you receive

warnings prior to a complete drive failure so that the drive can be replaced before complete failure.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot hard drives and RAID arrays.

References: 

"Missing Operating System" and "No ROM BASIC" Error Messages, http://support.microsoft.com/kb/80304

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.3 Given a scenario, troubleshoot hard drives and RAID arrays

http://support.microsoft.com/kb/80304%C2%A0%C2%A0%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✓ D)

A user contacts you stating that he can no longer print to a network printer. While troubleshooting the issue, you

suspect that the printer's IP address has changed and is causing the printing problems. What should you do to test your

theory?

Pause the printer's print queue.

Install the latest device drivers for the printer on the user's computer.

Run the ipconfig command on the user's computer.

Ping the printer from the user's computer.

Explanation

You should ping the printer from the user's computer. If successful, the message will display the new IP address for the

printer. If the IP address has changed, the user will need to remap the printer to the current IP address. If you ping the

printer's name and the ping is unsuccessful, the printer name may have changed or the printer may be offline.

You should not run the ipconfig command on the user's computer. This will display the IP settings for the user's

computer but will not aid in troubleshooting the printing problem.

You should not pause the printer's print queue. This will prevent all the print jobs from printing.

You should not install the latest device drivers for the printer on the user's computer. This is the correct step only if the

print that is received from the printer is garbled or if the computer is having trouble communicating with the printer and

all other possible causes have been checked. A corrupt printer driver can cause unreadable printing. If you obtain the

latest device drivers for any device and have trouble installing the drivers, you may need to install the drivers using an

unrestricted user account, such as an administrative account. In some operating systems, only administrative accounts

can install device drivers. Also, if a particular version of the device driver has trouble installing or causes computer

problems, you should download and install the latest version of the device driver from the manufacturer's website.

Another possibility that can cause printing problems is if the printer is not selected as the default printer. The default

printer is the printer to which all jobs will print unless another printer is manually selected during the print process. If a

user prints a job and does not receive output at a printer, the print job could actually be printing at another location: the

default printer.

To connect over a network to a locally attached printer, the computer to which the printer is physically attached must

first configure printer sharing on the computer. Then the printer must be shared. After that is done, other users on the

network will be able to access the printer, but only if the computer to which the printer is physically attached is

operational.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You are instructing new IT technicians on the reasons why a computer's complementary metal-oxide semiconductor

(CMOS) battery should be replaced. Which event is an early indication that you may need to replace it?

The computer's internal clock loses time at startup.

A hard disk on the computer fails.

Parity errors occur at startup.

The computer's power supply fails.

Explanation

Often, your earliest indication of a failing CMOS battery is loss of time at startup. You can monitor the accuracy of the

computer's clock over several days to make this determination. After each startup, type the system command time at a

command prompt, press Enter, and then compare the time value the computer displays to a known standard.

Personal computers, including Windows computers, derive date and time information from the CMOS clock only at

system startup. After startup, these operating systems rely on a memory controller to keep time. The memory

controller's refresh timer is likely to gain or lose several seconds on a daily basis, but this has no bearing on the CMOS

battery. Therefore, you should check the system date and time if you suspect the battery is beginning to fail, but only at

startup.

If a computer's power supply fails, or if a boot device such as a hard disk fails, then startup will not complete

successfully. It is important to note that if a CMOS battery fails, it is possible for a computer to generate a No boot

device available error during startup, but this does not necessarily indicate that a hard disk has failed. If you replace the

hard disk with another disk known to be functional, and you still receive the same error message, then you should

suspect that the CMOS chip or its battery has failed.

Parity errors at startup relate to a computer's random access memory (RAM). Such errors indicate that RAM modules

on a computer's system board are not compatible with each other or that one or more memory modules have failed.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Consequently, you should replace memory modules to ensure that all onboard modules are functioning and have the

same parity setting.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

3 Reasons Why Your Windows Computer Clock Loses Its Time, http://www.makeuseof.com/tag/3-reasons-windows-

computer-loses-time-date/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

In the past year, several hard drives in your company's computers failed without warning. All of the failed drives were

replaced, but management is concerned that this will become an increasing problem because of the number of older

computers in use. They have asked you to implement a technology that detects failing hard drives by analyzing the

hard drive and providing a warning of impending failure. Which technology should you implement?

Overclocking

Throttling

S.M.A.R.T.

Hyper-Threading

Explanation

Self-Monitoring Analysis and Reporting Technology (S.M.A.R.T.) is a technology that detects failing hard drives through

analyzing the hard drive. It provides a warning of impending hard drive failure. If a S.M.A.R.T. error is reported when

the computer boots, the hard drive is failing.

CPU throttling is a processor technology that allows the processor to run at reduced power to conserve power.

Overclocking allows you to run the processor or system bus at a higher speed than the manufacturer's rating to gain

increased performance.

Hyperthreading is a processor technology that improves processor performance so that one processor is treated by the

operating system as two processors. If you have only one physical processor, but the operating system shows two

http://www.makeuseof.com/tag/3-reasons-windows-computer-loses-time-date/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


processors, then Hyperthreading is enabled.

For the A+ exam, you will need to understand the following tools that are used during hard drive troubleshooting:

Screwdriver – Used to attach the hard drive to the computer case

External enclosures–- Used to hold the hard drive and attach to the computer case. Make sure to use the

appropriate enclosure for the hard drive. Ensure that the sliding bar of the enclosure functions correctly to aid in

future removal or replacement. If any slot covers are removed, make sure to retain them in case they are needed

later.

CHKDSK – Used to correct disk errors. The chkdsk /f command fixes all errors that are found.

Format – Used to format the disk so that data can be written to it. Formatting a drive will erase all data on the drive.

Fdisk – Used to create and delete drive partitions. This command prepares the partition for formatting and must be

run before the format command.

File recovery software – Used to recover data from a hard drive. Many third-party vendors specialize in this

software. File recovery software can often still recover data from a failed or crashed hard drive. This software also

can be used to recover data that was deleted.

Bootrec – This is a utility included with Windows Vista, 7, 8, and 8.1 provided in the Windows Recovery

Environment (RE.) If a computer fails to start, Windows automatically starts in this Windows RE. It is used with the

Master Boot Record (MBR), boot sector, boot configuration data (BCD), and boot.ini file. The Bootrec.exe tool

supports the following options: /FixMbr, /FixBoot, /ScanOS, and /RebuidBcd. The /FixMbr option an MBR to the

system partition and should be used when you must resolve MBR corruption issues or when you have to remove

nonstandard code from the MBR. The /FixBoot option writes a new boot sector and should be used if the boot

sector was replaced with a nonstandard Windows Vista or Windows 7 boot sector or the boot sector is damaged.

The /ScanOs option scans all disks for installations that are compatible with Windows Vista or Windows 7. The

/RebuildBcd option scans all disks for installations that are compatible with Windows Vista or Windows 7 and

should be used when you must completely rebuild the BCD store.

Diskpart – Use Diskpart to convert a dynamic disk to a basic disk or to create a partition. It replaced the old fdisk

utility.

Disk defragmentation tool – This tool is used to defragment a hard drive, which will improve hard drive

performance.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot hard drives and RAID arrays.

References: 

S.M.A.R.T., https://www.computerhope.com/jargon/s/smart.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.3 Given a scenario, troubleshoot hard drives and RAID arrays

https://www.computerhope.com/jargon/s/smart.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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The network administrator has changed the IP address of several servers on the network. Now a user named Jim is

unable to connect to file shares on those servers using the computer name. You need to run the appropriate

command(s) on Jim's computer to resolve the problem.

Select the appropriate command(s) from the left and place them in the appropriate order on the left. Only select

commands that are necessary for the scenario. The scenario may include one or more commands. Order is important.  

{UCMS id=5747729760256000 type=Activity}

Explanation

All you need to do is flush the contents of the client computer's DNS cache. You do this by running the following

command:

ipconfig /flushdns

The ipconfig /all command will display all the TCP/IP settings for the computers. The ipconfig /registerdns command

registers the computer's DNS host name with the DNS server. The ipconfig /displaydns command displays the contents

of the computer's DNS cache. The ipconfig /renew command will renew the client's DHCP lease. The ipconfig /release

command will release the client's DHCP lease. The ipconfig /showclassid command will display the DHCP class ID

assigned to the client computer. The ipconfig /setclassid command will configure the DHCP class ID for the client

computer.

You should only select the commands needed for the scenario. In some cases, only a single command may be

necessary.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Ipconfig, https://technet.microsoft.com/en-us/library/bb490921.aspx

You want to enable Hyperthreading (HT) technology in your computer that has an older processor. When you check the

BIOS settings, you observe that the HT option appears dimmed. What should you do to enable the HT option in the

https://technet.microsoft.com/en-us/library/bb490921.aspx


✗ A)

✗ B)

✓ C)

✗ D)
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✓ A)

✗ B)

BIOS?

Restart the computer to enable HT.

Upgrade the BIOS to support HT.

Upgrade the processor.

Execute the INF utility to enable HT.

Explanation

In this scenario, the HT option is dimmed because the processor installed in this computer does not support HT

technology.

The BIOS need not be upgraded to support HT. If the HT option is not available, you should upgrade the BIOS. In this

scenario, the HT option is available in BIOS. Therefore, you are not required to upgrade the BIOS.

You need not run the INF utility to enable the HT option in BIOS. The INF utility is not used to enable the HT option in

BIOS. The INF utility is used to enhance the HT performance in Windows installed on Pentium IV processors with the

HT option.

You need not restart the computer to enable the HT option in BIOS. The HT option appears dimmed because the

processor does not support HT.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

Enable Hyper-Threading Technology: BIOS Settings and Requirements,

http://www.intel.com/support/processors/sb/CS-021710.htm

A user reports that his Windows computer often issues errors about running out of virtual memory. You want to increase

the amount of available virtual memory.

What should you do?

Edit the size of the paging file in the operating system.

Open the case and verify the type of RAM installed.

http://www.intel.com/support/processors/sb/CS-021710.htm
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✗ A)

✗ B)

✗ C)

✗ D)

✗ E)

✓ F)

Edit the size of the paging file in the CMOS.

Restart the computer.

Explanation

You should edit the size of the paging file in the operating system. In many Windows versions, you can accomplish this

by clicking the Settings button in the Performance section of the System Properties dialog box's Advanced tab. Virtual

memory is managed by the operating system. The initial size and maximum size of the paging file can be manually

configured by the user. The paging file is virtual memory.

You should not open the case and verify the type of RAM installed. This is a necessary step when upgrading RAM

because the Windows operating system can tell you the amount of memory installed, but not the type of memory

installed. The only way to discover this is by physically inspecting the RAM chips. Upgrading the RAM will not increase

the amount of virtual memory. However, increasing the amount of RAM in your system can often decrease the need for

virtual memory.

You cannot edit the size of the paging file in the CMOS. Virtual memory is not managed or configured in the CMOS.

You should not restart the computer. This will reset the paging file so that the virtual memory problem goes away

temporarily. However, it does not increase the size of the virtual memory file.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

How to fix Insufficient Virtual Memory, http://wikifixes.com/articles/virtual-memory-too-low

Your laser printer repeatedly prints vertical lines through the page. What is the probable cause of this error?

Overly thick paper for the printer

A warped roller in the paper path

Low-quality paper

Too much moisture on the paper

Too much paper in the paper tray

A problem with the corona wires or the drum

http://wikifixes.com/articles/virtual-memory-too-low
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Explanation

If you have vertical lines or white spaces throughout the page, you probably have some debris caught between the

wipe blade and the drum. This could scratch a track on the drum where the drum would not attract any toner, causing

white spaces to appear where no toner is fused to the paper. The developer roller and drum normally have blades,

named "doctor blades," immediately above and below them, which scrape off excess toner. A small lump of damp toner

may block the gap between one of these blades and the roller or drum. The corona wires apply electrostatic charges to

the photoreceptor and the paper. If a page has a fuzzy white vertical line, where the print is faint or absent, the transfer

corona is probably dirty. Open the printer and look at the transfer corona for particles of toner or dust from paper; these

disturb the electrostatic field around the corona. That disturbance does not allow toner to be attracted from the

photoreceptor onto the paper.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

The inner workings of laser printers and how to troubleshoot them, part 1, http://www.techrepublic.com/article/the-inner-

workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You are instructing a user on how to properly use a new laptop. He asks about the special function keys that are used

to perform tasks such as toggling the display or adjusting the display brightness. Which key should the user strike in

combination with the special function keys?

The Shift key

The Fn key

The Ctrl key

http://www.techrepublic.com/article/the-inner-workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✓ D)

The Alt key

Explanation

The user should use the Fn key on a laptop in combination with the special function keys. Almost every laptop allows

you to bypass the operating system menu to perform some functions, such as toggling screen displays, increasing or

decreasing screen brightness, and putting the computer in the Standby mode, by pressing a combination of keys.

These keys are referred to as special function keys. The laptops that allow you to perform these special functions also

contain a key named Fn that is used to activate and deactivate special function keys.

The Fn key and the special function keys on a laptop are typically marked in blue. To enable the function keys that are

marked in blue, you should press the Fn key and a particular special function key that you want to enable or activate.

When the Fn key is not pressed, the special function keys act like normal character keys.

The options stating Ctrl key, Shift key, and Alt key are incorrect because the Fn key is used to activate the special

function keys.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

Fn key, http://www.answers.com/topic/fn-key-1

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

You need to obtain the IP address for your local Windows computer. Which tool should you use?

nslookup

ping

telnet

ipconfig

Explanation

http://www.answers.com/topic/fn-key-1%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


Question #17 of 110 Question ID: 1191998

To obtain the IP address for your local Windows computer, you should use the ipconfig tool. This command will display

IP settings, including IP address, subnet mask, default gateway, and DNS servers. The ipconfig /release command will

release an IP address that has been leased from a DHCP server. The ipconfig /renew command will renew an IP

address lease with the DHCP server.

The ping command is used to test connections between two computers. The telnet command is used to connect to a

remote computer's desktop. The nslookup command is used to resolve domain names.

For the A+ exam, you need to understand the following command-line tools:

Ping – Uses ICMP to test connectivity between two devices

Ipconfig/ifconfig – Displays the TCP/IP configuration of a device. You should be familiar with its switches, including

the /all, /release, /registerdns, /renew, and /flushdns switches. The ifconfig is the Unix/Linux equivalent of ipconfig.

Tracert – Traces the path a packet traverses through a network. It displays the name and IP address of every single

device through which the packet passes.

Netstat – Displays what ports are listening on a TCP/IP device

Nbtstat – Displays NetBIOS information

Net – A powerful Windows command. The net use subcommand allows you to view what is currently shared.

Research the various ways you can use the net command.

Netdom – Joins a computer to a Windows domain, manages computer accounts on a Windows domain, and

establishes trust relationships between Windows domains. It is available by default with Windows 8 and later.

Nslookup – Queries the Domain Name System (DNS) to obtain domain name or IP address mapping or for any

other specific DNS record.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Ipconfig, http://news.softpedia.com/news/Ipconfig-IP-Configuration-in-Windows-Vista-55975.shtml

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You need to replace the hard drive in a user's portable computer. You examine the physical size of the hard drive and

purchase a replacement drive that is the appropriate size, as verified by your inspection of the existing drive. You

unplug the portable computer from alternating current (AC) power. What should you do next?

http://news.softpedia.com/news/Ipconfig-IP-Configuration-in-Windows-Vista-55975.shtml%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Open the panel on the case where the old hard drive resides.

Remove the battery.

Place the computer in Hibernation mode.

Open the cage where the old hard drive is mounted.

Explanation

You should remove the battery from the portable computer before installing a new hard drive. The scenario states that

you have verified the physical size of the hard drive. The correct sequence of actions is to verify the physical size of the

hard drive, unplug the AC power, remove the battery from the computer, and open the panel on the case where the old

hard drive resides before installing or troubleshooting any hardware.

You should not open the panel on the case where the old hard drive resides until after you have removed the battery.

You should not open the cage where the old hard drive is mounted. You should perform this action only after removing

the battery, unplugging the AC power cord, and opening the panel on the case.

You should not place the computer in Hibernation mode before installing any hardware.

For the A+ exam, you need to be familiar with the following common symptoms for laptops and other mobile devices:

No display -–This is most often caused when the display is dimmed via the controls or when the display has been

sent to the external device. Try changing the screen dimness, or use the appropriate function key to cycle through

the different display options. If neither of these solutions fixes the problem, you could have a failed backlight or

inverter, which are both internal components that will need to be replaced to troubleshoot the problem. For an

iPhone or iPad that has dimmed or turned black, you should press and hold down the Sleep/Wake button and the

Home button simultaneously for at least 10 seconds. This should soon display the Apple logo on the black

background. For Android tablets and smartphones, you must take off the back cover, reseat your battery, and then

charge your phone for a few hours. However, just like the blue screen of death on PC-based devices, Android can

have the same issue. If this is the case, you will have to remove the SIM card and battery and leave them out for 5–

10 seconds. At this point, you need to charge the battery, as well. Finally, sometimes you may have to perform a

hardware factory reset. This process will permanently remove the customer's data from the device. Make sure to

back up all personal data to a computer or to the cloud. To perform a hardware factory reset, you would press and

hold the Volume Up, Power, and Home keys simultaneously and select Factory reset/wipe data using the volume

keys. Then you would press the Power key to start the hardware factory reset.

Dim display – This is most often caused when the display is dimmed. Change the screen dimness to see if this

fixes the problem. Also, you may need to check the switch on the laptop that tells the system that the lid is closed. If

neither of these solutions resolves the problem, either the backlight or inverter could be the cause. Replace each of

these components to troubleshoot the issue. Smartphones and tablets have dim screen controls in the Settings

menu. On an iPhone, you can swipe up the Control Center and change the display. Android devices have apps you

can download for free, such as Screen Dimmer. The dimmer feature is a great way to change the brightness of

your screen and save your battery.



Flickering display – This is usually caused by an incorrect video driver or low screen refresh rate. Update the driver

first. If this does not resolve the problem, consult the display device manufacturer's documentation for the

appropriate refresh rate. Finally, flickering can be caused by loose or bad connections. Check the internal

connections for the display if none of the other solutions works.

Sticking keys – Dust accumulation can cause keys to stick. In addition, most keys have a spring that can wear out.

First, you should try to blow out the keyboard using compressed air. It may also be necessary to clean the

individual keys. In some laptops, keys can be detached for individual cleaning. Be careful when detaching

individual keys because this can damage keyboard components. If this does not fix the problem, replace the

integrated keyboard or purchase an external keyboard. Spilled liquids are most often the cause of sticking keys.

Intermittent wireless – This is usually caused by radio frequency interference (RFI). Research the wireless network

environment. Try to minimize the obstructions between the laptop and the wireless access point. For example,

microwaves and cordless phones can interrupt the flow or signal and cause disturbances to your flow and

connection, so do not place routers near those types of electronics. Also, research the particular frequency in use

on your wireless network to discover if you have deployed any devices that could be causing the problem. You may

need to increase the signal strength on the wireless access point. Finally, the problem could be with the internal

wireless card. Check the internal cable connections for the wireless card if none of the other troubleshooting

techniques has solved the problem.

Battery not charging – If the battery will no longer charge properly, you should totally drain the battery's power to

eliminate the memory effect. If this does not solve the problem, replace the battery with a new one. However, the

A+ number one rule is to always check the connection, so make sure that your plug snuggly fits on the charging

device. Loose or disconnected cables can be frustrating, so do not eliminate that step when troubleshooting.

Ghost cursor/pointer drift – This usually occurs when the track pad is too sensitive. You can change the sensitivity

settings to see if this fixes the problem. If the problem still exists, you should try installing the latest driver for the

touch pad. Finally, you could disable the touch pad and connect an external mouse. You can also search Google

for the Phantom Cursor to troubleshoot various devices.

No power – This is usually caused when you are no longer connected to an external power source and the battery

has been depleted. Make sure that the laptop is plugged in to a functional external power source. Plug the laptop

into a power source and allow the battery to recharge. You may also want to reconfigure the power settings to

ensure that certain devices are not enabled when you are working using battery.

Num Lock indicator lights – To enable or disable the number lock function, you may need to press a single Num

Lock key or use a function key combination. Read the laptop vendor's documentation to learn the appropriate way

to enable and disable the number lock function. If the number lock function is disabled, you will notice that the

cursor moves around when you use the number keys instead of numbers being entered on the screen. If your

keyboard has calculator type keys built in, you will need to enable Num Lock to use the calculator as desired.

No wireless connectivity – This is usually caused when the wireless device has been disabled. Read the laptop

vendor's documentation to learn the appropriate function key combination that can be used to enable/disable

wireless. The device can also be disabled in Device Manager. If neither of these solutions fixes the problem, you

should check the wireless card to make sure that it is seated properly and attached to the antenna. Replacing the

wireless card or antenna may be necessary. For most mobile devices, you simply need to make sure that Wi-Fi is



enabled or turned on. You also may need to make sure that Airplane Mode is turned off. Airplane Mode disables

several features, including WiFi.

No Bluetooth connectivity – This is usually caused when Bluetooth has been disabled. Read the laptop vendor's

documentation to learn the appropriate function key combination that can be used to enable/disable Bluetooth. If

this does not fix the problem, you should check the wireless card to make sure that it is seated properly and

attached to the antenna. Replacing the wireless card or antenna may be necessary. For mobile devices, you

probably only need to make sure that Bluetooth is enabled. As with Wi-Fi, Airplane Mode disables Bluetooth on

most devices.

Cannot display to external monitor – This is most often caused when the display has been sent to the internal. Use

the appropriate function key to cycle through the different display options. If this does not fix the problem, you

should check the cabling to the external monitor. For some displays, you will also need to make sure that that

display device itself is set to the appropriate source.

Touchscreen nonresponsive – This is most often caused by a dirty screen. First, remove any screen protectors and

try to clean the touchscreen. If that does not work, reboot the device. If the problem persists, the screen may need

to be repaired or replaced. Keeping your screens clean, dust-free, and protected will extend the life of your tablet or

laptop screen. Remember that they are very fragile, so you should handle them with care.

Apps not loading – First, you should make sure that your app and the device operating system is updated. Next,

ensure that your firewall isn't configured to block the app. You could then synchronize the license for the app. As a

last resort, try removing and reinstalling the app.

Slow performance – This is usually caused by too many apps running in the background. Stop any unneeded apps

from running. If this does not resolve your issue, reboot the device. Finally, it could be that the drive in your device

is reaching its storage capacity. If that is the case, you will need to remove some data and/or apps and possibly

back up unused files to an external backup device, like a server or an external hard drive.

Unable to decrypt email – This is usually caused by a missing or expired key or certificate. Make sure the

appropriate key or certificate is installed. It may be necessary to restore them from backup. It also could be that the

device is configured to not allow encrypted email. If this is the case, then you need to enable encrypted email.

Extremely short battery life – Always try completely draining and recharging the battery first. If the battery continues

to only have a short life, you need to replace the battery. For mobile devices, you may try changing battery settings

through the Control Panel or Settings.

Overheating – If your mobile device overheats, try removing the protective case that you have it in. Other solutions

are to remove the device from direct sunlight, shut down apps you are not using, or buy a glare screen and turn

down the brightness. Finally, turn your mobile device off or put it in Airplane Mode when not in use.

Frozen system – First, try plugging the mobile device into a power supply. Then you should try to power down or

restart the device the normal way. If that is not possible, then remove the battery for a few seconds. Next, you

should delete the app that is causing the device to freeze. As a last resort, reset the device to the factory defaults.

For an Apple mobile device, another possible solution is to restore the device using iTunes. You can also consult

the manufacturer's website or device documentation on how to reset the device.

No sound from speakers – This is most often caused by the sound being muted or the device being in silent or

vibrate mode. If that does not fix the problem, try adjusting the volume. As a last resort, reboot the device. If you

are using Bluetooth speakers, remove the device through Settings, re-add the speakers, and resync.
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GPS not functioning – First, you should ensure that the GPS function is enabled. If that is not the problem, reboot

the device. Then try turning location services off and then back on. Finally, you could perform a GPS reset.

Swollen battery – Swollen batteries are an explosion or leaking hazard and should be replaced immediately.

Swollen batteries are usually found in devices like laptops and mobile devices that use lithium batteries. Batteries

can become swollen due to manufacturing defects or by not using the right charger. Lithium-ion batteries do not like

to be overcharged because there is no place for the gasses in the overheated cells to go. The overheated batteries

expand, swell, and appear warped. Always replace swollen batteries.

When troubleshooting a laptop computer, it may be necessary to draw a diagram of your laptop as you disassemble it

for when you replace internal parts. It is very important that all technicians follow the proper procedure to ensure that

the laptop can be reassembled properly. Always document and label the cable and screw locations for the computer.

Organize and label all the internal parts to ensure that they are replaced properly. When issues arise, always refer to

the manufacturer's documentation or resources. Use the appropriate hand tools during the disassembly/reassembly

process.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

How do I replace a hard drive?, https://www.lifewire.com/how-to-replace-a-hard-drive-2626200

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

You are troubleshooting a problem with a laser printer where several pages of random dots are produced when you try

to print a one-page document. You have verified that the proper print driver is installed and that the printer settings are

correct. What component is the most likely cause of this problem?

Discharge lamp

Detac corona

Formatter board

Fusing rollers

https://www.lifewire.com/how-to-replace-a-hard-drive-2626200
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Explanation

A laser printer that prints wavy lines or random dots when you try to print a document most likely has a failed formatter

board. The formatter board, also known as the formatter card, control board, or system board, contains all the circuitry

required to operate the printer and control its many components. It receives control signals from the computer and

formats the data to be printed. The formatter board or system board also monitors the conditions within the printer and

responds to input from its various sensors. Other common sources of printing problems are having the wrong print

driver installed or an improperly configured printer. However, these problems typically produce somewhat legible

printouts. The printout is not exactly what is expected, but it does resemble the expected language.

None of the other parts listed would cause random dots on the page because they are not actually tasked with the

actual printing process.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

Stop gibberish and poor image quality with these laser printer tips, http://www.techrepublic.com/article/stop-gibberish-

and-poor-image-quality-with-these-laser-printer-tips/

Understand the inner workings of laser printers for better troubleshooting, http://www.techrepublic.com/article/the-inner-

workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

Users are having trouble accessing a server. You want to view the server's DNS entry on the DNS server. Which

command should you use?

ipconfig

http://www.techrepublic.com/article/stop-gibberish-and-poor-image-quality-with-these-laser-printer-tips/
http://www.techrepublic.com/article/the-inner-workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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ping

tracert

nslookup

Explanation

You should use the nslookup command to view the server's DNS entry on the DNS server. The nslookup command has

two modes: interactive and non-interactive. If you only need to obtain one piece of information, you should use non-

interactive mode. Otherwise, interactive mode is probably best. This command can be used to resolve a remote host's

name to its IP address.

You should not use the ipconfig command. This command is used to view the TCP/IP settings on the computer,

including IP address, subnet mask, default gateway, and DNS servers.

You should not use the tracert command. This command displays the route a packet takes to a remote host.

You should not use the ping command. This command tests connectivity for a computer. To check functionality of the

TCP/IP protocol, you can issue the ping 127.0.0.1 command. This pings the loopback address. To check

communication between your local computer and a remote computer, you can ping the remote computer. For example,

if the remote computer was named client1.kaplanit.com and had an IP address of 172.16.3.1, you could issue the ping

client1.kaplanit.com or ping 172.16.3.1 command.

For the A+ exam, you need to understand the following network tools:

Cable tester – Verifies that the cable is functioning properly. Multimeters can also perform this function. A cable

tester, though, is more specialized and can tell you what exactly is wrong with the cable.

Loopback plug – Plugs into the network port and verifies that the network port is functioning properly

Punch-down tool – Secures cable to patch panel

Toner generator and probe – Locates the correct cable coming into a patch panel. These are two-piece units that

are referred to as a Fox and Hound.

Wire strippers – Prepares the end of the cable for a connector

Crimper – Attaches a connector to the cable

Wireless locator – Locates wireless networks in your vicinity. Many of them will also display the signal level and the

SSID of the wireless networks. Finally, some will even display more detailed information like channel used, location

of the wireless network, and a map of the wireless network showing connected devices.

For the A+ exam, you need to understand the following command-line tools:

Ping – Uses ICMP to test connectivity between two devices

Ipconfig/ifconfig – Displays the TCP/IP configuration of a device. You should be familiar with its switches, including

the /all, /release, /registerdns, /renew, and /flushdns switches. The ifconfig is the Unix/Linux equivalent of ipconfig.

Tracert – Traces the path a packet traverses through a network. It displays the name and IP address of every single

device through which the packet passes.

Netstat – Displays what ports are listening on a TCP/IP device
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Nbtstat – Displays NetBIOS information

Net – A powerful Windows command. The net use subcommand allows you to view what is currently shared.

Research the various ways you can use the net command.

Netdom – Joins a computer to a Windows domain, manages computer accounts on a Windows domain, and

establishes trust relationships between Windows domains. It is available by default with Windows 8 and later.

Nslookup – Queries the Domain Name System (DNS) to obtain domain name or IP address mapping or for any

other specific DNS record.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

How to Use Nslookup to Verify DNS Configuration, https://technet.microsoft.com/en-

us/library/aa997324(v=exchg.65).aspx

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You are helping a friend build his new home computer. After completing the assembly, you discover that none of the

unused expansion slots have covers, and you cannot find the slot covers anywhere. You suspect that your friend threw

them away along with the packing material for the case, thinking that they were simply unneeded metal punchouts.

Why should you go through the trouble of finding new slot covers and installing them on the unused slots? (Choose

two.)

To keep foreign objects out of the case

To keep air circulating properly inside the computer case

To dampen the noise coming from inside the computer

To properly ground the computer motherboard

To keep radiation exposure at a minimum

Explanation

The two main reasons for installing covers over unused expansion slot ports are to keep foreign objects out of the case

and to keep air circulating properly inside the computer. Computer cases can attract dust, bugs, debris, and other

https://technet.microsoft.com/en-us/library/aa997324(v=exchg.65).aspx
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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unwanted objects if they are not sealed properly. Dust and dirt inside a computer case can trap heat and cause

computer components to fail prematurely. Metallic objects such as pens and paper clips can cause damage if they fall

into a computer case. Paper clips can short-out boards and cause components to fail if they fall onto exposed computer

circuit boards. Computer cases are designed so that air circulates through the case and carries heat away from the

sensitive components.

If you fail to properly seal the case, the airflow might be upset and the processor and other heat-generating

components might not cool properly. This can result in failed components or a lower-than-expected life for the

components in the computer. For hard drives, you need to ensure that the airflow around the hard drive is not

obstructed to reduce overheating. Another method for improving the internal airflow in a computer is to replace the

internal IDE cabling with round IDE cabling.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

Faceplates and Expansion Slot Inserts, http://www.pcguide.com/ref/case/partsFaceplates-c.html

You suspect that a hacker has compromised a computer using one of its open ports. Which command would allow you

to view the open ports on the computer?

net use

netstat

ssh

tracert

Explanation

The netstat command would allow you to view the open ports on the computer. The parameters used with the netstat

command are shown in the following exhibit:

http://www.pcguide.com/ref/case/partsFaceplates-c.html


You should not use the net use command. The net use command connects or disconnects shared resources. The

syntax for the command is shown in the following exhibit:

There are other parameters available with the net command, as shown in the following exhibit:



You should not use the tracert command. This command displays the route a packet takes to a remote host. Its output

is similar to the output of the ping command. The syntax of the command is shown in the following exhibit:

You should not use the ssh command. Secure shell (SSH) is a command that allows you to remotely connect to a host

in a secure fashion. It is very similar to Telnet. However, Telnet does not provide the same security as ssh.

You should also understand the usage of the net command. The syntax of the net command is shown in the following

exhibit:

An example of the output of the ping command is as follows:



An example of the output of the ipconfig command is as follows:



An example of the output of the nbtstat command is as follows:



An example of running the netdom command is as follows:



An example of the output of the nslookup command is as follows:

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 
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How to detect hackers with netstat, http://computer-networking.wonderhowto.com/how-to/detect-hackers-with-netstat-

262222/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You frequently operate your Windows 7 portable computer on battery power when you are traveling. When you use

battery power, your Windows 7 computer is configured to enter standby mode after 15 minutes of inactivity.

Which components are turned off in this mode? (Choose two.)

The monitor

The CPU

The hard disk

The keyboard

Explanation

In standby mode, your Windows 7 portable computer will turn off the hard disk and the LCD screen.

The CPU will reduce its power consumption in standby mode, but the CPU and keyboard will not be turned off

completely.

You can wake a computer from standby mode by pressing a key on the keyboard, pressing a mouse button, or moving

the mouse. Standby mode is useful for saving battery power on a portable computer.

Hibernate mode offers further savings in battery power. In hibernate mode, the contents of RAM are written to a hard

disk, and the computer powers down completely. In hibernate mode, a computer's CPU, hard disk, keyboard, and LCD

screen are turned off.

You can wake a computer from hibernate mode by pressing the power button, which powers up the computer, and

transfers the saved contents of memory from the hard disk back to RAM.

You can configure power settings on your Windows 7 computer by using the Power Options Properties dialog box. You

can view the Power Options Properties dialog box by double-clicking the Power Options icon in Control Panel.

Objective: 
Hardware and Network Troubleshooting

http://computer-networking.wonderhowto.com/how-to/detect-hackers-with-netstat-262222/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

Learning Windows 7: Manage Power Settings, http://www.howtogeek.com/howto/9090/learning-windows-7-manage-

power-settings/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

You have replaced the memory in a laptop computer. What would cause the reported memory to be lower than the

actual physical memory?

Parity

ECC memory

Cache

Shared video memory

Explanation

Shared video memory would cause the reported memory to be lower than the actual physical memory. A discrepancy in

the amount of memory could also be caused by memory that was not seated properly.

Parity is an error-detecting mechanism included in some types of RAM. Cache is a type of memory that stores data for

faster access. ECC memory is a type of memory that includes extra bits for error detection.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot video, projector, and display issues.

References: 

Shared video memory, https://www.pcmag.com/encyclopedia/term/51248/shared-video-memory

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.4 Given a scenario, troubleshoot video, projector, and display issues

http://www.howtogeek.com/howto/9090/learning-windows-7-manage-power-settings/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
https://www.pcmag.com/encyclopedia/term/51248/shared-video-memory
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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You are an IT technician for a consulting company. You installed a new inkjet printer and successfully printed a test

page. Later, users complained that they were unable to print any documents on the new printer. What should you verify

first?

Print head

Ink cartridge

Availability of paper

Printer driver

Explanation

In this scenario, you should first verify that there is paper in the printer because you successfully printed a test page

after installing the printer. If the printer is not out of paper, then you should verify the printer driver and printer

components, such as the print head and ink cartridge. You should not verify the printer driver first in this scenario

because you successfully printed a test page after installing the new printer.

If a printer driver becomes corrupt, you still may be able to print to the printer. However, the print job may be distorted or

unintelligible.

You should not verify the ink cartridge first in this scenario because you successfully printed a test page after installing

the new printer. If the ink cartridge is not working properly, then the printer will print distorted text or images.

You should not verify the print head first in this scenario because you successfully printed a test page after installing the

new printer. If the print head is not working properly, then the printer will print distorted text or images.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

General printer troubleshooting, http://www.computerhope.com/issues/ch000248.htm

http://www.computerhope.com/issues/ch000248.htm
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CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

A user needs the video capability in his computer upgraded to support a new graphics application. The computer

includes an onboard video card. You install a new video card in the computer. You need to disable the onboard video

card. Where should this card be disabled?

In the System Configuration utility

In Device Manager

In Control Panel

In the BIOS

Explanation

The onboard video card should be disabled in the BIOS. After you disable the onboard video card in the BIOS, it will no

longer function. Only the new video function will be available. In some cases, the BIOS will automatically disable the

onboard video if a new video card is installed. If you need to use both video cards, you will need to make sure that the

onboard video is enabled. Onboard video does not usually provide the graphics capabilities and the resolution that is

needed by many graphics-intensive applications and games. It is always best to install a PCI or AGP video card when

you need maximum video performance.

You should not disable the onboard video card in Control Panel, in Device Manager, or in the System Configuration

utility.

Other onboard devices, including NIC cards and sound cards, are disabled in the same manner. If any onboard ports

are damaged, the only alternative is to replace with a new adapter card and disable the onboard device.

For the A+ exam, you need to understand how to troubleshoot the following video and display symptoms:

VGA mode – This symptom is usually caused when a video card is configured for higher resolution than the

monitor supports or when an incompatible device driver is installed. If it is a resolution issue, you will need to lower

the resolution settings to one supported by the monitor. If it is a driver issue, you will need to download and install

the latest device driver for the installed video card. VGA mode is referred to as low resolution in Windows Vista and

Windows 7.

No image on screen – This problem is usually caused by a dead monitor or no signal being received from the

computer. First, you should try the obvious by making sure that the monitor is plugged in to the wall outlet and

turned on. Then you should make sure that the monitor is properly connected to the computer. If the problem still

exists, replace the existing monitor with a known-good monitor. If this does not fix the problem, replace the video

card with a known-good video adapter.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


Overheat shutdown – If the video card is overheating, the image on the display may appear garbled or flicker. It

may even stop operation all together. Once it cools, the display will work again. Often, cleaning out the inside of the

computer case will remove the debris that is causing the overheating. Also, make sure that all internal fans are

operational and fully functional. If problems persists, you should replace the adapter with a known-good card. If the

monitor is overheating, you will likely need to replace the monitor because repairs to monitors should only be done

by properly trained technicians.

Dead pixels – Two types of pixel issues exist: stuck pixels or dead pixels. Stuck pixels have a fixed color and never

change. Dead pixels are black. While the monitor can be repaired, only trained technicians should work on

monitors. Replace the monitor with a known-good unit. If the monitor is under warranty, you should contact the

manufacturer.

Artifacts – While this visual abnormality can be caused by any hardware component in the computer that causes

data corruption, it is most often caused by the video card. Replace the video card with a known-good card.

Color patterns incorrect – If the display is fine when the computer first boots but has problems after Windows loads,

the problem is probably with the display settings configured in the operating system. If the display has color

problems from the start of booting, you have a hardware problem. Test each component, including cabling, monitor,

and video, one at a time until you discover which component is causing the problem.

Dim image – This problem is usually caused by the brightness setting on the monitor. If changing the brightness

setting does not fix this issue, there are different steps to take, depending on which type of monitor you have. If you

have a CRT monitor, the monitor is probably dying and should be replaced. If you have an LCD monitor, the

backlight is probably going bad. The backlight can be replaced without replacing the entire monitor.

Flickering image – For this problem, make sure that all your cables are seated properly. If that does not fix the

issue, replace the cables. Finally, this problem can be caused if the refresh rate is not compatible with the high

resolution. Increase the refresh rate.

Distorted image – This is usually caused by power issues. Replace the power cable. If that does not help, plug the

monitor into another outlet. If the problem persists, you may need to contact building maintenance or electrical

professionals because it could be an electrical issue in the office or building.

Distorted geometry – If the picture displayed on a monitor has a curvature to the left and right edges, you need to

adjust the geometry settings built into the monitor. Pincushion or barrel distortion is not caused by the video card.

Burn-in – This occurs when the same desktop display is left on a monitor long enough to affect the function of the

individual pixels within the monitor's screen. If burn-in occurs, you will have to either replace the monitor or have it

repaired. To prevent burn-in, you should configure all computers to use a screen saver that changes, moves, or

goes completely dim.

Oversized images and icons – This is usually the result of configuring the operating system to use large images

and icons. Depending on the operating system used, you would need to access the display settings and change it

to using normal images and icons. This can also be affected by the resolution used.

Objective: 
Hardware and Network Troubleshooting
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✗ A)

✗ B)

✗ C)

✓ D)

Sub-Objective: 
Given a scenario, troubleshoot video, projector, and display issues.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.4 Given a scenario, troubleshoot video, projector, and display issues

On a network that you administer, you cannot use a Windows computer named Wkst1 to connect to an Internet host

with the fully qualified domain name (FQDN) www.transoft.com. You want to determine whether a WAN link between

Wkst1 and www.transoft.com is down. You know that data normally passes through 10 hops in transit from Wkst1 to

www.transoft.com. Which command should you use to test connectivity?

nbtstat www.transoft.com

arp www.transoft.com

ipconfig www.transoft.com

tracert www.transoft.com

Explanation

Of the listed commands, you should use the tracert www.transoft.com command to determine whether a WAN link

between Wkst1 and www.transoft.com is broken. The tracert computername command or tracert IP-Address command

starts the tracert utility. The tracert utility displays the path that data travels through a network. The path begins at the

host, which is the computer on which the utility is started, and ends at the host specified in the computername or IP-

Address variables.

In this scenario, the tracert www.transoft.com command will display the route that data travels between Wkst1 and

www.transoft.com. Each host that data traverses on its route to the destination host is referred to as a hop. The tracert

utility numbers each hop and displays the following information for each hop: time required for the data to travel through

the host, the FQDN of the host, and the IP address of the host. You can use the tracert command to determine which

WAN link is causing a connectivity problem. In this scenario, for example, you know that data usually passes through

10 hops from Wkst1 to www.transoft.com. If the tracert utility reports an error transmitting data from hop 7 to hop 8,

then a problem likely exists with the WAN link between hop 7 and hop 8.

You can use the arp command with various switches to determine the status of Address Resolution Protocol (ARP) on

a computer and to view the ARP cache. ARP is the protocol in the TCP/IP protocol suite that resolves media access

control (MAC) addresses to IP addresses. Each NIC in a computer is configured with a MAC address, which is used for

physical addressing on a network. If you issue the arp www.transoft.com command at a command prompt on a

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
http://www.transoft.com/
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Windows computer, then a new command prompt will be displayed. You will not be able to view the route that data

travels between the Wkst1 computer and the www.transoft.com computer.

You can use the nbtstat command to view information about the status of NetBIOS over TCP/IP on a Microsoft network

and to troubleshoot problems with Windows Internet Name Service (WINS). WINS resolves NetBIOS names to IP

address on Microsoft networks. If you issue the nbtstat www.transoft.com command at a command prompt, then a

screen of instructions for the use of the nbtstat command will be displayed.

You can issue the ipconfig command at a command prompt on a Windows computer to view the IP configuration,

including the IP address, subnet mask, and default gateway address. If you issue the ipconfig www.transoft.com

command at a command prompt, an error will occur.

For the A+ exam, you need to understand the following command-line tools:

Ping – Uses ICMP to test connectivity between two devices

Ipconfig/ifconfig – Displays the TCP/IP configuration of a device. You should be familiar with its switches, including

the /all, /release, /registerdns, /renew, and /flushdns switches. The ifconfig is the Unix/Linux equivalent of ipconfig.

Tracert – Traces the path a packet traverses through a network. It displays the name and IP address of every single

device through which the packet passes.

Netstat – Displays what ports are listening on a TCP/IP device

Nbtstat – Displays NetBIOS information

Net – A powerful Windows command. The net use subcommand allows you to view what is currently shared.

Research the various ways you can use the net command.

Netdom – Joins a computer to a Windows domain, manages computer accounts on a Windows domain, and

establishes trust relationships between Windows domains. It is available by default with Windows 8 and later.

Nslookup – Queries the Domain Name System (DNS) to obtain domain name or IP address mapping or for any

other specific DNS record.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems
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You are troubleshooting a network connectivity problem on a Windows 7 computer. You issue the following command at

a command prompt in command prompt window:

nbtstat -r

Which screen is displayed as a result of issuing this command?



✗ D)

Explanation

A table of NetBIOS names resolution and registration statistics will be displayed when you issue the nbtstat -r

command. This screen displays NetBIOS connection statistics, such as the number of NetBIOS names resolved by

broadcast and the number of NetBIOS names resolved by a NetBIOS name server. This screen also displays the

NetBIOS names that have been resolved.

The Active Connections screen is displayed when you issue the netstat -a or netstat -A command at a command

prompt on a Windows computer.

The Route Table screen is displayed when you issue the netstat -r or netstat -R command at a command prompt on a

Windows computer.

The NetBIOS Local Name Table screen is displayed when you issue the nbtstat -n or nbtstat -N command at a

command prompt on a Windows computer.

For the A+ exam, you need to understand the following command-line tools:

Ping – Uses ICMP to test connectivity between two devices

Ipconfig/ifconfig – Displays the TCP/IP configuration of a device. You should be familiar with its switches, including

the /all, /release, /registerdns, /renew, and /flushdns switches. The ifconfig is the Unix/Linux equivalent of ipconfig.

Tracert – Traces the path a packet traverses through a network. It displays the name and IP address of every single

device through which the packet passes.

Netstat – Displays what ports are listening on a TCP/IP device

Nbtstat – Displays NetBIOS information

Net – A powerful Windows command. The net use subcommand allows you to view what is currently shared.

Research the various ways you can use the net command.

Netdom – Joins a computer to a Windows domain, manages computer accounts on a Windows domain, and

establishes trust relationships between Windows domains. It is available by default with Windows 8 and later.

Nslookup – Queries the Domain Name System (DNS) to obtain domain name or IP address mapping or for any

other specific DNS record.

Objective: 
Hardware and Network Troubleshooting
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Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Troubleshooting Tools and Strategies, http://technet.microsoft.com/en-us/library/cc961857.aspx

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

A user notifies you that the monitor on her notebook computer is not displaying anything. What should you do FIRST?

Use the Fn key to toggle to the internal video display.

Replace the video output port.

Reboot the computer.

Plug in an external monitor to test the external output.

Explanation

You should use the Fn key to toggle to the internal video display. The Fn key used with the F4 key switches the video

display between the laptop monitor only, the external monitor only, or both on at once. Users often accidentally hit this

key function, and thereby prevent the internal monitor from displaying any image.

You should not replace the video output port. This port is not used by the notebook computer's monitor. Therefore, it is

not the cause of the problem. This port is used by external monitors. However, it will not function unless the Fn + F4

keys are pressed.

You should not plug in an external monitor to test the external output. The monitor on a notebook computer does not

use the external output. Testing the external output should be done if the toggling of the display using the Fn key does

not work. The external output is strictly for any external display devices to which you may connect a notebook

computer.

You should not reboot the computer. It is not necessary to reboot the computer. In addition, rebooting the computer may

not fix the problem. Most notebooks revert back to the last used configuration when rebooted. Therefore, if the video

display is toggled to use an external monitor only, rebooting the computer will not reset this to a previous configuration.

For the A+ exam, you need to be familiar with the following common symptoms for laptops and other mobile devices:

No display -–This is most often caused when the display is dimmed via the controls or when the display has been

sent to the external device. Try changing the screen dimness, or use the appropriate function key to cycle through

the different display options. If neither of these solutions fixes the problem, you could have a failed backlight or

http://technet.microsoft.com/en-us/library/cc961857.aspx
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inverter, which are both internal components that will need to be replaced to troubleshoot the problem. For an

iPhone or iPad that has dimmed or turned black, you should press and hold down the Sleep/Wake button and the

Home button simultaneously for at least 10 seconds. This should soon display the Apple logo on the black

background. For Android tablets and smartphones, you must take off the back cover, reseat your battery, and then

charge your phone for a few hours. However, just like the blue screen of death on PC-based devices, Android can

have the same issue. If this is the case, you will have to remove the SIM card and battery and leave them out for 5–

10 seconds. At this point, you need to charge the battery, as well. Finally, sometimes you may have to perform a

hardware factory reset. This process will permanently remove the customer's data from the device. Make sure to

back up all personal data to a computer or to the cloud. To perform a hardware factory reset, you would press and

hold the Volume Up, Power, and Home keys simultaneously and select Factory reset/wipe data using the volume

keys. Then you would press the Power key to start the hardware factory reset.

Dim display – This is most often caused when the display is dimmed. Change the screen dimness to see if this

fixes the problem. Also, you may need to check the switch on the laptop that tells the system that the lid is closed. If

neither of these solutions resolves the problem, either the backlight or inverter could be the cause. Replace each of

these components to troubleshoot the issue. Smartphones and tablets have dim screen controls in the Settings

menu. On an iPhone, you can swipe up the Control Center and change the display. Android devices have apps you

can download for free, such as Screen Dimmer. The dimmer feature is a great way to change the brightness of

your screen and save your battery.

Flickering display – This is usually caused by an incorrect video driver or low screen refresh rate. Update the driver

first. If this does not resolve the problem, consult the display device manufacturer's documentation for the

appropriate refresh rate. Finally, flickering can be caused by loose or bad connections. Check the internal

connections for the display if none of the other solutions works.

Sticking keys – Dust accumulation can cause keys to stick. In addition, most keys have a spring that can wear out.

First, you should try to blow out the keyboard using compressed air. It may also be necessary to clean the

individual keys. In some laptops, keys can be detached for individual cleaning. Be careful when detaching

individual keys because this can damage keyboard components. If this does not fix the problem, replace the

integrated keyboard or purchase an external keyboard. Spilled liquids are most often the cause of sticking keys.

Intermittent wireless – This is usually caused by radio frequency interference (RFI). Research the wireless network

environment. Try to minimize the obstructions between the laptop and the wireless access point. For example,

microwaves and cordless phones can interrupt the flow or signal and cause disturbances to your flow and

connection, so do not place routers near those types of electronics. Also, research the particular frequency in use

on your wireless network to discover if you have deployed any devices that could be causing the problem. You may

need to increase the signal strength on the wireless access point. Finally, the problem could be with the internal

wireless card. Check the internal cable connections for the wireless card if none of the other troubleshooting

techniques has solved the problem.

Battery not charging – If the battery will no longer charge properly, you should totally drain the battery's power to

eliminate the memory effect. If this does not solve the problem, replace the battery with a new one. However, the

A+ number one rule is to always check the connection, so make sure that your plug snuggly fits on the charging

device. Loose or disconnected cables can be frustrating, so do not eliminate that step when troubleshooting.



Ghost cursor/pointer drift – This usually occurs when the track pad is too sensitive. You can change the sensitivity

settings to see if this fixes the problem. If the problem still exists, you should try installing the latest driver for the

touch pad. Finally, you could disable the touch pad and connect an external mouse. You can also search Google

for the Phantom Cursor to troubleshoot various devices.

No power – This is usually caused when you are no longer connected to an external power source and the battery

has been depleted. Make sure that the laptop is plugged in to a functional external power source. Plug the laptop

into a power source and allow the battery to recharge. You may also want to reconfigure the power settings to

ensure that certain devices are not enabled when you are working using battery.

Num Lock indicator lights – To enable or disable the number lock function, you may need to press a single Num

Lock key or use a function key combination. Read the laptop vendor's documentation to learn the appropriate way

to enable and disable the number lock function. If the number lock function is disabled, you will notice that the

cursor moves around when you use the number keys instead of numbers being entered on the screen. If your

keyboard has calculator type keys built in, you will need to enable Num Lock to use the calculator as desired.

No wireless connectivity – This is usually caused when the wireless device has been disabled. Read the laptop

vendor's documentation to learn the appropriate function key combination that can be used to enable/disable

wireless. The device can also be disabled in Device Manager. If neither of these solutions fixes the problem, you

should check the wireless card to make sure that it is seated properly and attached to the antenna. Replacing the

wireless card or antenna may be necessary. For most mobile devices, you simply need to make sure that Wi-Fi is

enabled or turned on. You also may need to make sure that Airplane Mode is turned off. Airplane Mode disables

several features, including WiFi.

No Bluetooth connectivity – This is usually caused when Bluetooth has been disabled. Read the laptop vendor's

documentation to learn the appropriate function key combination that can be used to enable/disable Bluetooth. If

this does not fix the problem, you should check the wireless card to make sure that it is seated properly and

attached to the antenna. Replacing the wireless card or antenna may be necessary. For mobile devices, you

probably only need to make sure that Bluetooth is enabled. As with Wi-Fi, Airplane Mode disables Bluetooth on

most devices.

Cannot display to external monitor – This is most often caused when the display has been sent to the internal. Use

the appropriate function key to cycle through the different display options. If this does not fix the problem, you

should check the cabling to the external monitor. For some displays, you will also need to make sure that that

display device itself is set to the appropriate source.

Touchscreen nonresponsive – This is most often caused by a dirty screen. First, remove any screen protectors and

try to clean the touchscreen. If that does not work, reboot the device. If the problem persists, the screen may need

to be repaired or replaced. Keeping your screens clean, dust-free, and protected will extend the life of your tablet or

laptop screen. Remember that they are very fragile, so you should handle them with care.

Apps not loading – First, you should make sure that your app and the device operating system is updated. Next,

ensure that your firewall isn't configured to block the app. You could then synchronize the license for the app. As a

last resort, try removing and reinstalling the app.

Slow performance – This is usually caused by too many apps running in the background. Stop any unneeded apps

from running. If this does not resolve your issue, reboot the device. Finally, it could be that the drive in your device



is reaching its storage capacity. If that is the case, you will need to remove some data and/or apps and possibly

back up unused files to an external backup device, like a server or an external hard drive.

Unable to decrypt email – This is usually caused by a missing or expired key or certificate. Make sure the

appropriate key or certificate is installed. It may be necessary to restore them from backup. It also could be that the

device is configured to not allow encrypted email. If this is the case, then you need to enable encrypted email.

Extremely short battery life – Always try completely draining and recharging the battery first. If the battery continues

to only have a short life, you need to replace the battery. For mobile devices, you may try changing battery settings

through the Control Panel or Settings.

Overheating – If your mobile device overheats, try removing the protective case that you have it in. Other solutions

are to remove the device from direct sunlight, shut down apps you are not using, or buy a glare screen and turn

down the brightness. Finally, turn your mobile device off or put it in Airplane Mode when not in use.

Frozen system – First, try plugging the mobile device into a power supply. Then you should try to power down or

restart the device the normal way. If that is not possible, then remove the battery for a few seconds. Next, you

should delete the app that is causing the device to freeze. As a last resort, reset the device to the factory defaults.

For an Apple mobile device, another possible solution is to restore the device using iTunes. You can also consult

the manufacturer's website or device documentation on how to reset the device.

No sound from speakers – This is most often caused by the sound being muted or the device being in silent or

vibrate mode. If that does not fix the problem, try adjusting the volume. As a last resort, reboot the device. If you

are using Bluetooth speakers, remove the device through Settings, re-add the speakers, and resync.

GPS not functioning – First, you should ensure that the GPS function is enabled. If that is not the problem, reboot

the device. Then try turning location services off and then back on. Finally, you could perform a GPS reset.

Swollen battery – Swollen batteries are an explosion or leaking hazard and should be replaced immediately.

Swollen batteries are usually found in devices like laptops and mobile devices that use lithium batteries. Batteries

can become swollen due to manufacturing defects or by not using the right charger. Lithium-ion batteries do not like

to be overcharged because there is no place for the gasses in the overheated cells to go. The overheated batteries

expand, swell, and appear warped. Always replace swollen batteries.

When troubleshooting a laptop computer, it may be necessary to draw a diagram of your laptop as you disassemble it

for when you replace internal parts. It is very important that all technicians follow the proper procedure to ensure that

the laptop can be reassembled properly. Always document and label the cable and screw locations for the computer.

Organize and label all the internal parts to ensure that they are replaced properly. When issues arise, always refer to

the manufacturer's documentation or resources. Use the appropriate hand tools during the disassembly/reassembly

process.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 
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My laptop computer screen is black, http://www.computerhope.com/issues/ch001319.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

Your laser printer produces accurate images that smear easily. Which printer component should you examine?

The photosensitive drum

The fuser

The transfer corona

The feed roller

Explanation

A laser printer's fuser contains two rollers that use heat and pressure to fuse an image onto paper. If the fuser

subsystem fails to heat properly or supply sufficient pressure, the toner merely rests on the surface of the paper and

can be easily smeared. Toner is a powdery ink consisting of pigment, such as carbon black or iron, bound in a

polymeric or waxy matrix. The transfer corona places the toner from the drum onto the paper through an electrostatic

attraction process. If the fuser roller does not heat up, then you should look for a blown fuse. Another common problem

with the fuser assembly is a pressure roller contaminated with toner. A contaminated pressure roller will cause black

specks to appear on the back of a printout. Cleaning the fuser rollers with a soft cloth and alcohol can occasionally

resolve this problem; the cleaning should be performed after the rollers are allowed to cool briefly.

Defective feed rollers can cause multiple sheets of paper to be fed simultaneously, sometimes resulting in a feed jam.

Defective feed rollers can also cause the image to be compressed or expanded vertically.

The transfer corona is a wire that transfers an attractive electrostatic charge to paper so that toner will transfer from the

drum to the paper. Failure to keep the transfer corona clean can result in faded printouts.

A laser printer's photosensitive drum has a cylindrical surface that is struck by laser light. The light writes a path on the

drum and leaves an electrical charge wherever it strikes the drum, eventually placing the image of an entire page on

the drum. If the drum is scratched or otherwise damaged, then the image that appears on paper will not match the page

that was supposed to be printed. Running stapled paper through a laser printer can damage the drum and cause

vertical lines to appear on the printout.

Smeared images can also be caused when you use an incorrect paper type.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

http://www.computerhope.com/issues/ch001319.htm
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tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

The inner workings of laser printers and how to troubleshoot them, http://www.techrepublic.com/article/the-inner-

workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

Last month, you installed a laser printer for your organization. The printer has been working properly since it was

installed. Recently, you noticed that the laser printer is printing blank documents with no text or images. What should

you do first?

Repair the printer.

Reinstall the printer drivers.

Replace the toner cartridge.

Clean the laser printer.

Explanation

You should replace the toner cartridge. The laser printer will not print or will print blank documents if the toner cartridge

is empty.

You do not need to clean the printer if the printer is printing blank documents. The toner cartridge is most likely empty.

However, if you need to clean a laser printer, then you must remove the toner cartridge from the printer after first

disconnecting the power from printer. To clean the printer, you should remove the spilled toner from inside the printer

using canned air and then clean the corona wires inside the printer with an isopropyl solution.

You should not repair the printer because the printer is functioning properly. Because it is printing blank pages, you

should first replace the cartridges.

http://www.techrepublic.com/article/the-inner-workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/
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You should not reinstall the printer drivers. When a print command is sent to the printer, it is printing, but it prints blank

pages, indicating that the toner cartridge is empty. If unexpected characters are printing, you probably have an issue

with the printer driver. A Postscript driver may be needed.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

A user complains that his computer is taking a long time to boot. During the boot process, you observe that the hard

drive activity light is staying on. You discover that the hard drive is nearing its maximum capacity. The computer

contains a single 150 GB hard drive. What should you do?

Defragment the hard drive.

Add an identical hard drive and configure a RAID-0 volume.

Add an identical hard drive and configure a RAID-5 volume.

Add an identical hard drive and configure a RAID-1 volume.

Explanation

You should add an identical hard drive and configure a RAID-0 volume. RAID 0 is disk striping. In this configuration, the

two drives will appear as a single drive to the user. Data will be striped across the two drives. Anytime you experience

long boot times and the hard drive activity light stays on during the boot, the most likely cause is that the hard drive is

nearing its maximum capacity.

You should not add an identical hard drive and configure a RAID-1 volume. RAID 1 is disk mirroring. If you use RAID 1,

all the data on the first drive will be mirrored onto the new drive. This would not increase the availability of disk space.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


You should not add an identical hard drive and configure a RAID-5 volume. RAID 5 requires a minimum of three disks.

You should not defragment the drive. Defragmenting a drive can increase its performance but rarely frees any disk

space. In this scenario, you need to either free up some space on the current drive or add a new hard drive.

For the A+ exam, you need to be familiar with the following hard drive symptoms and how to fix them:

Read/write failure – This is usually caused by damaged sectors on the hard drive or by hard drive failure. Run the

chkdsk command to scan the drive for damaged sectors. If the hard drive has completely failed, you will need to

replace the drive and restore the data from backup.

Slow performance – This can be caused by memory or hard drive. If you do not have enough memory, there will be

excessive paging. In this case, add more memory. If you think the hard drive itself is causing the performance

issue, check the hard drive to see if it has sufficient free space. If it does not, you need to add more hard drives to

your computer. If it has sufficient free space, the performance issue could be caused by fragmented files. Run the

defrag utility to defragment the hard drive and increase hard drive performance.

Loud clicking noise – This often occurs right before the hard drive dies. Because loud noises can also be caused by

other components, you first need to confirm that the noise is coming from the hard drive. If you have confirmed this,

completing a backup of your data should be your first priority. Then replace the hard drive and restore the data from

the backup.

Failure to boot – This problem can be caused by many different issues. If the system cannot locate the boot files, it

cannot boot. If you suspect this is the problem, you should ensure that your BIOS is set to boot from the drive

where the boot files reside. Also, it may be necessary to check the BOOT.INI file to ensure that the partition

information is entered correctly. Finally, you may have to repair corrupted boot files. You should use the Recovery

Console to repair corrupt system files. Finally, check to make sure that the connections to your hard drive are still

intact. If you receive any Self-Monitoring, Analysis, and Reporting Technology (S.M.A.R.T.) errors, research the

specific error you receive to find out what you need to do.

Drive not recognized – This usually involves either an incorrect master/slave setting or the inability of the BIOS or

operating system to recognize the drive. Check to make sure that the master/slave jumpers are configured

appropriately. Check the BIOS to make sure that the disk parameters are configured appropriately. Finally, you

made need to install the appropriate drivers for the operating system. This may require that you obtain the third-

party drivers from the hard drive vendor. In legacy systems that do not support drives higher than 504 MB, you may

need to implement logical bus addressing (LBA).

OS not found – This usually is a software issue where the boot sector cannot be located. Reboot the computer into

the Recovery Console and repair the operating system.

RAID not found – If hardware RAID is implemented in the computer, the problem is usually with the RAID controller.

Check the controller and replace as necessary. If software RAID is implemented, make sure that the BIOS is set to

RAID. You should also check all RAID connections. Finally, test the individual RAID drives. If one of the drives has

failed, replace it and restore the data.

RAID stops working – This is usually caused by the failure of a single hard drive in the RAID array. You need to

determine which hard drive has failed and replace it. If the failed drive is in a RAID-1 or RAID-5 array, the array will

continue to operate, but performance will be degraded until the failed hard drive is replaced. Use the RAID setup

program to set the RAID configuration back up.
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Proprietary crash screens (BSOD/pin wheel) – If a BSOD occurs after you install a new hard drive or new drivers,

you should immediately suspect the hard drive as the cause. Remove the hard drive or roll back its driver to

troubleshoot the BSOD. If the BSOD no longer occurs, you should then research the change you made to discover

if there is a known issue with the hard drive or driver. Make sure that you only remove one hard drive or roll back

one driver at a time to help determine the true cause of the BSOD. Pinwheel errors are Apple computers equivalent

to BSOD. Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in

applications, event processing issues, and virtual memory issues.

S.M.A.R.T. errors – Self Monitoring Analysis and Reporting Technology (S.M.A.R.T.) performs a quick analysis of

the hard drive for problems during system boot up. It reports on such hard drive parameters as read error rate,

throughput performance, and seek error rate. The main purpose of using S.M.A.R.T. is to ensure that you receive

warnings prior to a complete drive failure so that the drive can be replaced before complete failure.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot hard drives and RAID arrays.

References: 

RAID, http://www.prepressure.com/library/technology/raid

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.3 Given a scenario, troubleshoot hard drives and RAID arrays

A user reports that the mouse moves erratically whenever he connects his laptop computer to the docking station.

When the laptop is not connected to the docking station, the mouse moves properly. What should you do?

Adjust the settings for the touchpad.

Disconnect and reconnect the mouse to the docking station.

Clean the mouse that is connected to the docking station.

Clean the touchpad in the laptop computer.

Explanation

You should clean the mouse that is connected to the docking station. When a mouse that is connected to a docking

station is moving erratically, it is often because the mouse has dirt and debris built up in the trackball area.

http://www.prepressure.com/library/technology/raid%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


You should not clean the touchpad in the laptop computer because the computer is not experiencing mouse problems

when the touchpad is in use.

You should not adjust the settings for the touchpad because the computer is not experiencing mouse problems when

the touchpad is in use.

You should not disconnect and reconnect the mouse to the docking station. If the problem were with the connection, the

mouse would not work at all.

For the A+ exam, you need to be familiar with the following common symptoms for laptops and other mobile devices:

No display -–This is most often caused when the display is dimmed via the controls or when the display has been

sent to the external device. Try changing the screen dimness, or use the appropriate function key to cycle through

the different display options. If neither of these solutions fixes the problem, you could have a failed backlight or

inverter, which are both internal components that will need to be replaced to troubleshoot the problem. For an

iPhone or iPad that has dimmed or turned black, you should press and hold down the Sleep/Wake button and the

Home button simultaneously for at least 10 seconds. This should soon display the Apple logo on the black

background. For Android tablets and smartphones, you must take off the back cover, reseat your battery, and then

charge your phone for a few hours. However, just like the blue screen of death on PC-based devices, Android can

have the same issue. If this is the case, you will have to remove the SIM card and battery and leave them out for 5–

10 seconds. At this point, you need to charge the battery, as well. Finally, sometimes you may have to perform a

hardware factory reset. This process will permanently remove the customer's data from the device. Make sure to

back up all personal data to a computer or to the cloud. To perform a hardware factory reset, you would press and

hold the Volume Up, Power, and Home keys simultaneously and select Factory reset/wipe data using the volume

keys. Then you would press the Power key to start the hardware factory reset.

Dim display – This is most often caused when the display is dimmed. Change the screen dimness to see if this

fixes the problem. Also, you may need to check the switch on the laptop that tells the system that the lid is closed. If

neither of these solutions resolves the problem, either the backlight or inverter could be the cause. Replace each of

these components to troubleshoot the issue. Smartphones and tablets have dim screen controls in the Settings

menu. On an iPhone, you can swipe up the Control Center and change the display. Android devices have apps you

can download for free, such as Screen Dimmer. The dimmer feature is a great way to change the brightness of

your screen and save your battery.

Flickering display – This is usually caused by an incorrect video driver or low screen refresh rate. Update the driver

first. If this does not resolve the problem, consult the display device manufacturer's documentation for the

appropriate refresh rate. Finally, flickering can be caused by loose or bad connections. Check the internal

connections for the display if none of the other solutions works.

Sticking keys – Dust accumulation can cause keys to stick. In addition, most keys have a spring that can wear out.

First, you should try to blow out the keyboard using compressed air. It may also be necessary to clean the

individual keys. In some laptops, keys can be detached for individual cleaning. Be careful when detaching

individual keys because this can damage keyboard components. If this does not fix the problem, replace the

integrated keyboard or purchase an external keyboard. Spilled liquids are most often the cause of sticking keys.



Intermittent wireless – This is usually caused by radio frequency interference (RFI). Research the wireless network

environment. Try to minimize the obstructions between the laptop and the wireless access point. For example,

microwaves and cordless phones can interrupt the flow or signal and cause disturbances to your flow and

connection, so do not place routers near those types of electronics. Also, research the particular frequency in use

on your wireless network to discover if you have deployed any devices that could be causing the problem. You may

need to increase the signal strength on the wireless access point. Finally, the problem could be with the internal

wireless card. Check the internal cable connections for the wireless card if none of the other troubleshooting

techniques has solved the problem.

Battery not charging – If the battery will no longer charge properly, you should totally drain the battery's power to

eliminate the memory effect. If this does not solve the problem, replace the battery with a new one. However, the

A+ number one rule is to always check the connection, so make sure that your plug snuggly fits on the charging

device. Loose or disconnected cables can be frustrating, so do not eliminate that step when troubleshooting.

Ghost cursor/pointer drift – This usually occurs when the track pad is too sensitive. You can change the sensitivity

settings to see if this fixes the problem. If the problem still exists, you should try installing the latest driver for the

touch pad. Finally, you could disable the touch pad and connect an external mouse. You can also search Google

for the Phantom Cursor to troubleshoot various devices.

No power – This is usually caused when you are no longer connected to an external power source and the battery

has been depleted. Make sure that the laptop is plugged in to a functional external power source. Plug the laptop

into a power source and allow the battery to recharge. You may also want to reconfigure the power settings to

ensure that certain devices are not enabled when you are working using battery.

Num Lock indicator lights – To enable or disable the number lock function, you may need to press a single Num

Lock key or use a function key combination. Read the laptop vendor's documentation to learn the appropriate way

to enable and disable the number lock function. If the number lock function is disabled, you will notice that the

cursor moves around when you use the number keys instead of numbers being entered on the screen. If your

keyboard has calculator type keys built in, you will need to enable Num Lock to use the calculator as desired.

No wireless connectivity – This is usually caused when the wireless device has been disabled. Read the laptop

vendor's documentation to learn the appropriate function key combination that can be used to enable/disable

wireless. The device can also be disabled in Device Manager. If neither of these solutions fixes the problem, you

should check the wireless card to make sure that it is seated properly and attached to the antenna. Replacing the

wireless card or antenna may be necessary. For most mobile devices, you simply need to make sure that Wi-Fi is

enabled or turned on. You also may need to make sure that Airplane Mode is turned off. Airplane Mode disables

several features, including WiFi.

No Bluetooth connectivity – This is usually caused when Bluetooth has been disabled. Read the laptop vendor's

documentation to learn the appropriate function key combination that can be used to enable/disable Bluetooth. If

this does not fix the problem, you should check the wireless card to make sure that it is seated properly and

attached to the antenna. Replacing the wireless card or antenna may be necessary. For mobile devices, you

probably only need to make sure that Bluetooth is enabled. As with Wi-Fi, Airplane Mode disables Bluetooth on

most devices.

Cannot display to external monitor – This is most often caused when the display has been sent to the internal. Use

the appropriate function key to cycle through the different display options. If this does not fix the problem, you



should check the cabling to the external monitor. For some displays, you will also need to make sure that that

display device itself is set to the appropriate source.

Touchscreen nonresponsive – This is most often caused by a dirty screen. First, remove any screen protectors and

try to clean the touchscreen. If that does not work, reboot the device. If the problem persists, the screen may need

to be repaired or replaced. Keeping your screens clean, dust-free, and protected will extend the life of your tablet or

laptop screen. Remember that they are very fragile, so you should handle them with care.

Apps not loading – First, you should make sure that your app and the device operating system is updated. Next,

ensure that your firewall isn't configured to block the app. You could then synchronize the license for the app. As a

last resort, try removing and reinstalling the app.

Slow performance – This is usually caused by too many apps running in the background. Stop any unneeded apps

from running. If this does not resolve your issue, reboot the device. Finally, it could be that the drive in your device

is reaching its storage capacity. If that is the case, you will need to remove some data and/or apps and possibly

back up unused files to an external backup device, like a server or an external hard drive.

Unable to decrypt email – This is usually caused by a missing or expired key or certificate. Make sure the

appropriate key or certificate is installed. It may be necessary to restore them from backup. It also could be that the

device is configured to not allow encrypted email. If this is the case, then you need to enable encrypted email.

Extremely short battery life – Always try completely draining and recharging the battery first. If the battery continues

to only have a short life, you need to replace the battery. For mobile devices, you may try changing battery settings

through the Control Panel or Settings.

Overheating – If your mobile device overheats, try removing the protective case that you have it in. Other solutions

are to remove the device from direct sunlight, shut down apps you are not using, or buy a glare screen and turn

down the brightness. Finally, turn your mobile device off or put it in Airplane Mode when not in use.

Frozen system – First, try plugging the mobile device into a power supply. Then you should try to power down or

restart the device the normal way. If that is not possible, then remove the battery for a few seconds. Next, you

should delete the app that is causing the device to freeze. As a last resort, reset the device to the factory defaults.

For an Apple mobile device, another possible solution is to restore the device using iTunes. You can also consult

the manufacturer's website or device documentation on how to reset the device.

No sound from speakers – This is most often caused by the sound being muted or the device being in silent or

vibrate mode. If that does not fix the problem, try adjusting the volume. As a last resort, reboot the device. If you

are using Bluetooth speakers, remove the device through Settings, re-add the speakers, and resync.

GPS not functioning – First, you should ensure that the GPS function is enabled. If that is not the problem, reboot

the device. Then try turning location services off and then back on. Finally, you could perform a GPS reset.

Swollen battery – Swollen batteries are an explosion or leaking hazard and should be replaced immediately.

Swollen batteries are usually found in devices like laptops and mobile devices that use lithium batteries. Batteries

can become swollen due to manufacturing defects or by not using the right charger. Lithium-ion batteries do not like

to be overcharged because there is no place for the gasses in the overheated cells to go. The overheated batteries

expand, swell, and appear warped. Always replace swollen batteries.

When troubleshooting a laptop computer, it may be necessary to draw a diagram of your laptop as you disassemble it

for when you replace internal parts. It is very important that all technicians follow the proper procedure to ensure that

the laptop can be reassembled properly. Always document and label the cable and screw locations for the computer.
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Organize and label all the internal parts to ensure that they are replaced properly. When issues arise, always refer to

the manufacturer's documentation or resources. Use the appropriate hand tools during the disassembly/reassembly

process.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

Beth's computer keeps locking up, and she is not sure why. She was told by the intern at her company's help desk that

she should reboot her computer often. However, she has noticed that the computer freezes when she opens more than

two programs at a time. Before she upgrades the RAM, what else can she do to help alleviate this problem?

Increase the size of the paging file.

Choose the Balanced power plan in Control Panel.

Install all the updates shown in Windows Update.

Increase disk thrashing.

Explanation

Beth could increase the size of the paging file to help alleviate the problem. When systems lock up or there are

extended delays between clicks and responses, Windows is demonstrating that it is running out of memory. Seldom are

users taught what to do to maintain their computer, so you should help them avoid this situation by keeping track of

their page file usage. This keeps them from running out of resources and making their computer run smoothly. Beth

should not increase disk thrashing. Thrashing occurs when a computer's virtual memory is in a constant state of

paging, rapidly exchanging data in memory for data on disk. This occurs automatically and will adversely affect a

computer's performance.

Beth should not install all of the updates shown in Windows Update. Windows Update runs in the background and

constantly searches to keep your computer up to date with the latest patches or fixes. Users can choose to have

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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automatic or manual updates. Because the problem that Beth is having is most likely caused by too little RAM, updating

the computer will not help alleviate the problem.

Beth should not choose the Balanced power plan in Control Panel. This solution would help conserve power, but the

problem Beth is experiencing is not due to power issues.

To keep track of your paging file usage, you can run system diagnostic tools and allocate hard disk space as virtual

memory. Virtual memory comes preset in your computer to prevent insufficient RAM errors. Computers are designed to

exhaust all RAM resources first so that applications will run properly. However, if you allocate hard disk space for RAM,

accessing it will be a bit slower than accessing physical RAM but will produce the same results. On the flip side, when

you use virtual memory, RAM seems to run applications better and more efficiently. A paging file actually keeps

programs from crashing once physical RAM is full.

Users who use virtual memory can save money by using inexpensive hard drive space for RAM. For example, a 32-bit

operating system can utilize 3 to 4 gigabytes of hard drive space. The operating system moves information back and

forth between the virtual RAM (paging file) and the physical RAM.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

HTG Explains: What is the Windows Page File and Should You Disable It?, http://www.howtogeek.com/126430/htg-

explains-what-is-the-windows-page-file-and-should-you-disable-it/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

A user complains that his internal wireless network card in his laptop is no longer functioning. After troubleshooting, you

decide to replace the wireless network card. You replace the wireless network card with the same model as the old

card. You connect the internal antenna cables. You then reboot the computer. What should you do next?

Connect to the wireless network.

Install the latest drivers for the wireless card.

Flash the BIOS.

Configure the wireless network settings.

http://www.howtogeek.com/126430/htg-explains-what-is-the-windows-page-file-and-should-you-disable-it/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


Explanation

You should install the latest drivers for the wireless card. This will ensure that the computer has the most up-to-date

drivers to ensure that all functions are supported. Make sure to attach the internal antenna cables. If they are not

attached properly, the functionality of the wireless card will be limited. Internal wireless adapters in a laptop use the

mini-PCI technology.

You should not flash the BIOS unless you install a new technology that the old BIOS version does not support. Because

the wireless card is the same model as the old one, a BIOS upgrade is probably not needed. Flashing the BIOS is

necessary if you upgrade internal components to technologies that are not supported by the current BIOS version.

You should not connect to the wireless network until you make sure that the drivers are up to date.

You should not need to configure the wireless network settings. After properly installing the network card, the wireless

network should be detected.

If you replace an internal laptop component, whether it is a wireless card or a keyboard, with a known good device, you

should always make sure that all connections are properly configured. A single missing connection can cause the new

component not to function.

When you upgrade internal components, especially the motherboard, you need to make sure to reconnect the internal

components properly. This includes seating the processor and RAM properly and connecting all internal wires and

cables. You may need to make note of the internal configuration before detaching any internal wires, cables, or

components. For example, if you replace the processor and it is not seated properly, the computer will not fully boot. If

you do not attach the internal antenna to the wireless card, the wireless card will not be capable of transmitting long

distances. If you do not fully seat the keyboard cable, all or part of the keyboard may not function correctly. If you

incorrectly attach the power LED to the motherboard, the power light will not turn on. Reversing the polarity of the

power LED will fix this problem.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the
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resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Installing internal wireless card into an older laptop, http://www.laptoprepair101.com/laptop/2008/03/08/installing-

internal-wireless-card-into-older-laptop/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

http://www.laptoprepair101.com/laptop/2008/03/08/installing-internal-wireless-card-into-older-laptop/%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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You upgrade memory on a portable computer, but the new memory is not recognized by the computer. What should

you do FIRST while troubleshooting this problem?

Ensure that the memory is seated properly.

Purchase new memory.

Ensure that the system board is not faulty.

Upgrade the system BIOS.

Explanation

You should first ensure that the memory is seated properly while troubleshooting the problem. If a portable computer

does not recognize newly installed memory, you should first ensure that the memory is properly seated in the socket.

You should place the module in the socket at a 45-degree angle, slide it into the socket, then press the module down

toward the system board until the side clamps latch into place. Most modern portable computers are designed to have

a separate memory compartment on the underside. If there is no separate memory compartment, you must ensure that

all connectors that were removed to replace the memory chip, such as the touchpad connector or keyboard connector,

are properly connected. If you ensure that the memory is seated properly, but the laptop still does not recognize it, you

may need to flash the BIOS.

You should not ensure that the system board is not faulty. In this scenario, the computer is able to boot but is unable to

recognize the new memory. Therefore, the system board is not faulty.

You should not first upgrade the system BIOS. Upgrading the system BIOS is useful when the system recognizes only

a part of the new memory. In this scenario, the new memory is not at all recognized by the computer. Therefore, you

should first ensure that the memory is properly seated in the socket.

You should not first purchase new memory. When the system does not recognize a new memory, the most likely cause

is the memory is not seated properly. You should first ensure that the new memory is seated properly in the socket.

Purchasing new memory should be the last option if no other option works.

To install new memory in a computer, you should use the following steps:

1. Verify the new memory is compatible with the laptop.

2. Power down the laptop.

3. Open the case to access the memory module.

4. Put on an antistatic wrist strap.

5. Remove the old memory.

6. Install the new memory.

7. Replace all laptop parts and close the case.

8. Reboot the laptop.

9. Verify the laptop recognizes the new memory size.
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

How to install RAM in your laptop, https://www.dummies.com/computers/pcs/how-to-install-ram-in-your-laptop/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

Your 100BaseT network uses the TCP/IP protocol suite exclusively, and workstations on your network obtain addresses

dynamically from a server. From your computer, you can contact all servers and workstations on your own network

segment, but you are unable to gain access to network resources on other segments. Which factors should you

investigate? (Choose two.)

The frame types

IP address conflicts

The routers

The default gateway

Explanation

If your computer is assigned the wrong default gateway, then your computer will still be able to communicate with other

computers that are on the same network segment. However, you will be unable to communicate with computers on

other network segments because a default gateway provides access to resources on other segments. The default

gateway is the IP address of the router that passes data between your network segment and the other segments.

It is also possible your default gateway router or another router could be at fault. For example, if the port on your default

router failed, you would be unable to connect to hosts on other networks.

An IP address conflict, in which your computer's IP address was also assigned to another computer on the same

network segment, would disrupt communications on the segment. In this scenario, such a conflict is highly unlikely

because IP addresses are assigned dynamically. When dynamic IP address assignment is used, a server computer

assigns an IP address to each client computer and keeps track of which addresses have been assigned. When manual

IP address assignment is used, an administrator opens the TCP/IP properties dialog box of a computer and types an IP

https://www.dummies.com/computers/pcs/how-to-install-ram-in-your-laptop/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


address in a text box. Manual assignments are subject to human errors, such as the same IP address being assigned

to two different computers.

If your computer used the Novell Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX) protocol suite

exclusively, then you might need to investigate possible frame type mismatches. IPX/SPX supports a number of frame

types, such as 802.2 and 802.3. Computers that use IPX/SPX must use the same frame type to communicate. For

example, if your computer was the only member of the network segment that uses 802.2 data frames, and all other

members use 802.3 frames, then you would be unable to contact to other hosts on your segment.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.
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Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

You also need to understand unavailable resources. This includes both Internet and local resources. Local resources

include shares, printers, and email. Always troubleshoot unavailable resources by first determining if a single user or

multiple users are experiencing the problem. If a single user is affected, then the problem lies with the user’s account or

computer. If multiple users are affected, then the problem lies with the remote resource.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Understanding TCP/IP Addressing and Subnetting Basics, http://support.microsoft.com/kb/164015

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

A user keeps receiving a printer error message before the print job is sent to the print spooler. Which printer issue

would cause this?

The printer driver is corrupt.

The printer power is off.

The printer queue is stalled.

The printer is paused.

Explanation

When the printer is turned off, an error message will be displayed before the print job is sent to the print spooler. The

print job will then reside in the print queue until the printer is turned on.

http://support.microsoft.com/kb/164015%C2%A0%C2%A0%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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If the printer is paused or the printer queue is stalled, any error messages would be displayed after the print job is sent

to the print spooler. If the printer driver is corrupt, the error message will be displayed after the print job is sent to the

print spooler.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

Basic Printer Troubleshooting Steps, http://www.computerhope.com/issues/ch000248.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

A department manager reports that one of her department's printers is printing fuzzy or low-quality print. Which

conditions contribute to this problem (Choose two.)

A problem with the charge wires or the drum

Damp paper

Iron particles in the paper fibers

Too much paper in the paper tray

High humidity

A warped roller in the paper path

Explanation

When the print quality is fuzzy or unclear, it is probably the result of using paper that is damp. This is because the toner

does not adhere (fuse) permanently to the paper, which has water mixing with the toner, during the fusing process. You

should also suspect damp paper if the print rubs off easily from the paper or if areas of printed characters are missing

or extremely light (spot deletions).

http://www.computerhope.com/issues/ch000248.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

For the A+ exam, you should understand the following common printer symptoms and how to troubleshoot them:

Streaks – This problem is usually caused by a malfunctioning fuser because the fuser is responsible for fusing the

toner to the paper. Replace the fuser. In inkjet printers, this could be caused by a malfunctioning ink cartridge or

dirty print head. Replace the cartridge, or clean the print head. In dot matrix printers, this is caused by a dirty print

head. Clean the print head.

Faded print – This is usually caused when a toner cartridge, ink cartridge, or ribbon is close to empty. You should

replace the cartridge or ribbon with a new unit.

Ghost images – Ghost images are light images of pages that were previously printed that are appearing on the

currently printed page. This is usually caused by the erasure lamp or cleaning blade. The cleaning blade is part of

the toner cartridge and is easier to replace than the erasure lamp. Try replacing it first. If it does not fix the problem,

you will need to replace the erasure lamp.

Toner not fused to the paper – This problem is usually caused by a malfunctioning fuser. Replace the fuser.

Creased paper – This is usually caused by a paper jam. Check the printer internally to ensure that no paper jams or

small scraps of paper are obscuring the paper path. Creased paper can also be caused by worn pickup rollers.

Replace the pickup rollers. Pickup rollers are part of printer maintenance kits.

Paper not feeding – This is usually caused by worn pickup rollers. Replace the pickup rollers. Pickup rollers are

part of printer maintenance kits.

Paper jam – When a paper jam occurs, you need to first completely clear the paper jam. If the paper jam continues

to be a problem, you need to determine which printer part could be causing the paper jams. Check to make sure

that you are using paper that is approved for the printer. Paper that is too thick will cause paper jams. Also, high

humidity can cause the paper to stick together, which causes paper jams. Paper jams can also be caused by worn

rollers or broken drive gears. Rollers are part of the printer's maintenance kit. If you suspect broken drive gears,

you will need to contact a printer technician to replace the drive gear. If the paper jams after reaching the corona

assembly, the problem could be caused by the static eliminator strip, which needs to be replaced by a printer

technician.

No connectivity – If this problem is with a locally attached printer, make sure that the cable is properly attached. Try

replacing the cable with a new cable. If this problem is with a network printer, ping the printer to see if it is available.

If you can ping the printer, you probably have an incorrect setting or driver.

Garbled characters on paper – This problem is usually caused by an incorrect printer driver. Install the most up-to-

date version of the correct printer driver.

Vertical black lines on page – Vertical black lines are caused by scratches on the drum or dirty corona wire. If you

suspect that scratches are on the drum, replace the toner cartridge. If you suspect the corona wire, try cleaning it

first. If the problem still persists, replace the toner cartridge. For inkjet printers, you should try cleaning the print

head or replacing the ink cartridge.



Vertical white lines – Vertical white lines are caused by a dirty transfer corona wire. Clean the corona wires. The

corona wire is part of the toner cartridge and can be cleaned using a brush. For inkjet printers, clean the print head.

If these solutions do not work, you will need to replace the toner cartridge or ink cartridge.

Backed up print queue – You can try to delete the print job from the print queue that you suspect is causing the

problem. If this does not fix the problem, you will need to stop and restart the print queue. This will result in all jobs

in the print queue being deleted. All users will have to resubmit their print jobs.

Low-memory errors – Often just turning the printer off and back on will fix this problem. If the problem persists, you

could print the page at a lower resolution or change the print page so that it is less complex. If this does not fix the

problem, you may try installing a different driver for the printer. You could also add more memory to the printer.

Access denied – This is most often caused by the access control list (ACL) for the printer. Make sure that the user

has been granted print permission. This can also be affected by print availability and print priority. Print availability

is a way to set up a printer so that a particular group can print to the printer during certain times. If a user attempts

to print to the printer outside of the availability times, the print job is unsuccessful. Print priority allows you to assign

jobs from a particular group a higher priority. If this technique is used, jobs that have a higher priority will take

precedence over other print jobs. Print availability and print priority can prevent or delay print jobs.

Printer will not print – If you are sure that the printer has power and paper, you should try printing a test page. If the

test page is unsuccessful, you probably have a connection issue. Replace the cabling if it is a local printer. If it is a

network printer, complete network troubleshooting techniques to troubleshoot the issue.

Color prints in wrong print color – This is usually the result of a dirty print head. Clean the print head first. If the

problem persists, replace the toner cartridge or ink cartridge. Calibrating the cartridge may also help.

Unable to install printer – If this problem occurs, the account used to install the printer probably does not have

permissions to install the printer. Use an administrative-level account to install the printer.

Error codes – For any error codes you are given, consult the manufacturer's documentation or website to get

details on the error. Follow the manufacturer's suggested troubleshooting steps for the particular error you receive.

Printing blank pages – The most often cause of this problem is that the printer is out of ink or toner. It can also be

caused by clogged print nozzles in an inkjet printer. For a laser printer, the toner cartridge has sealant tape over the

toner dispenser. If this tape is not removed, pages will be blank.

No image on printer display – This is most often caused because the printer is unplugged or in standby mode.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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The primary hard drive in your Windows computer has failed. You purchase a new hard drive and install it in your

computer. What should you do first?

Change the hard drive configuration settings in the Disk Management utility.

Change the hard drive configuration settings in the computer's BIOS.

Partition the hard drive.

Format the hard drive.

Explanation

You should first change the hard drive configuration settings in the computer's BIOS. This configuration includes the

hard drive type, size, and geometry. If your hard drive is not configured appropriately in the system BIOS, the computer

will not recognize the hard drive. In most cases, the hard drive settings are automatically configured using CMOS

autodetection. The autodetection feature takes the work out of configuring a hard drive.

You cannot partition or format the hard drive until the hard drive is recognized by the computer's BIOS program.

You cannot change the hard drive configuration settings in the Disk Management utility. Because the primary hard drive

failed, the computer will be unable to boot to Windows. Therefore, you will not be able to access the Disk Management

utility. In addition, the computer will be unable to recognize the hard drive until it is configured appropriately in the

computer's BIOS.

In some cases, a hard drive will start emitting a grinding noise. This is the first sign of impending hard drive failure. It is

only a matter of time before the hard drive fails and you receive a no boot device found error message. It is suggested

that you replace the drive before it completely fails.

The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.



Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.

Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.
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Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.

Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

How BIOS Works, http://computer.howstuffworks.com/bios4.htm

Your printer is printing fuzzy text with white lines running through it. You need to clean the clogged print head of your

inkjet printer. Which two activities can you undertake to immediately clean the clogged print head? (Choose two.)

Replace the nozzle.

http://computer.howstuffworks.com/bios4.htm
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Replace the platen.

Run the printer management utility provided with the printer.

Replace the ink cartridge with a new ink cartridge.

Turn the inkjet printer off and then on.

Explanation

When your printer is printing fuzzy text with white lines, you should clean the clogged print head. To clean the clogged

print head, run the printer management utility that is provided to you by the manufacturer along with the printer. If the

printer management utility fails to clean the clogged print head, you should power the inkjet printer off and then on.

When you do this, the nozzle is flushed. This further cleans the clogged print head. The white lines can also appear

during printing due to a slight misalignment of the ink cartridge. With the help of the printer management utility, you can

align the ink cartridge. The ink cartridge alignment is typically performed when you install a new ink cartridge.

The platen is not used to clean the clogged print head. The platen is used in a dot matrix printer to hold the paper and

push the paper for printing.

You should not replace the nozzle to clean the clogged print head. The nozzle is located in the print head. Some

printers have print heads attached to them, but others have ink cartridges that will contain the print head, and you

would have to replace the entire cartridge instead.

You should not replace the ink cartridge with a new ink cartridge. Depending upon the type of printer you are using, the

ink cartridge may or may not contain the print head. It is not likely that the entire ink cartridge needs replacement.

Usually just allowing the printer to clean print nozzles and align itself will fix the problem described in the scenario.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

For the A+ exam, you should understand the following common printer symptoms and how to troubleshoot them:

Streaks – This problem is usually caused by a malfunctioning fuser because the fuser is responsible for fusing the

toner to the paper. Replace the fuser. In inkjet printers, this could be caused by a malfunctioning ink cartridge or

dirty print head. Replace the cartridge, or clean the print head. In dot matrix printers, this is caused by a dirty print

head. Clean the print head.

Faded print – This is usually caused when a toner cartridge, ink cartridge, or ribbon is close to empty. You should

replace the cartridge or ribbon with a new unit.

Ghost images – Ghost images are light images of pages that were previously printed that are appearing on the

currently printed page. This is usually caused by the erasure lamp or cleaning blade. The cleaning blade is part of

the toner cartridge and is easier to replace than the erasure lamp. Try replacing it first. If it does not fix the problem,

you will need to replace the erasure lamp.



Toner not fused to the paper – This problem is usually caused by a malfunctioning fuser. Replace the fuser.

Creased paper – This is usually caused by a paper jam. Check the printer internally to ensure that no paper jams or

small scraps of paper are obscuring the paper path. Creased paper can also be caused by worn pickup rollers.

Replace the pickup rollers. Pickup rollers are part of printer maintenance kits.

Paper not feeding – This is usually caused by worn pickup rollers. Replace the pickup rollers. Pickup rollers are

part of printer maintenance kits.

Paper jam – When a paper jam occurs, you need to first completely clear the paper jam. If the paper jam continues

to be a problem, you need to determine which printer part could be causing the paper jams. Check to make sure

that you are using paper that is approved for the printer. Paper that is too thick will cause paper jams. Also, high

humidity can cause the paper to stick together, which causes paper jams. Paper jams can also be caused by worn

rollers or broken drive gears. Rollers are part of the printer's maintenance kit. If you suspect broken drive gears,

you will need to contact a printer technician to replace the drive gear. If the paper jams after reaching the corona

assembly, the problem could be caused by the static eliminator strip, which needs to be replaced by a printer

technician.

No connectivity – If this problem is with a locally attached printer, make sure that the cable is properly attached. Try

replacing the cable with a new cable. If this problem is with a network printer, ping the printer to see if it is available.

If you can ping the printer, you probably have an incorrect setting or driver.

Garbled characters on paper – This problem is usually caused by an incorrect printer driver. Install the most up-to-

date version of the correct printer driver.

Vertical black lines on page – Vertical black lines are caused by scratches on the drum or dirty corona wire. If you

suspect that scratches are on the drum, replace the toner cartridge. If you suspect the corona wire, try cleaning it

first. If the problem still persists, replace the toner cartridge. For inkjet printers, you should try cleaning the print

head or replacing the ink cartridge.

Vertical white lines – Vertical white lines are caused by a dirty transfer corona wire. Clean the corona wires. The

corona wire is part of the toner cartridge and can be cleaned using a brush. For inkjet printers, clean the print head.

If these solutions do not work, you will need to replace the toner cartridge or ink cartridge.

Backed up print queue – You can try to delete the print job from the print queue that you suspect is causing the

problem. If this does not fix the problem, you will need to stop and restart the print queue. This will result in all jobs

in the print queue being deleted. All users will have to resubmit their print jobs.

Low memory errors – Often just turning the printer off and back on will fix this problem. If the problem persists, you

could print the page at a lower resolution or change the print page so that it is less complex. If this does not fix the

problem, you may try installing a different driver for the printer. You could also add more memory to the printer.

Access denied – This is most often caused by the access control list (ACL) for the printer. Make sure that the user

has been granted print permission. This can also be affected by print availability and print priority. Print availability

is a way to set up a printer so that a particular group can print to the printer during certain times. If a user attempts

to print to the printer outside of the availability times, the print job is unsuccessful. Print priority allows you to assign

jobs from a particular group a higher priority. If this technique is used, jobs that have a higher priority will take

precedence over other print jobs. Print availability and print priority can prevent or delay print jobs.

Printer will not print – If you are sure that the printer has power and paper, you should try printing a test page. If the

test page is unsuccessful, you probably have a connection issue. Replace the cabling if it is a local printer. If it is a
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network printer, complete network troubleshooting techniques to troubleshoot the issue.

Color prints in wrong print color – This is usually the result of a dirty print head. Clean the print head first. If the

problem persists, replace the toner cartridge or ink cartridge. Calibrating the cartridge may also help.

Unable to install printer – If this problem occurs, the account used to install the printer probably does not have

permissions to install the printer. Use an administrative-level account to install the printer.

Error codes – For any error codes you are given, consult the manufacturer's documentation or website to get

details on the error. Follow the manufacturer's suggested troubleshooting steps for the particular error you receive.

Printing blank pages – The most often cause of this problem is that the printer is out of ink or toner. It can also be

caused by clogged print nozzles in an inkjet printer. For a laser printer, the toner cartridge has sealant tape over the

toner dispenser. If this tape is not removed, pages will be blank.

No image on printer display – This is most often caused because the printer is unplugged or in standby mode.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

How to Clean Clogged Inkjet Print heads, http://www.ehow.com/how_2078853_clean-clogged-inkjet-print-heads.html

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

A client, Warren, reports CMOS mismatch errors at startup. Further conversation with Warren reveals that he had

forgotten the startup password he assigned in CMOS, and he had to clear all CMOS settings for his computer to

complete a successful startup. Although he can now start his computer, he continues to observe CMOS errors each

time he starts the computer. He replaced the CMOS battery, but the problem continues. Which component should you

investigate first to resolve the problem?

The presence of new hardware

The system board jumper settings

The CMOS battery voltage

The availability of a BIOS flash for the CMOS

Explanation

http://www.ehow.com/how_2078853_clean-clogged-inkjet-print-heads.html
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


You should first investigate the system board's jumper settings, specifically the jumper that is used to clear the

complementary metal-oxide semiconductor (CMOS) settings. A common method for clearing CMOS settings, including

the startup password, is to use a jumper on the system board that is specifically designed for clearing CMOS settings. If

Warren selected this method for clearing his password, then he may have neglected to move the jumper back to its

original position after the settings were cleared. If this jumper is left in the clear settings position, then the system board

will continue to clear all CMOS settings at each startup.

A computer that is unable to retain CMOS information between startups may also have a CMOS battery that has failed.

If the system board jumpers are set correctly, your second step should be to check the voltage of the newly installed

CMOS battery. Occasionally, even new components are defective. You should also examine the battery compartment

for corrosion, because corroded contacts would prevent a battery from providing power to the CMOS chip.

Although adding certain types of new hardware, such as drives and Small Computer System Interface (SCSI) adapters,

will cause a CMOS mismatch error, once the hardware is installed and configured in the basic input/output system

(BIOS) settings, the error should no longer occur. Flashing a computer's BIOS program is generally done to enable new

features or provide new settings, but it will not correct the problem of CMOS mismatch errors.

In this scenario, the contents of the CMOS were cleared. There are two methods for clearing the CMOS contents: use

the appropriate jumper on the motherboard or disconnect the CMOS battery. Either of these methods can be used if

you accidentally configure the BIOS incorrectly and now the computer will not POST properly.

The A+ exam lists other specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.



Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.
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Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

Removing a Bios - CMOS Password, http://www.dewassoc.com/support/bios/bios_password.htm

TechRepublic Tutorial: Bypass a BIOS password using these techniques,

http://www.techrepublic.com/article/techrepublic-tutorial-bypass-a-bios-password-using-these-techniques/5031589/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

You bought a monochrome laser printer two years ago. The printer has gradually stopped feeding paper. Which printer

component should you check first?

Fuser roller

Pressure roller

Pickup roller

http://www.dewassoc.com/support/bios/bios_password.htm
http://www.techrepublic.com/article/techrepublic-tutorial-bypass-a-bios-password-using-these-techniques/5031589/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Transfer roller

Explanation

You should first check your pickup roller printer component if your laser printer stops feeding paper. A pickup roller acts

as the first point of contact between printer and paper because the pickup roller draws the paper from the paper tray

into the printer. A malfunctioning pickup roller can cause false paper jams wherein the printer is not able to pick up the

paper from the tray because the pickup roller fails to turn. You should not check a fuser roller printer component if your

laser printer stops feeding paper. A fuser roller is a printer component that helps in binding the toner ink to the delicate

paper fibers so that the images stick to the paper properly. You should not check a pressure roller printer component if

your laser printer stops feeding paper. A pressure roller is a printer component that applies pressure against the fuser

roller while paper is passing through them for printing inside the printer.

You should not check a transfer roller printer component if your laser printer stops feeding paper. A transfer roller is a

printer component that is used to transfer the image from the photoreceptor to the paper. If the printer is jamming right

before the fuser, you need to replace the transfer roller.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

Learn the basics of laser printing, http://www.techrepublic.com/article/learn-the-basics-of-laser-printing/

The inner workings of laser printers and how to troubleshoot them, http://www.techrepublic.com/article/the-inner-

workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

Move the correct items from the left column to the column on the right to match the commands to their purpose.  

http://www.techrepublic.com/article/learn-the-basics-of-laser-printing/
http://www.techrepublic.com/article/the-inner-workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Explanation

The following commands have the following purposes:

ping – tests connectivity to a remote host

ipconfig – displays network configuration settings for the local computer

nslookup – verifies entries on a DNS server

nbtstat - diagnoses problems with NetBIOS name resolution

You should understand the purpose of these common troubleshooting tools. You should also familiarize yourself with

the proper command syntax for these commands.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Using the ping command, http://technet.microsoft.com/en-us/library/cc737478(v=ws.10).aspx

Ipconfig, https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-r2-and-

2008/dd197434(v%3dws.10)

Nbtstat, http://technet.microsoft.com/en-us/library/cc940106.aspx

Using nslookup.exe, http://support.microsoft.com/kb/200525

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You need to configure a removable storage device so the device can be removed without using the Safely Remove

Hardware application. What should you do?

Enable write caching on the disk.

Optimize for quick removal.

Optimize for performance.

Adjust for best performance.

http://technet.microsoft.com/en-us/library/cc737478(v=ws.10).aspx
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-r2-and-2008/dd197434(v%3dws.10)
http://technet.microsoft.com/en-us/library/cc940106.aspx
http://support.microsoft.com/kb/200525
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


Explanation

When you remove a hot-pluggable device from a running computer without using the Safely Remove Hardware

application, it is referred to as a surprise removal because the operating system is not notified of the removal in

advance. You should not remove external storage devices on which write caching is enabled because it might cause

data loss or corruption. To prevent data loss or corruption while removing an external storage device from a computer,

you should configure the Optimize for quick removal option for the storage device. This option disables write caching on

the storage device and in Windows. To configure this option, open Device Manager and click the Policies tab on the

property sheet for the removable storage device. Selecting the Optimize for quick removal option allows you to remove

the device without using the Safely Remove Hardware application.

Windows disables write caching by default for removable storage devices that can be removed while the system is

running. The Safely Remove Hardware application allows you to safely unplug or eject a hot-pluggable device from a

computer. You should use the Safely Remove Hardware application to ensure a safe removal of hardware from the

system. The Safely Remove Hardware application informs Windows that the user intends to remove a device so that

Windows can halt data transfer to the device and unload device drivers to prevent data loss or corruption.

You should not configure the Enable write caching on the disk option. This setting enables write caching to improve disk

performance. This option is not available for a removable storage device.

You should not configure the Optimize for performance option. This option enables write caching to improve disk

performance. When you select this option, you should click the Safely Remove Hardware icon in the taskbar notification

area to safely remove the external storage device to prevent data loss or corruption.

You should not select the Adjust for best performance option. Windows provides several options to set the visual effects

on a computer. The Adjust for best performance setting turns off all the options for visual effects and adjusts the

settings for best performance. This option cannot be used to disable write caching for an external storage device to

ensure that the device can be removed without using the Safely Remove Hardware application.

For the A+ exam, you need to be familiar with the following common symptoms for laptops and other mobile devices:

No display -–This is most often caused when the display is dimmed via the controls or when the display has been

sent to the external device. Try changing the screen dimness, or use the appropriate function key to cycle through

the different display options. If neither of these solutions fixes the problem, you could have a failed backlight or

inverter, which are both internal components that will need to be replaced to troubleshoot the problem. For an

iPhone or iPad that has dimmed or turned black, you should press and hold down the Sleep/Wake button and the

Home button simultaneously for at least 10 seconds. This should soon display the Apple logo on the black

background. For Android tablets and smartphones, you must take off the back cover, reseat your battery, and then

charge your phone for a few hours. However, just like the blue screen of death on PC-based devices, Android can

have the same issue. If this is the case, you will have to remove the SIM card and battery and leave them out for 5–

10 seconds. At this point, you need to charge the battery, as well. Finally, sometimes you may have to perform a

hardware factory reset. This process will permanently remove the customer's data from the device. Make sure to

back up all personal data to a computer or to the cloud. To perform a hardware factory reset, you would press and



hold the Volume Up, Power, and Home keys simultaneously and select Factory reset/wipe data using the volume

keys. Then you would press the Power key to start the hardware factory reset.

Dim display – This is most often caused when the display is dimmed. Change the screen dimness to see if this

fixes the problem. Also, you may need to check the switch on the laptop that tells the system that the lid is closed. If

neither of these solutions resolves the problem, either the backlight or inverter could be the cause. Replace each of

these components to troubleshoot the issue. Smartphones and tablets have dim screen controls in the Settings

menu. On an iPhone, you can swipe up the Control Center and change the display. Android devices have apps you

can download for free, such as Screen Dimmer. The dimmer feature is a great way to change the brightness of

your screen and save your battery.

Flickering display – This is usually caused by an incorrect video driver or low screen refresh rate. Update the driver

first. If this does not resolve the problem, consult the display device manufacturer's documentation for the

appropriate refresh rate. Finally, flickering can be caused by loose or bad connections. Check the internal

connections for the display if none of the other solutions works.

Sticking keys – Dust accumulation can cause keys to stick. In addition, most keys have a spring that can wear out.

First, you should try to blow out the keyboard using compressed air. It may also be necessary to clean the

individual keys. In some laptops, keys can be detached for individual cleaning. Be careful when detaching

individual keys because this can damage keyboard components. If this does not fix the problem, replace the

integrated keyboard or purchase an external keyboard. Spilled liquids are most often the cause of sticking keys.

Intermittent wireless – This is usually caused by radio frequency interference (RFI). Research the wireless network

environment. Try to minimize the obstructions between the laptop and the wireless access point. For example,

microwaves and cordless phones can interrupt the flow or signal and cause disturbances to your flow and

connection, so do not place routers near those types of electronics. Also, research the particular frequency in use

on your wireless network to discover if you have deployed any devices that could be causing the problem. You may

need to increase the signal strength on the wireless access point. Finally, the problem could be with the internal

wireless card. Check the internal cable connections for the wireless card if none of the other troubleshooting

techniques has solved the problem.

Battery not charging – If the battery will no longer charge properly, you should totally drain the battery's power to

eliminate the memory effect. If this does not solve the problem, replace the battery with a new one. However, the

A+ number one rule is to always check the connection, so make sure that your plug snuggly fits on the charging

device. Loose or disconnected cables can be frustrating, so do not eliminate that step when troubleshooting.

Ghost cursor/pointer drift – This usually occurs when the track pad is too sensitive. You can change the sensitivity

settings to see if this fixes the problem. If the problem still exists, you should try installing the latest driver for the

touch pad. Finally, you could disable the touch pad and connect an external mouse. You can also search Google

for the Phantom Cursor to troubleshoot various devices.

No power – This is usually caused when you are no longer connected to an external power source and the battery

has been depleted. Make sure that the laptop is plugged in to a functional external power source. Plug the laptop

into a power source and allow the battery to recharge. You may also want to reconfigure the power settings to

ensure that certain devices are not enabled when you are working using battery.

Num Lock indicator lights – To enable or disable the number lock function, you may need to press a single Num

Lock key or use a function key combination. Read the laptop vendor's documentation to learn the appropriate way



to enable and disable the number lock function. If the number lock function is disabled, you will notice that the

cursor moves around when you use the number keys instead of numbers being entered on the screen. If your

keyboard has calculator type keys built in, you will need to enable Num Lock to use the calculator as desired.

No wireless connectivity – This is usually caused when the wireless device has been disabled. Read the laptop

vendor's documentation to learn the appropriate function key combination that can be used to enable/disable

wireless. The device can also be disabled in Device Manager. If neither of these solutions fixes the problem, you

should check the wireless card to make sure that it is seated properly and attached to the antenna. Replacing the

wireless card or antenna may be necessary. For most mobile devices, you simply need to make sure that Wi-Fi is

enabled or turned on. You also may need to make sure that Airplane Mode is turned off. Airplane Mode disables

several features, including WiFi.

No Bluetooth connectivity – This is usually caused when Bluetooth has been disabled. Read the laptop vendor's

documentation to learn the appropriate function key combination that can be used to enable/disable Bluetooth. If

this does not fix the problem, you should check the wireless card to make sure that it is seated properly and

attached to the antenna. Replacing the wireless card or antenna may be necessary. For mobile devices, you

probably only need to make sure that Bluetooth is enabled. As with Wi-Fi, Airplane Mode disables Bluetooth on

most devices.

Cannot display to external monitor – This is most often caused when the display has been sent to the internal. Use

the appropriate function key to cycle through the different display options. If this does not fix the problem, you

should check the cabling to the external monitor. For some displays, you will also need to make sure that that

display device itself is set to the appropriate source.

Touchscreen nonresponsive – This is most often caused by a dirty screen. First, remove any screen protectors and

try to clean the touchscreen. If that does not work, reboot the device. If the problem persists, the screen may need

to be repaired or replaced. Keeping your screens clean, dust-free, and protected will extend the life of your tablet or

laptop screen. Remember that they are very fragile, so you should handle them with care.

Apps not loading – First, you should make sure that your app and the device operating system is updated. Next,

ensure that your firewall isn't configured to block the app. You could then synchronize the license for the app. As a

last resort, try removing and reinstalling the app.

Slow performance – This is usually caused by too many apps running in the background. Stop any unneeded apps

from running. If this does not resolve your issue, reboot the device. Finally, it could be that the drive in your device

is reaching its storage capacity. If that is the case, you will need to remove some data and/or apps and possibly

back up unused files to an external backup device, like a server or an external hard drive.

Unable to decrypt email – This is usually caused by a missing or expired key or certificate. Make sure the

appropriate key or certificate is installed. It may be necessary to restore them from backup. It also could be that the

device is configured to not allow encrypted email. If this is the case, then you need to enable encrypted email.

Extremely short battery life – Always try completely draining and recharging the battery first. If the battery continues

to only have a short life, you need to replace the battery. For mobile devices, you may try changing battery settings

through the Control Panel or Settings.

Overheating – If your mobile device overheats, try removing the protective case that you have it in. Other solutions

are to remove the device from direct sunlight, shut down apps you are not using, or buy a glare screen and turn

down the brightness. Finally, turn your mobile device off or put it in Airplane Mode when not in use.
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Frozen system – First, try plugging the mobile device into a power supply. Then you should try to power down or

restart the device the normal way. If that is not possible, then remove the battery for a few seconds. Next, you

should delete the app that is causing the device to freeze. As a last resort, reset the device to the factory defaults.

For an Apple mobile device, another possible solution is to restore the device using iTunes. You can also consult

the manufacturer's website or device documentation on how to reset the device.

No sound from speakers – This is most often caused by the sound being muted or the device being in silent or

vibrate mode. If that does not fix the problem, try adjusting the volume. As a last resort, reboot the device. If you

are using Bluetooth speakers, remove the device through Settings, re-add the speakers, and resync.

GPS not functioning – First, you should ensure that the GPS function is enabled. If that is not the problem, reboot

the device. Then try turning location services off and then back on. Finally, you could perform a GPS reset.

Swollen battery – Swollen batteries are an explosion or leaking hazard and should be replaced immediately.

Swollen batteries are usually found in devices like laptops and mobile devices that use lithium batteries. Batteries

can become swollen due to manufacturing defects or by not using the right charger. Lithium-ion batteries do not like

to be overcharged because there is no place for the gasses in the overheated cells to go. The overheated batteries

expand, swell, and appear warped. Always replace swollen batteries.

When troubleshooting a laptop computer, it may be necessary to draw a diagram of your laptop as you disassemble it

for when you replace internal parts. It is very important that all technicians follow the proper procedure to ensure that

the laptop can be reassembled properly. Always document and label the cable and screw locations for the computer.

Organize and label all the internal parts to ensure that they are replaced properly. When issues arise, always refer to

the manufacturer's documentation or resources. Use the appropriate hand tools during the disassembly/reassembly

process.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

Your computer has been operating without problems for some time, but on your most recent startup, nothing appears

on the monitor screen. The lights for the keyboard, floppy drive, and hard disk flash at startup. Your computer has an

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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✗ D)

American Megatrends, Inc. (AMI) BIOS program, and the computer generates one long beep followed by eight short

beeps at startup. Which item is most likely to be defective?

The video card

The hard disk

The central processing unit (CPU)

The floppy disk

Explanation

The beep code generated by the power-on self-test (POST) in this situation indicates a missing or defective video card.

First, you should reseat the video card. If you continue to receive the error, then you should replace the video card. If

the card is internal to the computer's system board, then the system board may need replacement.

The POST program verifies during startup that basic computer components are operational. If devices are found to be

malfunctioning, then the POST generates error messages. The POST routine occurs in two phases. Before a

computer's video card is tested, the POST uses beep codes to report error conditions. After a video card is activated,

the POST is able to use the monitor to display errors, known as POST codes or diagnostic codes. POST codes are

typically displayed as hexadecimal numbers, and each number refers to a specific problem.

In addition to the single brief beep that demonstrates the operability of the built-in computer speaker, any beeps that

you hear during startup can be useful for troubleshooting operational problems.

For the A+ exam, you need to understand how to troubleshoot the following video and display symptoms:

VGA mode – This symptom is usually caused when a video card is configured for higher resolution than the

monitor supports or when an incompatible device driver is installed. If it is a resolution issue, you will need to lower

the resolution settings to one supported by the monitor. If it is a driver issue, you will need to download and install

the latest device driver for the installed video card. VGA mode is referred to as low resolution in Windows Vista and

Windows 7.

No image on screen – This problem is usually caused by a dead monitor or no signal being received from the

computer. First, you should try the obvious by making sure that the monitor is plugged in to the wall outlet and

turned on. Then you should make sure that the monitor is properly connected to the computer. If the problem still

exists, replace the existing monitor with a known-good monitor. If this does not fix the problem, replace the video

card with a known-good video adapter.

Overheat shutdown – If the video card is overheating, the image on the display may appear garbled or flicker. It

may even stop operation all together. Once it cools, the display will work again. Often, cleaning out the inside of the

computer case will remove the debris that is causing the overheating. Also, make sure that all internal fans are

operational and fully functional. If problems persists, you should replace the adapter with a known-good card. If the

monitor is overheating, you will likely need to replace the monitor because repairs to monitors should only be done

by properly trained technicians.



Dead pixels – Two types of pixel issues exist: stuck pixels or dead pixels. Stuck pixels have a fixed color and never

change. Dead pixels are black. While the monitor can be repaired, only trained technicians should work on

monitors. Replace the monitor with a known-good unit. If the monitor is under warranty, you should contact the

manufacturer.

Artifacts – While this visual abnormality can be caused by any hardware component in the computer that causes

data corruption, it is most often caused by the video card. Replace the video card with a known-good card.

Color patterns incorrect – If the display is fine when the computer first boots but has problems after Windows loads,

the problem is probably with the display settings configured in the operating system. If the display has color

problems from the start of booting, you have a hardware problem. Test each component, including cabling, monitor,

and video, one at a time until you discover which component is causing the problem.

Dim image – This problem is usually caused by the brightness setting on the monitor. If changing the brightness

setting does not fix this issue, there are different steps to take, depending on which type of monitor you have. If you

have a CRT monitor, the monitor is probably dying and should be replaced. If you have an LCD monitor, the

backlight is probably going bad. The backlight can be replaced without replacing the entire monitor.

Flickering image – For this problem, make sure that all your cables are seated properly. If that does not fix the

issue, replace the cables. Finally, this problem can be caused if the refresh rate is not compatible with the high

resolution. Increase the refresh rate.

Distorted image – This is usually caused by power issues. Replace the power cable. If that does not help, plug the

monitor into another outlet. If the problem persists, you may need to contact building maintenance or electrical

professionals because it could be an electrical issue in the office or building.

Distorted geometry – If the picture displayed on a monitor has a curvature to the left and right edges, you need to

adjust the geometry settings built into the monitor. Pincushion or barrel distortion is not caused by the video card.

Burn-in – This occurs when the same desktop display is left on a monitor long enough to affect the function of the

individual pixels within the monitor's screen. If burn-in occurs, you will have to either replace the monitor or have it

repaired. To prevent burn-in, you should configure all computers to use a screen saver that changes, moves, or

goes completely dim.

Oversized images and icons – This is usually the result of configuring the operating system to use large images

and icons. Depending on the operating system used, you would need to access the display settings and change it

to using normal images and icons. This can also be affected by the resolution used.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot video, projector, and display issues.

References: 

Post Beep Codes, AMI & Phoenix/Award BIOS Error Codes, https://www.helpwithpcs.com/upgrading/post-beep-

codes.htm

https://www.helpwithpcs.com/upgrading/post-beep-codes.htm
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CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.4 Given a scenario, troubleshoot video, projector, and display issues

You purchased an old inkjet printer for your company. When you print a test page, extra horizontal lines are printed all

over the page. What should you do FIRST to print a test page successfully?

Use high-quality paper for printing.

Refill the printer ink cartridge.

Clean the print head.

Clean the printer paper feeder.

Explanation

You should clean the print head to print a test page successfully. If an inkjet printer is not used for a while, the print

head can become clogged. You should clean the print head using the printer's software or clean it manually. You should

remove the dried ink from the print head during the cleaning process.

You should not refill the printer ink cartridge because this is done when the printer cartridge is running low on ink.

Refilling the printer ink cartridge will not clean the print head. If your ink cartridge contains the print head, then replacing

the ink cartridge can be a solution; however, replacing an ink cartridge is an expensive solution.

You should not clean the printer paper feeder because it is used to feed paper to the printer. In this scenario, the printer

is not printing correctly; therefore, you should clean the print head.

You should not use high-quality paper for printing because these papers are used to print high-quality photo images or

formal documents. In this scenario, the printer is not printing correctly; therefore, the document will not print on any type

of paper, and you should clean the print head to solve the problem. When the wrong type of paper is used, a paper jam

can occur. However, the most common reason for a paper jam is worn pick-up rollers.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting
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Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

Troubleshooting common inkjet printer problems, http://www.techrepublic.com/article/troubleshooting-common-inkjet-

printer-problems/

How Inkjet Printers Work, Inside an Inkjet Printer, http://computer.howstuffworks.com/inkjet-printer2.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You are the network administrator for your company. You are installing a new printer in the network. When you check

the print server properties, it displays the following error:

Server properties cannot be viewed. The print spooler service is not running.

What should you do to resolve the issue using the least administrative effort?

Use the Services program in Administrative Tools to start the printer spooler

service.

Run the net stop spooler command.

Run the net start spooler command.

Click Start and Run. Type services.msc to start the printer spooler service.

Explanation

You should run the net start spooler command. This command is used from the command prompt to restart the Printer

Spooler service.

You should not use the net stop spooler command. This command is used to stop the Printer Spooler service, which is

the cause of the problem in this scenario.

You should not access the Services program in Administrative Tools to start the printer spooler because this method

requires more administrative efforts as compared to restarting the print spooler service from the command prompt. You

should not click Start and Run and type services.msc to start the printer spooler service. This method of restarting the

Printer Spooler service requires more administrative effort as compared to restarting the print spooler service from the

command prompt. You can also restart the print spooler service by clicking Start > Control Panel > Administrative Tools

> Services. Then select Print Spooler and click Start.

http://www.techrepublic.com/article/troubleshooting-common-inkjet-printer-problems/
http://computer.howstuffworks.com/inkjet-printer2.htm%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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You should attempt to restart the print spooler service if print jobs show up in the print spooler but no printing is

occurring, after you have verified that the printer is operational.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

For the A+ exam, you should understand the following printer tools:

Maintenance kit – For most printers, the manufacturer suggests replacing some parts at predefined intervals,

usually after a certain number of pages have been printed. For laser printers, this maintenance kit usually includes

a fuser, transfer rollers, pickup rollers, separation rollers, and feed rollers. Resetting or recording the page count is

vital after installing a new maintenance kit to ensure that the parts are replaced at appropriate intervals. Consult the

manufacturer's documentation to obtain details on the maintenance kit process.

Toner vacuum – Toner often contains harmful chemicals if inhaled. Always use a toner vacuum, not a regular

household or office vacuum, to remove any excess or spilled toner. Make sure that the vacuum is electrostatic

discharge (ESD) safe if you plan to use it to vacuum internal components.

Compressed air – Only use compressed air to blow the dust and toner into the printer because toner can be

harmful if inhaled. Using a lint-free cloth to remove dust and excess toner is better than using compressed air.

Printer spooler – This service controls the print queue. Stopping and starting this service can solve many problems,

but keep in mind that stopping the spooler causes all print jobs to be deleted. Using the net stop spooler and net

start spooler commands is an alternative to using the Services console to stop and start the service.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

A user complains that the image on his monitor flickers a lot. This flickering occurs no matter which application the user

has opened. What should you do?

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Configure the video card driver to use a lower refresh rate.

Replace the monitor.

Configure the video card driver to use a higher refresh rate.

Upgrade the video card drivers.

Explanation

You should configure the video card driver to use a higher refresh rate. Using a refresh rate that is too low can often

cause image flickering on your monitor.

You should not replace the monitor. In this instance, there is nothing wrong with your monitor. The computer is just not

configured to send the appropriate video signal to your monitor. However, if the video is blurry or if the monitor will not

turn on at all, you will need to replace the monitor. If you ever suspect that a monitor is the problem, you should replace

the monitor with a known-good monitor to see if the problem still occurs.

You should not configure the video card driver to use a lower refresh rate. This is a possible solution if you have trouble

with the monitor image scrolling, flipping, or wavering.

You should not upgrade the video card drivers. This solution should be used if image artifacts are displayed on the

screen or if the system freezes during a screen image change. You should upgrade the video card drivers using the

newest version published at the manufacturer's website. In addition, if you install a new video card that will only work in

VGA mode but is capable of much higher resolution, you need to upgrade the video card drivers.

If the movement on a display is choppy or slow, you may need to update the driver, video frame rate, or screen refresh

rate.

If you are having a digital-to-analog conversion issue, the display image will shake.

If you upgrade your video card, make sure that that computer supplies enough power to support it or replace the power

supply with one that has a higher capacity. Otherwise, you may experience restarts during movie playback, playing a

video game, and video editing.

Display problems can also be caused by memory issues because the display is dependent upon memory to function

properly. You may have defective memory or insufficient memory if you experience garbled images, strange colors, and

cursor trails.

For the A+ exam, you need to understand how to troubleshoot the following video and display symptoms:

VGA mode – This symptom is usually caused when a video card is configured for higher resolution than the

monitor supports or when an incompatible device driver is installed. If it is a resolution issue, you will need to lower

the resolution settings to one supported by the monitor. If it is a driver issue, you will need to download and install

the latest device driver for the installed video card. VGA mode is referred to as low resolution in Windows Vista and

Windows 7.

No image on screen – This problem is usually caused by a dead monitor or no signal being received from the

computer. First, you should try the obvious by making sure that the monitor is plugged in to the wall outlet and



turned on. Then you should make sure that the monitor is properly connected to the computer. If the problem still

exists, replace the existing monitor with a known-good monitor. If this does not fix the problem, replace the video

card with a known-good video adapter.

Overheat shutdown – If the video card is overheating, the image on the display may appear garbled or flicker. It

may even stop operation all together. Once it cools, the display will work again. Often, cleaning out the inside of the

computer case will remove the debris that is causing the overheating. Also, make sure that all internal fans are

operational and fully functional. If problems persists, you should replace the adapter with a known-good card. If the

monitor is overheating, you will likely need to replace the monitor because repairs to monitors should only be done

by properly trained technicians.

Dead pixels – Two types of pixel issues exist: stuck pixels or dead pixels. Stuck pixels have a fixed color and never

change. Dead pixels are black. While the monitor can be repaired, only trained technicians should work on

monitors. Replace the monitor with a known-good unit. If the monitor is under warranty, you should contact the

manufacturer.

Artifacts – While this visual abnormality can be caused by any hardware component in the computer that causes

data corruption, it is most often caused by the video card. Replace the video card with a known-good card.

Color patterns incorrect – If the display is fine when the computer first boots but has problems after Windows loads,

the problem is probably with the display settings configured in the operating system. If the display has color

problems from the start of booting, you have a hardware problem. Test each component, including cabling, monitor,

and video, one at a time until you discover which component is causing the problem.

Dim image – This problem is usually caused by the brightness setting on the monitor. If changing the brightness

setting does not fix this issue, there are different steps to take, depending on which type of monitor you have. If you

have a CRT monitor, the monitor is probably dying and should be replaced. If you have an LCD monitor, the

backlight is probably going bad. The backlight can be replaced without replacing the entire monitor.

Flickering image – For this problem, make sure that all your cables are seated properly. If that does not fix the

issue, replace the cables. Finally, this problem can be caused if the refresh rate is not compatible with the high

resolution. Increase the refresh rate.

Distorted image – This is usually caused by power issues. Replace the power cable. If that does not help, plug the

monitor into another outlet. If the problem persists, you may need to contact building maintenance or electrical

professionals because it could be an electrical issue in the office or building.

Distorted geometry – If the picture displayed on a monitor has a curvature to the left and right edges, you need to

adjust the geometry settings built into the monitor. Pincushion or barrel distortion is not caused by the video card.

Burn-in – This occurs when the same desktop display is left on a monitor long enough to affect the function of the

individual pixels within the monitor's screen. If burn-in occurs, you will have to either replace the monitor or have it

repaired. To prevent burn-in, you should configure all computers to use a screen saver that changes, moves, or

goes completely dim.

Oversized images and icons – This is usually the result of configuring the operating system to use large images

and icons. Depending on the operating system used, you would need to access the display settings and change it

to using normal images and icons. This can also be affected by the resolution used.
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot video, projector, and display issues.

References: 

Troubleshooting Video Cards, http://www.techrepublic.com/article/solutionbase-troubleshooting-video-cards/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.4 Given a scenario, troubleshoot video, projector, and display issues

You have a bootable DVD that includes virus-scanning software. However, when you insert the DVD into a computer's

DVD drive and reboot the computer, the computer still boots normally. What is the problem?

You need to use Safe Mode with Command prompt from the Advanced Boot

Options menu.

You need to change the BIOS boot order.

You need to put the CD into a CD-ROM drive.

You need to use Safe Mode from the Advanced Boot Options menu.

Explanation

You need to change the BIOS boot order. The computer will not boot using the bootable CD because the hard drive has

a higher boot priority than the DVD drive. This can also be a problem if you try to boot using a floppy disk.

BIOS boot order issues were more common when floppy drives were listed as the first boot device. If a non-bootable

floppy were left in the floppy drive at boot time, the computer would display a non-system disk or disk error at startup.

Once the floppy disk was removed from the drive, the computer would boot. Today a CD-ROM or DVD drive is often

listed as the first boot device. This issue can also result from missing or corrupt boot files. If you suspect that this error

is due to boot files being missing or corrupt, you should enable boot logging from the Windows Advanced Menu and

replace the missing or corrupt boot files using the Windows installation media.

You do not need to put the CD into a CD-ROM drive. DVD drives are capable of reading all types of CDs.

You do not need to use Safe Mode or Safe Mode with Command prompt from the Advanced Boot Options menu. This

will not boot the computer using the CD.

If a CD-ROM drive, DVD drive, floppy drive, or tape drive is having problems reading disks or tapes, especially if the

disks or tapes can be read on another computer, you may need to clean the drive.

http://www.techrepublic.com/article/solutionbase-troubleshooting-video-cards/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.

Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making



the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.

Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting
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Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

Change the Boot Order in BIOS, http://pcsupport.about.com/od/fixtheproblem/ss/bootorderchange.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

Your laptop computer, which typically draws 2 amperes (amps) under normal usage, has a rechargeable nickel-

cadmium (NiCad) battery that provides 150 minutes of battery power. Lately, the laptop runs out of power after only 30

minutes of use.

Which actions should you take to extend the time your computer can operate on battery power? (Choose two.)

Perform several cycles of discharging and recharging the battery.

Use a charging device with a higher output voltage.

Run fewer applications while using battery power.

Clean the battery terminals.

Configure APM.

Explanation

You should clean the battery contact terminals, then completely discharge and recharge the battery several times.

Contacts can develop a resistive film that prevents the battery from being fully charged and reduces the voltage

available to the computer. NiCad batteries can develop a memory capacity problem, which prevents them from

delivering their full power capacity. It is often possible to resolve memory capacity problems by forcing a battery through

several discharge/recharge cycles. You should also check the battery pack for damage if its operating life is shorter

than you would expect from its ampere-hour (Ah) rating. The battery described in this scenario should provide 2

amperes for 2.5 hours; therefore, it has an Ah rating of 5.0.

Advanced Power Management (APM) is an application programming interface (API) that Intel and Microsoft developed

to conserve battery power in portable computers. The computer's basic input/output system (BIOS) program can use

APM information to reduce or eliminate the amount of power provided to computer components that are not being

used, such as the monitor or the hard disk. APM must be configured to take advantage of the management features

before any power conservation occurs. Although some APM configuration schemes will reduce the amount of time that

you can use a laptop on battery power, nothing in the scenario suggests that the APM settings have been changed.

Running fewer applications will not address the problem of the battery behavior.

http://pcsupport.about.com/od/fixtheproblem/ss/bootorderchange.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


You should recharge your battery with an approved charger. NiCad batteries can be damaged by overcharging, which

would occur if your charging device's output voltage were too high. NiCad batteries are being replaced by Lithium Ion

(Li-Ion) batteries. NiCad batteries have a much shorter battery life than Li-Ion batteries.

For the A+ exam, you need to be familiar with the following common symptoms for laptops and other mobile devices:

No display -–This is most often caused when the display is dimmed via the controls or when the display has been

sent to the external device. Try changing the screen dimness, or use the appropriate function key to cycle through

the different display options. If neither of these solutions fixes the problem, you could have a failed backlight or

inverter, which are both internal components that will need to be replaced to troubleshoot the problem. For an

iPhone or iPad that has dimmed or turned black, you should press and hold down the Sleep/Wake button and the

Home button simultaneously for at least 10 seconds. This should soon display the Apple logo on the black

background. For Android tablets and smartphones, you must take off the back cover, reseat your battery, and then

charge your phone for a few hours. However, just like the blue screen of death on PC-based devices, Android can

have the same issue. If this is the case, you will have to remove the SIM card and battery and leave them out for 5–

10 seconds. At this point, you need to charge the battery, as well. Finally, sometimes you may have to perform a

hardware factory reset. This process will permanently remove the customer's data from the device. Make sure to

back up all personal data to a computer or to the cloud. To perform a hardware factory reset, you would press and

hold the Volume Up, Power, and Home keys simultaneously and select Factory reset/wipe data using the volume

keys. Then you would press the Power key to start the hardware factory reset.

Dim display – This is most often caused when the display is dimmed. Change the screen dimness to see if this

fixes the problem. Also, you may need to check the switch on the laptop that tells the system that the lid is closed. If

neither of these solutions resolves the problem, either the backlight or inverter could be the cause. Replace each of

these components to troubleshoot the issue. Smartphones and tablets have dim screen controls in the Settings

menu. On an iPhone, you can swipe up the Control Center and change the display. Android devices have apps you

can download for free, such as Screen Dimmer. The dimmer feature is a great way to change the brightness of

your screen and save your battery.

Flickering display – This is usually caused by an incorrect video driver or low screen refresh rate. Update the driver

first. If this does not resolve the problem, consult the display device manufacturer's documentation for the

appropriate refresh rate. Finally, flickering can be caused by loose or bad connections. Check the internal

connections for the display if none of the other solutions works.

Sticking keys – Dust accumulation can cause keys to stick. In addition, most keys have a spring that can wear out.

First, you should try to blow out the keyboard using compressed air. It may also be necessary to clean the

individual keys. In some laptops, keys can be detached for individual cleaning. Be careful when detaching

individual keys because this can damage keyboard components. If this does not fix the problem, replace the

integrated keyboard or purchase an external keyboard. Spilled liquids are most often the cause of sticking keys.

Intermittent wireless – This is usually caused by radio frequency interference (RFI). Research the wireless network

environment. Try to minimize the obstructions between the laptop and the wireless access point. For example,

microwaves and cordless phones can interrupt the flow or signal and cause disturbances to your flow and

connection, so do not place routers near those types of electronics. Also, research the particular frequency in use

on your wireless network to discover if you have deployed any devices that could be causing the problem. You may



need to increase the signal strength on the wireless access point. Finally, the problem could be with the internal

wireless card. Check the internal cable connections for the wireless card if none of the other troubleshooting

techniques has solved the problem.

Battery not charging – If the battery will no longer charge properly, you should totally drain the battery's power to

eliminate the memory effect. If this does not solve the problem, replace the battery with a new one. However, the

A+ number one rule is to always check the connection, so make sure that your plug snuggly fits on the charging

device. Loose or disconnected cables can be frustrating, so do not eliminate that step when troubleshooting.

Ghost cursor/pointer drift – This usually occurs when the track pad is too sensitive. You can change the sensitivity

settings to see if this fixes the problem. If the problem still exists, you should try installing the latest driver for the

touch pad. Finally, you could disable the touch pad and connect an external mouse. You can also search Google

for the Phantom Cursor to troubleshoot various devices.

No power – This is usually caused when you are no longer connected to an external power source and the battery

has been depleted. Make sure that the laptop is plugged in to a functional external power source. Plug the laptop

into a power source and allow the battery to recharge. You may also want to reconfigure the power settings to

ensure that certain devices are not enabled when you are working using battery.

Num Lock indicator lights – To enable or disable the number lock function, you may need to press a single Num

Lock key or use a function key combination. Read the laptop vendor's documentation to learn the appropriate way

to enable and disable the number lock function. If the number lock function is disabled, you will notice that the

cursor moves around when you use the number keys instead of numbers being entered on the screen. If your

keyboard has calculator type keys built in, you will need to enable Num Lock to use the calculator as desired.

No wireless connectivity – This is usually caused when the wireless device has been disabled. Read the laptop

vendor's documentation to learn the appropriate function key combination that can be used to enable/disable

wireless. The device can also be disabled in Device Manager. If neither of these solutions fixes the problem, you

should check the wireless card to make sure that it is seated properly and attached to the antenna. Replacing the

wireless card or antenna may be necessary. For most mobile devices, you simply need to make sure that Wi-Fi is

enabled or turned on. You also may need to make sure that Airplane Mode is turned off. Airplane Mode disables

several features, including WiFi.

No Bluetooth connectivity – This is usually caused when Bluetooth has been disabled. Read the laptop vendor's

documentation to learn the appropriate function key combination that can be used to enable/disable Bluetooth. If

this does not fix the problem, you should check the wireless card to make sure that it is seated properly and

attached to the antenna. Replacing the wireless card or antenna may be necessary. For mobile devices, you

probably only need to make sure that Bluetooth is enabled. As with Wi-Fi, Airplane Mode disables Bluetooth on

most devices.

Cannot display to external monitor – This is most often caused when the display has been sent to the internal. Use

the appropriate function key to cycle through the different display options. If this does not fix the problem, you

should check the cabling to the external monitor. For some displays, you will also need to make sure that that

display device itself is set to the appropriate source.

Touchscreen nonresponsive – This is most often caused by a dirty screen. First, remove any screen protectors and

try to clean the touchscreen. If that does not work, reboot the device. If the problem persists, the screen may need



to be repaired or replaced. Keeping your screens clean, dust-free, and protected will extend the life of your tablet or

laptop screen. Remember that they are very fragile, so you should handle them with care.

Apps not loading – First, you should make sure that your app and the device operating system is updated. Next,

ensure that your firewall isn't configured to block the app. You could then synchronize the license for the app. As a

last resort, try removing and reinstalling the app.

Slow performance – This is usually caused by too many apps running in the background. Stop any unneeded apps

from running. If this does not resolve your issue, reboot the device. Finally, it could be that the drive in your device

is reaching its storage capacity. If that is the case, you will need to remove some data and/or apps and possibly

back up unused files to an external backup device, like a server or an external hard drive.

Unable to decrypt email – This is usually caused by a missing or expired key or certificate. Make sure the

appropriate key or certificate is installed. It may be necessary to restore them from backup. It also could be that the

device is configured to not allow encrypted email. If this is the case, then you need to enable encrypted email.

Extremely short battery life – Always try completely draining and recharging the battery first. If the battery continues

to only have a short life, you need to replace the battery. For mobile devices, you may try changing battery settings

through the Control Panel or Settings.

Overheating – If your mobile device overheats, try removing the protective case that you have it in. Other solutions

are to remove the device from direct sunlight, shut down apps you are not using, or buy a glare screen and turn

down the brightness. Finally, turn your mobile device off or put it in Airplane Mode when not in use.

Frozen system – First, try plugging the mobile device into a power supply. Then you should try to power down or

restart the device the normal way. If that is not possible, then remove the battery for a few seconds. Next, you

should delete the app that is causing the device to freeze. As a last resort, reset the device to the factory defaults.

For an Apple mobile device, another possible solution is to restore the device using iTunes. You can also consult

the manufacturer's website or device documentation on how to reset the device.

No sound from speakers – This is most often caused by the sound being muted or the device being in silent or

vibrate mode. If that does not fix the problem, try adjusting the volume. As a last resort, reboot the device. If you

are using Bluetooth speakers, remove the device through Settings, re-add the speakers, and resync.

GPS not functioning – First, you should ensure that the GPS function is enabled. If that is not the problem, reboot

the device. Then try turning location services off and then back on. Finally, you could perform a GPS reset.

Swollen battery – Swollen batteries are an explosion or leaking hazard and should be replaced immediately.

Swollen batteries are usually found in devices like laptops and mobile devices that use lithium batteries. Batteries

can become swollen due to manufacturing defects or by not using the right charger. Lithium-ion batteries do not like

to be overcharged because there is no place for the gasses in the overheated cells to go. The overheated batteries

expand, swell, and appear warped. Always replace swollen batteries.

When troubleshooting a laptop computer, it may be necessary to draw a diagram of your laptop as you disassemble it

for when you replace internal parts. It is very important that all technicians follow the proper procedure to ensure that

the laptop can be reassembled properly. Always document and label the cable and screw locations for the computer.

Organize and label all the internal parts to ensure that they are replaced properly. When issues arise, always refer to

the manufacturer's documentation or resources. Use the appropriate hand tools during the disassembly/reassembly

process.
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

Battery school, http://www.batteriesnorthwest.com/batteryschool.cfm?TID=2

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

A user contacts you regarding a problem with his laptop's keyboard. Several keys have stopped functioning. This

problem occurs in multiple applications, even after rebooting the computer. What should you have the user do FIRST?

Enable the keyboard in the BIOS.

Clean the keyboard.

Replace the internal keyboard.

Plug in an external keyboard.

Explanation

To ensure that the problem is with the internal keyboard, you should plug in an external keyboard. If the external

keyboard works, you can then proceed to checking the internal keyboard connections and settings. Often, when a user

disconnects the laptop from a docking station, the internal keyboard may not work because the user has never used

the laptop away from the docking station.

Cleaning the keyboard is not the next step. You first need to determine that the keyboard is the problem by connecting

an external keyboard. If you determine that the internal keyboard is the problem, it is most likely that cleaning the

keyboard will not fix the problem. Once components have failed, simply cleaning the component does not usually fix the

problem.

Enabling the keyboard is not the next step. You first need to determine that the keyboard is the problem by connecting

an external keyboard.

You should not replace the internal keyboard until you have first ensured that the keyboard is the problem and checked

all the keyboard's connections and settings.

http://www.batteriesnorthwest.com/batteryschool.cfm?TID=2
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

Laptop Keyboard Not Working? Here's What To Do, http://www.pcmag.com/article2/0,2817,2424402,00.asp

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

You are a desktop administrator for Nutex Corporation. A user reports that he is unable to access network resources.

You notice a break in the network cable. You need to create a new network cable to connect the computer to the RJ-45

jack in the wall. What should you use to connect the end of the cable to an RJ-45 connector?

Pliers

Time-domain reflectometer

Wire crimper

Optical tester

Explanation

A wire crimper should be used to connect the end of an Ethernet cable to an RJ-45 cable. A time-domain reflectometer

is used to find the point of breakage in cables, such as Ethernet or copper cables. You can also use digital multimeter

to test for breakage in copper cables. An optical tester is a tool used to measure the light signal energy emitted from an

optical cable. You cannot use pliers to connect the end of a cable to an RJ-45 connector. Needle-nose pliers can be

useful if you need to remove a loose screw from inside a computer case.

Another helpful tool is a plastic shim or wedge, which will help you open the plastic case of an LCD screen in a laptop.

Plastic screwdrivers are the best choice when working with computer equipment. Plastic screwdrivers will not conduct

electricity. In addition, you may also need an extension magnet to retrieve dropped screws.

For the A+ exam, you need to understand the following network tools:

Cable tester – Verifies that the cable is functioning properly. Multimeters can also perform this function. A cable

tester, though, is more specialized and can tell you what exactly is wrong with the cable.

http://www.pcmag.com/article2/0,2817,2424402,00.asp
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Loopback plug – Plugs into the network port and verifies that the network port is functioning properly

Punch-down tool – Secures cable to patch panel

Toner generator and probe – Locates the correct cable coming into a patch panel. These are two-piece units that

are referred to as a Fox and Hound.

Wire strippers – Prepares the end of the cable for a connector

Crimper – Attaches a connector to the cable

Wireless locator – Locates wireless networks in your vicinity. Many of them will also display the signal level and the

SSID of the wireless networks. Finally, some will even display more detailed information like channel used, location

of the wireless network, and a map of the wireless network showing connected devices.

For the A+ exam, you need to understand the following command-line tools:

Ping – Uses ICMP to test connectivity between two devices

Ipconfig/ifconfig – Displays the TCP/IP configuration of a device. You should be familiar with its switches, including

the /all, /release, /registerdns, /renew, and /flushdns switches. The ifconfig is the Unix/Linux equivalent of ipconfig.

Tracert – Traces the path a packet traverses through a network. It displays the name and IP address of every single

device through which the packet passes.

Netstat – Displays what ports are listening on a TCP/IP device

Nbtstat – Displays NetBIOS information

Net – A powerful Windows command. The net use subcommand allows you to view what is currently shared.

Research the various ways you can use the net command.

Netdom – Joins a computer to a Windows domain, manages computer accounts on a Windows domain, and

establishes trust relationships between Windows domains. It is available by default with Windows 8 and later.

Nslookup – Queries the Domain Name System (DNS) to obtain domain name or IP address mapping or for any

other specific DNS record.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Crimping tool, https://www.computerhope.com/jargon/c/crimp.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

https://www.computerhope.com/jargon/c/crimp.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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A computer receives a parity check error message. Which component should you check first?

Hard drive

Motherboard

Video card

Memory

Explanation

You should first check the memory. A parity check error can be caused by the computer's RAM, motherboard, memory,

or a hardware adapter on the computer.

You should not check the hard drive, motherboard, or video card until after you have checked the memory.

The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.

Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.



Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.

Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and
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software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

NMI Parity Check Memory Parity Error, http://www.tech-faq.com/nmi-parity-check-memory-parity-error.html

Power Supply Troubleshooting, http://geekscomputer.blogspot.com/2008/07/power-supply-troubleshooting.html

A user reports that his dot matrix printer is printing dark and clear on the left side of the paper but that the print is very

light on the right side of the paper. What should you do to correct this problem with the printer?

Align the print head.

Adjust the transfer roller.

Clean the ink nozzle.

Replace the ribbon.

Adjust the platen

Clear debris from the tractor feed.

Explanation

Dot matrix printers use a platen (rubberized roller) to hold the paper in place and to help advance the continuous paper

on which it prints. If the platen does not hold the paper evenly, the print will appear lighter as you move across the

page. Adjusting the platen usually solves the problem. Although laser and inkjet printers have largely replaced dot

matrix printers, dot matrix remains the choice of commercial applications where continuous feed and multipart forms

are required. This is because dot matrix printers can print at very high speed, and they use an impact method of

http://www.tech-faq.com/nmi-parity-check-memory-parity-error.html
http://geekscomputer.blogspot.com/2008/07/power-supply-troubleshooting.html
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printing that allows copies of the form to be created as the original prints. Laser and inkjet printing technologies do not

impact the paper, so you must create a second copy when required.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

The astronomical cost of misused dot matrix printers, http://www.techrepublic.com/article/the-astronomical-cost-of-

misused-dot-matrix-printers/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

A manager in your company has read about the memory effect and notebook computers. You are explaining to him

how the memory effect works. Which component is affected by memory effect?

Processor

Hard drive

Battery

Memory

Explanation

A notebook computer's battery is affected by the memory effect. Only Nickel Cadmium (NiCad) batteries are

susceptible to this condition. This effect describes a problem in which a NiCad battery remembers how full it was during

its last use and will not charge beyond that level. Other notebook computer batteries, including Lithium Ion (Li-Ion) and

Nickel Metal-Hydride (NiMH), do not have this problem.

The other components listed are not affected by memory effect.

http://www.techrepublic.com/article/the-astronomical-cost-of-misused-dot-matrix-printers/
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For the A+ exam, you need to be familiar with the following common symptoms for laptops and other mobile devices:

No display -–This is most often caused when the display is dimmed via the controls or when the display has been

sent to the external device. Try changing the screen dimness, or use the appropriate function key to cycle through

the different display options. If neither of these solutions fixes the problem, you could have a failed backlight or

inverter, which are both internal components that will need to be replaced to troubleshoot the problem. For an

iPhone or iPad that has dimmed or turned black, you should press and hold down the Sleep/Wake button and the

Home button simultaneously for at least 10 seconds. This should soon display the Apple logo on the black

background. For Android tablets and smartphones, you must take off the back cover, reseat your battery, and then

charge your phone for a few hours. However, just like the blue screen of death on PC-based devices, Android can

have the same issue. If this is the case, you will have to remove the SIM card and battery and leave them out for 5–

10 seconds. At this point, you need to charge the battery, as well. Finally, sometimes you may have to perform a

hardware factory reset. This process will permanently remove the customer's data from the device. Make sure to

back up all personal data to a computer or to the cloud. To perform a hardware factory reset, you would press and

hold the Volume Up, Power, and Home keys simultaneously and select Factory reset/wipe data using the volume

keys. Then you would press the Power key to start the hardware factory reset.

Dim display – This is most often caused when the display is dimmed. Change the screen dimness to see if this

fixes the problem. Also, you may need to check the switch on the laptop that tells the system that the lid is closed. If

neither of these solutions resolves the problem, either the backlight or inverter could be the cause. Replace each of

these components to troubleshoot the issue. Smartphones and tablets have dim screen controls in the Settings

menu. On an iPhone, you can swipe up the Control Center and change the display. Android devices have apps you

can download for free, such as Screen Dimmer. The dimmer feature is a great way to change the brightness of

your screen and save your battery.

Flickering display – This is usually caused by an incorrect video driver or low screen refresh rate. Update the driver

first. If this does not resolve the problem, consult the display device manufacturer's documentation for the

appropriate refresh rate. Finally, flickering can be caused by loose or bad connections. Check the internal

connections for the display if none of the other solutions works.

Sticking keys – Dust accumulation can cause keys to stick. In addition, most keys have a spring that can wear out.

First, you should try to blow out the keyboard using compressed air. It may also be necessary to clean the

individual keys. In some laptops, keys can be detached for individual cleaning. Be careful when detaching

individual keys because this can damage keyboard components. If this does not fix the problem, replace the

integrated keyboard or purchase an external keyboard. Spilled liquids are most often the cause of sticking keys.

Intermittent wireless – This is usually caused by radio frequency interference (RFI). Research the wireless network

environment. Try to minimize the obstructions between the laptop and the wireless access point. For example,

microwaves and cordless phones can interrupt the flow or signal and cause disturbances to your flow and

connection, so do not place routers near those types of electronics. Also, research the particular frequency in use

on your wireless network to discover if you have deployed any devices that could be causing the problem. You may

need to increase the signal strength on the wireless access point. Finally, the problem could be with the internal

wireless card. Check the internal cable connections for the wireless card if none of the other troubleshooting

techniques has solved the problem.



Battery not charging – If the battery will no longer charge properly, you should totally drain the battery's power to

eliminate the memory effect. If this does not solve the problem, replace the battery with a new one. However, the

A+ number one rule is to always check the connection, so make sure that your plug snuggly fits on the charging

device. Loose or disconnected cables can be frustrating, so do not eliminate that step when troubleshooting.

Ghost cursor/pointer drift – This usually occurs when the track pad is too sensitive. You can change the sensitivity

settings to see if this fixes the problem. If the problem still exists, you should try installing the latest driver for the

touch pad. Finally, you could disable the touch pad and connect an external mouse. You can also search Google

for the Phantom Cursor to troubleshoot various devices.

No power – This is usually caused when you are no longer connected to an external power source and the battery

has been depleted. Make sure that the laptop is plugged in to a functional external power source. Plug the laptop

into a power source and allow the battery to recharge. You may also want to reconfigure the power settings to

ensure that certain devices are not enabled when you are working using battery.

Num Lock indicator lights – To enable or disable the number lock function, you may need to press a single Num

Lock key or use a function key combination. Read the laptop vendor's documentation to learn the appropriate way

to enable and disable the number lock function. If the Num Lock key is disabled, you will notice that the cursor

moves around when you use the number keys instead of numbers being entered on the screen. If your keyboard

has calculator type keys built in, you will need to enable Num Lock to use the calculator as desired.

No wireless connectivity – This is usually caused when the wireless device has been disabled. Read the laptop

vendor's documentation to learn the appropriate function key combination that can be used to enable/disable

wireless. The device can also be disabled in Device Manager. If neither of these solutions fixes the problem, you

should check the wireless card to make sure that it is seated properly and attached to the antenna. Replacing the

wireless card or antenna may be necessary. For most mobile devices, you simply need to make sure that Wi-Fi is

enabled or turned on. You also may need to make sure that Airplane Mode is turned off. Airplane Mode disables

several features, including WiFi.

No Bluetooth connectivity – This is usually caused when Bluetooth has been disabled. Read the laptop vendor's

documentation to learn the appropriate function key combination that can be used to enable/disable Bluetooth. If

this does not fix the problem, you should check the wireless card to make sure that it is seated properly and

attached to the antenna. Replacing the wireless card or antenna may be necessary. For mobile devices, you

probably only need to make sure that Bluetooth is enabled. As with Wi-Fi, Airplane Mode disables Bluetooth on

most devices.

Cannot display to external monitor – This is most often caused when the display has been sent to the internal. Use

the appropriate function key to cycle through the different display options. If this does not fix the problem, you

should check the cabling to the external monitor. For some displays, you will also need to make sure that that

display device itself is set to the appropriate source.

Touchscreen nonresponsive – This is most often caused by a dirty screen. First, remove any screen protectors and

try to clean the touchscreen. If that does not work, reboot the device. If the problem persists, the screen may need

to be repaired or replaced. Keeping your screens clean, dust-free, and protected will extend the life of your tablet or

laptop screen. Remember that they are very fragile, so you should handle them with care.

Apps not loading – First, you should make sure that your app and the device operating system is updated. Next,

ensure that your firewall isn't configured to block the app. You could then synchronize the license for the app. As a



last resort, try removing and reinstalling the app.

Slow performance – This is usually caused by too many apps running in the background. Stop any unneeded apps

from running. If this does not resolve your issue, reboot the device. Finally, it could be that the drive in your device

is reaching its storage capacity. If that is the case, you will need to remove some data and/or apps and possibly

back up unused files to an external backup device, like a server or an external hard drive.

Unable to decrypt email – This is usually caused by a missing or expired key or certificate. Make sure the

appropriate key or certificate is installed. It may be necessary to restore them from backup. It also could be that the

device is configured to not allow encrypted email. If this is the case, then you need to enable encrypted email.

Extremely short battery life – Always try completely draining and recharging the battery first. If the battery continues

to only have a short life, you need to replace the battery. For mobile devices, you may try changing battery settings

through the Control Panel or Settings.

Overheating – If your mobile device overheats, try removing the protective case that you have it in. Other solutions

are to remove the device from direct sunlight, shut down apps you are not using, or buy a glare screen and turn

down the brightness. Finally, turn your mobile device off or put it in Airplane Mode when not in use.

Frozen system – First, try plugging the mobile device into a power supply. Then you should try to power down or

restart the device the normal way. If that is not possible, then remove the battery for a few seconds. Next, you

should delete the app that is causing the device to freeze. As a last resort, reset the device to the factory defaults.

For an Apple mobile device, another possible solution is to restore the device using iTunes. You can also consult

the manufacturer's website or device documentation on how to reset the device.

No sound from speakers – This is most often caused by the sound being muted or the device being in silent or

vibrate mode. If that does not fix the problem, try adjusting the volume. As a last resort, reboot the device. If you

are using Bluetooth speakers, remove the device through Settings, re-add the speakers, and resync.

GPS not functioning – First, you should ensure that the GPS function is enabled. If that is not the problem, reboot

the device. Then try turning location services off and then back on. Finally, you could perform a GPS reset.

Swollen battery – Swollen batteries are an explosion or leaking hazard and should be replaced immediately.

Swollen batteries are usually found in devices like laptops and mobile devices that use lithium batteries. Batteries

can become swollen due to manufacturing defects or by not using the right charger. Lithium-ion batteries do not like

to be overcharged because there is no place for the gasses in the overheated cells to go. The overheated batteries

expand, swell, and appear warped. Always replace swollen batteries.

When troubleshooting a laptop computer, it may be necessary to draw a diagram of your laptop as you disassemble it

for when you replace internal parts. It is very important that all technicians follow the proper procedure to ensure that

the laptop can be reassembled properly. Always document and label the cable and screw locations for the computer.

Organize and label all the internal parts to ensure that they are replaced properly. When issues arise, always refer to

the manufacturer's documentation or resources. Use the appropriate hand tools during the disassembly/reassembly

process.

Objective: 
Hardware and Network Troubleshooting
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Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

Memory Effect: What it is and what you can do about it, http://www.zbattery.com/memoryeffect-pf.html

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

While performing routine maintenance for a customer, you hear a grinding noise coming from inside the computer case.

Which component should you suggest the customer replace?

Hard drive

Power supply

Sound card

Keyboard

Explanation

The hard drive should be replaced as soon as possible. Grinding or clicking noises coming from inside a computer case

are usually the result of physical problems with a hard drive. Because loud noises can also be caused by other

components, you first need to confirm that the noise is coming from the hard drive. If you have confirmed this,

completing a backup of your data should be your first priority. Then replace the hard drive, and restore the data from

the backup.

None of the other components is the cause of the problem.

The power supply should be replaced if you have problems powering your computer or if the fan within the power

supply quits working. The keyboard should be replaced if keys quit working. The sound card should be replaced if you

cannot play any sounds, but only after you troubleshoot other components of the sound system, including cabling,

volume levels, and speakers.

Other noise may be emitted from your computer. Hard drives and the PC or CPU fan are most often the causes of the

noises. PC or CPU fans usually cause a steady ticking or clicking noise.

For the A+ exam, you need to be familiar with the following hard drive symptoms and how to fix them:

Read/write failure – This is usually caused by damaged sectors on the hard drive or by hard drive failure. Run the

chkdsk command to scan the drive for damaged sectors. If the hard drive has completely failed, you will need to

http://www.zbattery.com/memoryeffect-pf.html
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replace the drive and restore the data from backup.

Slow performance – This can be caused by memory or hard drive. If you do not have enough memory, there will be

excessive paging. In this case, add more memory. If you think the hard drive itself is causing the performance

issue, check the hard drive to see if it has sufficient free space. If it does not, you need to add more hard drives to

your computer. If it has sufficient free space, the performance issue could be caused by fragmented files. Run the

defrag utility to defragment the hard drive and increase hard drive performance.

Loud clicking noise – This often occurs right before the hard drive dies. Because loud noises can also be caused by

other components, you first need to confirm that the noise is coming from the hard drive. If you have confirmed this,

completing a backup of your data should be your first priority. Then replace the hard drive and restore the data from

the backup.

Failure to boot – This problem can be caused by many different issues. If the system cannot locate the boot files, it

cannot boot. If you suspect this is the problem, you should ensure that your BIOS is set to boot from the drive

where the boot files reside. Also, it may be necessary to check the BOOT.INI file to ensure that the partition

information is entered correctly. Finally, you may have to repair corrupted boot files. You should use the Recovery

Console to repair corrupt system files. Finally, check to make sure that the connections to your hard drive are still

intact. If you receive any Self-Monitoring, Analysis, and Reporting Technology (S.M.A.R.T.) errors, research the

specific error you receive to find out what you need to do.

Drive not recognized – This usually involves either an incorrect master/slave setting or the inability of the BIOS or

operating system to recognize the drive. Check to make sure that the master/slave jumpers are configured

appropriately. Check the BIOS to make sure that the disk parameters are configured appropriately. Finally, you

made need to install the appropriate drivers for the operating system. This may require that you obtain the third-

party drivers from the hard drive vendor. In legacy systems that do not support drives higher than 504 MB, you may

need to implement logical bus addressing (LBA).

OS not found – This usually is a software issue where the boot sector cannot be located. Reboot the computer into

the Recovery Console and repair the operating system.

RAID not found – If hardware RAID is implemented in the computer, the problem is usually with the RAID controller.

Check the controller and replace as necessary. If software RAID is implemented, make sure that the BIOS is set to

RAID. You should also check all RAID connections. Finally, test the individual RAID drives. If one of the drives has

failed, replace it and restore the data.

RAID stops working – This is usually caused by the failure of a single hard drive in the RAID array. You need to

determine which hard drive has failed and replace it. If the failed drive is in a RAID-1 or RAID-5 array, the array will

continue to operate, but performance will be degraded until the failed hard drive is replaced. Use the RAID setup

program to set the RAID configuration back up.

Proprietary crash screens (BSOD/pin wheel) – If a BSOD occurs after you install a new hard drive or new drivers,

you should immediately suspect the hard drive as the cause. Remove the hard drive or roll back its driver to

troubleshoot the BSOD. If the BSOD no longer occurs, you should then research the change you made to discover

if there is a known issue with the hard drive or driver. Make sure that you only remove one hard drive or roll back

one driver at a time to help determine the true cause of the BSOD. Pinwheel errors are Apple computers equivalent

to BSOD. Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in

applications, event processing issues, and virtual memory issues.
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S.M.A.R.T. errors – Self Monitoring Analysis and Reporting Technology (S.M.A.R.T.) performs a quick analysis of

the hard drive for problems during system boot up. It reports on such hard drive parameters as read error rate,

throughput performance, and seek error rate. The main purpose of using S.M.A.R.T. is to ensure that you receive

warnings prior to a complete drive failure so that the drive can be replaced before complete failure.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot hard drives and RAID arrays.

References: 

What Should I Do for a Noisy Disk Drive, http://knowledge.seagate.com/articles/en_US/FAQ/193731en?language=en-

us

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.3 Given a scenario, troubleshoot hard drives and RAID arrays

Your department's laser printer recently began printing a vertical black line near the edge of every printed page. What

should you do to resolve the problem?

Clean the transfer corona.

Replace the toner cartridge.

Replace the fuser.

Add memory.

Explanation

When a toner cartridge approaches depletion, the laser printer may begin to print a black line on the side of each page.

Toner, the laser printer equivalent of ink, is a fine powdery mixture of pigment typically made from iron or carbon and an

easily melted polymer or wax binder. Another cause of vertical black lines is a scratch on the drum; in this case, you

would still replace the toner cartridge, because the cartridge contains the drum. Extra black lines can also be caused by

excessive toner on the drum. If this is the case, routine maintenance should be performed on the printer. Adding

memory may be appropriate in cases where pages or portions of pages are missing content and are rendered as blank

areas by the printer.

Additional memory may also be needed if certain types of graphic-intensive documents will not print. Blank areas are

associated with complex graphics or other memory-intensive printing tasks that exceed the printer's memory buffer

http://knowledge.seagate.com/articles/en_US/FAQ/193731en?language=en-us
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capabilities. Insufficient memory can also cause the print job to take a long time. Insufficient memory can result in a "out

of memory" printer error. A printer's buffer is the area of the printer where documents are stored until they are printed.

For laser printers, this area is actually located in the printer. For other types of printers, such as inkjet and dot matrix

printers, the printer buffer is located on the computer from which the print job was sent. This buffer can store multiple

documents, depending on the document size as compared with the buffer size.

If a laser printer produces accurate images that tend to smear easily, then the fuser assembly may need repair or

replacement. A laser printer's fuser contains two rollers that use heat and pressure to fuse an image onto paper. If the

fuser subsystem fails to heat or provide proper pressure, then toner will merely rest on the surface of printed pages and

be easily smeared. Sometimes the problem is a blown fuse, which should be replaced. If the replacement fuse blows

immediately, then the fuser itself probably needs to be replaced. Any error messages that indicate problems with a

fuser will require replacement of the entire fuser unit.

If laser printer output is faded or indistinct, then the transfer corona may need cleaning or replacing. The transfer

corona places an electrostatic charge on the paper, which attracts the toner from the photosensitive drum onto the

paper. A dirty corona wire cannot place sufficient charge onto the paper for a complete transfer to take place.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

The inner workings of laser printers and how to troubleshoot them, http://www.techrepublic.com/article/the-inner-

workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You are the desktop administrator for your company and maintain all the computers in your organization. To properly

upgrade one of the computers, you must upgrade the motherboard. While upgrading this computer, you should choose

http://www.techrepublic.com/article/the-inner-workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/
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the appropriate form factor that is suitable for the motherboard of the existing computer. Which two specifications

should you consider while selecting the appropriate form factor? (Choose two.)

Supported amount of memory

Power supply

Physical size

Number of PCI slots

Explanation

Form factor largely defines the physical size and the power supply supported on a motherboard. Each type of form

factor will have a standard physical size for the motherboard. There may be deviations from the standard size of a

motherboard for motherboards made by certain manufacturers, but the physical size of the motherboard is largely

defined in the form factor specifications. The power supply supported by a particular form factor may not be supported

by another form factor of the motherboard. For example, there is a difference in the power supply used for PIII and PIV

motherboards. The power supply connectors that connect to the motherboard are different in size, shape, and power

ratings.

Other factors, such as the placement of mounting holes and the physical layout of the motherboard, should also be

considered when deciding on a form factor for a motherboard. Some of the form factors are AT, Baby AT, micro-ATX,

mini-ATX, and Balanced Technology Extended (BTX). The number of PCI slots and the amount of memory supported

on the motherboard are not considered as part of the form factor. Typically, a specific type of form factor will have a

specified number of PCI slots. In the same form factor, the numbers of PCI slots on the motherboard typically do not

differ even if the vendor is different. The support for memory is not driven by the form factor but by the architecture and

technology used to design the motherboard. If you are replacing a motherboard, you need to discern if the motherboard

you are replacing has any integrated components, such as an integrated video adapter, wireless adapter, or network

interface card. If so, you either need to ensure that the new motherboard also has the integrated adapters or you will

need to purchase separate adapter cards for these functions. In addition, replacing a motherboard may also require

you to install different hardware drivers.

You also need to confirm the central processing unit (CPU) socket to ensure that the new motherboard will accept the

CPU.

Make sure that you document the screw locations before you remove a motherboard. This will ensure that you place

screws in the proper position to connect to new motherboard to the case.

After you physically install a new motherboard, you should install the chipset driver and the hardware drivers.

Objective: 
Hardware and Network Troubleshooting
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Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

How to Choose a Motherboard?, https://www.tomshardware.com/reviews/motherboard-buying-guide,5682.html

A user from the accounting department has contacted you regarding problems with a dot matrix printer. When you

examine the output from the printer, several letters have missing dots from the page. What should you do?

Replace the ribbon.

Print a test page.

Clean the print head.

Replace the print head.

Explanation

You should replace the print head. Over time, the pins on the print head can become clogged or bent. It is best to

replace the print head in this situation.

You should not replace the ribbon. When a ribbon ages over time, the print output becomes fainter. Ribbon issues do

not affect the individual letter quality.

You should not clean the print head unless the printer manufacturer suggests this. Most dot matrix printer

manufacturers do NOT suggest cleaning the print head because it comes into contact with the ribbon. It is usually

easier and cheaper just to replace the print head.

You should not print a test page. This will not clear up the print quality issue you are experiencing.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.
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Question #60 of 110 Question ID: 1192032

✗ A)

✓ B)

✗ C)

✗ D)

References: 

Troubleshoot common dot matrix printer problems with these techniques,

http://www.techrepublic.com/article/troubleshoot-common-dot-matrix-printer-problems-with-these-techniques/5034829/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

George, a user, is having trouble connecting to network resources, including shared folders on the local network and

Internet resources. Yesterday, he was able to connect with no problems. You need to ensure that he can connect to

these resources. Which tool should you use FIRST?

Control Panel

ipconfig

My Network Places

Device Manager

Explanation

You should first use ipconfig to start the troubleshooting process. Because he could connect to the resources

yesterday, it is most likely that the TCP/IP configuration is incorrect. The ipconfig tool will display the TCP/IP settings.

Device Manager should be used to view the status and configuration of hardware devices. My Network Places can be

used to browse for network resources. In this scenario, you need to discover why the user cannot access resources.

Using My Network Places, you would not be able to discover the cause of or fix the problem.

Control Panel is used to manage Windows operating system devices and settings. You can use it to install and

configure devices and applications.

For the A+ exam, you need to understand the following command-line tools:

Ping – Uses ICMP to test connectivity between two devices

Ipconfig/ifconfig – Displays the TCP/IP configuration of a device. You should be familiar with its switches, including

the /all, /release, /registerdns, /renew, and /flushdns switches. The ifconfig is the Unix/Linux equivalent of ipconfig.

Tracert – Traces the path a packet traverses through a network. It displays the name and IP address of every single

device through which the packet passes.

Netstat – Displays what ports are listening on a TCP/IP device

Nbtstat – Displays NetBIOS information

Net – A powerful Windows command. The net use subcommand allows you to view what is currently shared.

Research the various ways you can use the net command.

http://www.techrepublic.com/article/troubleshoot-common-dot-matrix-printer-problems-with-these-techniques/5034829/
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Netdom – Joins a computer to a Windows domain, manages computer accounts on a Windows domain, and

establishes trust relationships between Windows domains. It is available by default with Windows 8 and later.

Nslookup – Queries the Domain Name System (DNS) to obtain domain name or IP address mapping or for any

other specific DNS record.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You are teaching a one-week computer repair class. Early Monday morning, you discover that a student from the

previous week protected his computer with a BIOS startup password, and you are unable to contact the student to

obtain the password. This week's class starts in one hour, and all seats are taken. What should you do to make the

computer available to a student in this week's class?

Use your Windows Administrator password.

Use a system board jumper.

Remove the CMOS battery.

Replace the CMOS chip.

Replace the system board.

Explanation

Some system boards include a jumper that allows only the complementary metal-oxide semiconductor (CMOS)

password and no other CMOS settings to be cleared. Removing the computer's CMOS battery would clear all CMOS

settings, including the password; after replacing the battery, you would have to reconfigure the necessary CMOS

settings.

Replacing the CMOS chip is usually impractical because you should use an exact replacement chip to ensure

compatibility, and most CMOS chips are soldered to the system board.

Replacing the system board is a time-consuming task and requires that you have a spare board readily available.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Removing the CMOS battery may require a considerable amount of time to accomplish because some CMOS random

access memory (RAM) integrated circuits can retain their settings for several hours. In addition, some CMOS batteries

are soldered to the motherboard.

System board and basic input/output system (BIOS) security issues have led manufacturers to create a two-tier

password approach. One password, sometimes referred to as the setup or supervisor password, allows access to the

CMOS setup. The second password, sometimes referred to as the startup or user password, allows access to the

computer after a successful startup. Computer BIOS programs require the password before allowing the CMOS setup

program to be invoked.

The Windows Administrator password is an operating system password, not a CMOS password. Forcing a CMOS

mismatch error, for example, by removing a memory module and restarting the computer, may also allow for an

immediate resolution of this problem. When a computer's power-on self-test (POST) program finds devices attached to

a computer that is not recorded in the computer's CMOS, the computer's POST program generates CMOS mismatch

errors. Similarly, when existing physical components are recorded in CMOS but with settings different from those of

corresponding physical devices attached to the computer, CMOS mismatch errors are also generated by the POST

program. Sometimes when a computer displays mismatch error messages at startup, it will allow you to enter the

CMOS setup program by pressing a keyboard function key. This approach will allow you to disable the password and

leave other CMOS settings intact.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

How do I reset a BIOS password?, http://www.tech-faq.com/reset-bios-password.shtml

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

You are using the ipconfig tool to troubleshoot a problem with a wireless host. The results are as follows:

Ethernet adapter address: 00-10-4B-DE-F5-D8 

IP address: 192.168.1.40 

Subnet mask: 255.255.255.0 

Default gateway: 0.0.0.0.

http://www.tech-faq.com/reset-bios-password.shtml
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You can access services on the local network from the host, but you cannot access the Internet.

What is the most likely cause of the problem?

Incorrect IP address

Missing default gateway

Incorrect subnet mask

Invalid Ethernet adapter

Explanation

A default gateway must be specified for a host for it to connect to hosts outside the local network. This address is the

address of the router interface on the local segment that forwards data to other networks. On small networks, the

default gateway is the address of the router that connects the local network to the Internet.

From the output of the ipconfig utility, you can see that no default gateway is configured for the host. You must

configure the proper default gateway for the host. This can be done manually or using DHCP to automatically assign

the appropriate addressing information.

The IP address, subnet mask, and Ethernet adapter address are all valid in this scenario. The subnet mask is used to

assign a computer to a specific network segment. The IP address identifies the computer on the network.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.
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Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Network Troubleshooting Guide, http://support.3com.com/infodeli/tools/netmgt/tncsunix/product/091500/c1ovrvw.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You are the network administrator for your company. A user reports that he cannot access network resources from his

computer. He was able to access the resources yesterday.

While troubleshooting his computer, you find that his computer is issued an Automatic Private IP Addressing (APIPA)

address. All the network equipment in the user's computer is functioning properly because you are able to access the

user's computer from a remote computer. What is most likely the problem?

http://support.3com.com/infodeli/tools/netmgt/tncsunix/product/091500/c1ovrvw.htm%C2%A0%C2%A0
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✗ D)

The computer is configured with an alternate IP address.

The DHCP server is down.

The computer is configured with a static IP address.

The DNS server is down.

Explanation

An APIPA address is only assigned to a computer when the computer is configured to obtain an IP address

automatically and the DHCP server is unreachable. A DHCP client is leased an IP address from the DHCP server for a

set duration. The client attempts to renew the lease after a preconfigured duration. If the lease expires and is not

renewed, the client will no longer be able to use the original leased address. DHCP addresses are not static and can

change. Clients are configured to use DHCP when the Obtain an IP address automatically option is selected.

The computer is not configured with an alternate IP address. An alternate IP address is configured on the Alternate

Configuration tab of the TCP/IP properties. An alternate IP address is used when you need a client to use an IP

address only in certain situations. For example, you could configure the computer to obtain a DHCP address and then

configure the Alternate Configuration tab with a static IP address that the user accesses when the DHCP server is

unavailable.

The computer is not configured with a static IP address. An APIPA address is not a static address.

The DNS server is not down. DNS is not involved in the IP address assignment process.

Several reasons why the computer could be unable to contact the DHCP server are as follows:

The DHCP server is down.

The network is down.

The computer is no longer connected to the network.

The computer's network adapter is faulty.

An APIPA IP address should never be used in a static IP address configuration.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a



link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems
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✓ E)

Question #65 of 110 Question ID: 1171749

You were recently given an old notebook computer that is missing most of its peripherals and accessories. You need to

obtain the components necessary to allow you to efficiently perform your job both at the office and while traveling. You

would like to purchase as many of the necessary accessories and peripherals as possible from a local computer store,

where your company has an account.

Which accessory or peripheral will you most likely have to obtain directly from the notebook manufacturer because of

its highly proprietary nature?

Modem card

Mouse

Network card

External monitor

Docking station

Explanation

A docking station is a desktop device to which you can attach (dock) your portable computer when you are at your

home or office. Docking stations typically provide a power connection, keyboard, mouse, input and output ports, and a

jack for an external monitor. This provides a more comfortable work environment for the user when working at a home

or office, without having to maintain separate desktop systems.

The drawback to docking stations is that they are highly proprietary devices. Most are only designed to work with

specific computer models. The connectors, for example the power, monitor, and keyboard, are the same, but the

location of the connectors is specific to the laptop model.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures
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A user has been using his desktop computer on a daily basis for over a year now. Today, when he starts his computer,

he notices that the computer does not power on. You have been dispatched to troubleshoot this problem.

What could be the reason for this?

The hard disk has crashed.

The power supply is bad.

The memory is faulty.

The CPU is overheated.

Explanation

The most likely reason for this problem is a bad power supply. A power supply unit (PSU) provides power to the

computer. If the power supply is faulty, it will not provide the necessary power voltage, and the computer will not power

up. This problem could also be caused by the power cord not being connected to the power source properly or by the

power strip or surge protector being powered down. Technicians should always check for the most obvious problems

first. However, in this case, checking the power cable or surge protector was not an option.

Faulty memory does not stop the computer from powering on. You would receive a string of beeps during the boot

process or an error message in case of faulty memory.

An overheated CPU will cause the computer to reboot randomly. An overheated CPU can be caused by a bad heat sink

or a faulty fan attached to the CPU. An overheating CPU does not prevent the computer from being powered on.

A crashed hard disk does not prevent the system from being powered on. The hard disk is a storage device that retains

data even when there is no power. You will receive an error message if the hard disk has crashed, but the computer will

still be powered on. If the hard drive starts making a grinding noise or giving off a burnt odor, you should replace the

drive before it crashes completely.

You can also experience power supply issues if the devices installed in the computer require more power than the

power supply is capable of providing. If a computer's internal power needs are greater then what the power supply can

provide, you need to upgrade the power supply. If the power supply wattage is too low, the computer will be unable to

boot or internal devices will not function.

Other problems that may be the result of a bad, insufficient, or failing power supply include occasional rebooting,

overheating, electric shock felt on computer case, and the hard drive ceasing to work.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 
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Foner Books, ATX Power Supply Failure Diagnostics, http://www.fonerbooks.com/power.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

You replace a black ink cartridge in your inkjet printer, and now the printouts consist of jagged lines and characters.

What is the first action you should take to resolve the problem?

Remove and reinstall the cartridge.

Print a test page.

Run a printer diagnostics program.

Run a printer alignment program.

Explanation

After you install a new printer cartridge in an inkjet printer, you should run the printer alignment program to align the

inkjet print heads. This should allow the printer to produce clearer output. After you replace an ink cartridge and attempt

to print, you will usually receive a message that recommends the running of the alignment program. You should also

run the alignment program for your printer if you notice at any time that vertical or horizontal lines in your printer output

are not aligned. The jagged printing is due to very small differences between the new and the original cartridges, and

the alignment program is specifically designed to adjust for these differences.

Printing a test page will simply produce more evidence of the need to align the cartridge without actually performing the

alignment.

A diagnostics program is generally used for troubleshooting, whereas an alignment program is generally used for

maintenance.

Removing and reinstalling the cartridge is unlikely to resolve the issue because the position of the new cartridge in the

holder will remain the same.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting
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Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

Troubleshooting common inkjet printer problems, http://www.techrepublic.com/article/troubleshooting-common-inkjet-

printer-problems/

How to Replace an Inkjet Cartridge, http://www.ehow.com/how_2006001_replace-inkjet-cartridge.html

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You want to use Enhanced Intel SpeedStep Technology in a laptop. Which components must support this technology to

use it? (Choose all that apply.)

Operating system

BIOS

Motherboard

Software drivers

Explanation

If you want to use Enhanced Intel SpeedStep Technology in a laptop, the motherboard, BIOS, and operating system

must support SpeedStep. In addition, the chipset and processor must support the technology.

The software drivers do not need to support SpeedStep. Enhanced Intel SpeedStep Technology allows the computer to

dynamically adjust processor voltage and core frequency, which decrease average power consumption and average

heat production.

You disable SpeedStep in the system's BIOS. SpeedStep would prevent a computer from using 100% of the CPU.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 
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CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

You are troubleshooting a connectivity problem on an Ethernet network that contains both NetWare and Windows

servers. A Windows client cannot connect to the Internet or any network resources. However, other computers on the

same subnet as the client can access network resources and the Internet. You issue the ipconfig command at the

workstation and find that the IP address assigned to the system's network adapter is 169.254.184.25 and its subnet

mask 255.255.0.0. This IP network and subnet are different from the IP network and subnet that other computers on

the same segment are using. Which option is the most likely problem?

The computer selected the IP address using APIPA.

The computer obtained the IP address from a DHCP server it found on the

Internet.

The computer obtained the IP address from a NetWare server.

The computer obtained the IP address from a Windows server.

Explanation

Automatic Private IP Addressing (APIPA) is a feature of Windows operating systems that enables a system to

automatically self-assign an IP address when a DHCP server is not available. APIPA acts as a DHCP failover

mechanism, making support easier for small local area networks. APIPA uses the Address Resolution Protocol (ARP)

to select a unique IP address in the reserved address range of 169.254.0.0 to 169.254.255.255 and a subnet mask of

255.255.0.0 when no DHCP server is available. Once the system has assigned itself an IP address, it can

communicate with other devices on the LAN using TCP/IP, provided the devices are either configured for APIPA or

manually set to the correct address range and a subnet mask. The presence of an address in the APIPA range on a

computer is a useful troubleshooting indicator, in that it will tell you that the computer is configured as a DHCP client

and that the client is not able to get an address from the DHCP server for some reason. It could be either that the

DHCP server is down or out of addresses, or it could perhaps indicate that the NIC on the computer is bad or

unplugged.

NetWare and Windows servers do not issue IP addresses to clients unless the DHCP service is running on the server.

If the DCHP services were running and properly configured on one of the servers, the client would have obtained an IP

address in the proper address range. It is unlikely that the client obtained the IP address from a DHCP server it found

on the Internet because firewalls normally restrict DHCP requests to the local networks, and because the address is

within a reserved IP address range.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

How to use automatic TCP/IP addressing without a DHCP server,, http://support.microsoft.com/kb/220874

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

Andrew works for a local law firm's help desk and is getting complaints that employees cannot access the company's

intranet site. What is the first tool he should use?

dir /w

Cable tester

ping

ipconfig

Explanation

The first tool he should use is the ping command. Ping is a tool that can be used to test the connection between two

computers. For example, Andrew can sit at his computer and ping the company's intranet site to see if he can reach it.

If all the pings fail from client computers, then the problem is most likely with the intranet site. However, if only one or a

few computers experience the problem, then the issue is more likely to be with internal computer components or

network components.

A cable tester should not be used first. It should only be used if a connection problem is occurring with a single

computer and AFTER the ping command is used to test the connection.

The dir /w command allows users to view multiple files in a directory or subdirectory window. The /w switch allows users

to view the files in columnar or wide view.

The ipconfig command assists users in viewing or modifying their IP settings. While the ping command is usually run

first, the ipconfig can often be the next command to use if the problem you are experiencing only happens on a single

computer.

http://support.microsoft.com/kb/220874%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Top 10 Basic Network Troubleshooting Tools Every IT Pro Should Know, http://blog.pluralsight.com/network-

troubleshooting-tools

10 Windows 7 commands every administrator should know, http://www.techrepublic.com/blog/10-things/10-windows-7-

commands-every-administrator-should-know/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

A user contacts you stating that his laptop is making a weird buzzing noise. When you examine the laptop, you notice

that the buzzing noise is coming from the bottom of the display assembly. Which device should you probably replace?

The display screen

The motherboard

The inverter board

The hard drive

Explanation

You should probably replace the inverter board in the display assembly. The buzzing noise can be a sign that the

inverter board is failing. When the inverter board fails, the image on the screen will be dim or dark, even when you

adjust the brightness settings. One good test for video display problems with a laptop is to connect the laptop to an

external monitor. If the external display is good, then the internal video card is not the problem. The problem is most

likely caused by the inverter or the backlight. The backlight can also be the source of dimming problems. However,

when you have problems with the backlight, the dimming occurs gradually. Often, the only way to tell whether the

inverter or backlight is the problem is to test the inverter with a multimeter. The inverter is easier to replace than the

backlight.

None of the other devices usually makes a buzzing noise when failing. In addition, the motherboard and hard drive are

not located in the display assembly. A failing hard drive may make a grinding noise. Strange noises can also be caused

when a cable is improperly routed and is hitting an internal fan or when a fan is beginning to fail.

http://blog.pluralsight.com/network-troubleshooting-tools
http://www.techrepublic.com/blog/10-things/10-windows-7-commands-every-administrator-should-know/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


You should also pay attention to any smells coming from your computer, particularly burning smells. You should always

inspect a computer internally if a burning smell is coming from your computer.

For the A+ exam, you need to understand how to troubleshoot the following video and display symptoms:

VGA mode – This symptom is usually caused when a video card is configured for higher resolution than the

monitor supports or when an incompatible device driver is installed. If it is a resolution issue, you will need to lower

the resolution settings to one supported by the monitor. If it is a driver issue, you will need to download and install

the latest device driver for the installed video card. VGA mode is referred to as low resolution in Windows Vista and

Windows 7.

No image on screen – This problem is usually caused by a dead monitor or no signal being received from the

computer. First, you should try the obvious by making sure that the monitor is plugged in to the wall outlet and

turned on. Then you should make sure that the monitor is properly connected to the computer. If the problem still

exists, replace the existing monitor with a known-good monitor. If this does not fix the problem, replace the video

card with a known-good video adapter.

Overheat shutdown – If the video card is overheating, the image on the display may appear garbled or flicker. It

may even stop operation all together. Once it cools, the display will work again. Often, cleaning out the inside of the

computer case will remove the debris that is causing the overheating. Also, make sure that all internal fans are

operational and fully functional. If problems persists, you should replace the adapter with a known-good card. If the

monitor is overheating, you will likely need to replace the monitor because repairs to monitors should only be done

by properly trained technicians.

Dead pixels – Two types of pixel issues exist: stuck pixels or dead pixels. Stuck pixels have a fixed color and never

change. Dead pixels are black. While the monitor can be repaired, only trained technicians should work on

monitors. Replace the monitor with a known-good unit. If the monitor is under warranty, you should contact the

manufacturer.

Artifacts – While this visual abnormality can be caused by any hardware component in the computer that causes

data corruption, it is most often caused by the video card. Replace the video card with a known-good card.

Color patterns incorrect – If the display is fine when the computer first boots but has problems after Windows loads,

the problem is probably with the display settings configured in the operating system. If the display has color

problems from the start of booting, you have a hardware problem. Test each component, including cabling, monitor,

and video, one at a time until you discover which component is causing the problem.

Dim image – This problem is usually caused by the brightness setting on the monitor. If changing the brightness

setting does not fix this issue, there are different steps to take, depending on which type of monitor you have. If you

have a CRT monitor, the monitor is probably dying and should be replaced. If you have an LCD monitor, the

backlight is probably going bad. The backlight can be replaced without replacing the entire monitor.

Flickering image – For this problem, make sure that all your cables are seated properly. If that does not fix the

issue, replace the cables. Finally, this problem can be caused if the refresh rate is not compatible with the high

resolution. Increase the refresh rate.

Distorted image – This is usually caused by power issues. Replace the power cable. If that does not help, plug the

monitor into another outlet. If the problem persists, you may need to contact building maintenance or electrical

professionals because it could be an electrical issue in the office or building.
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Distorted geometry – If the picture displayed on a monitor has a curvature to the left and right edges, you need to

adjust the geometry settings built into the monitor. Pincushion or barrel distortion is not caused by the video card.

Burn-in – This occurs when the same desktop display is left on a monitor long enough to affect the function of the

individual pixels within the monitor's screen. If burn-in occurs, you will have to either replace the monitor or have it

repaired. To prevent burn-in, you should configure all computers to use a screen saver that changes, moves, or

goes completely dim.

Oversized images and icons – This is usually the result of configuring the operating system to use large images

and icons. Depending on the operating system used, you would need to access the display settings and change it

to using normal images and icons. This can also be affected by the resolution used.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot video, projector, and display issues.

References: 

Screen inverter replacement, http://www.laptoprepair101.com/laptop/2007/01/31/replace-screen-inverter-fix-backlight/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.4 Given a scenario, troubleshoot video, projector, and display issues

You perform several hardware upgrades on a user's computer. You notice that the computer has an AMI BIOS. After

completing the upgrades, you boot the computer. You hear seven short beeps. Which component should you check?

Video card

CPU

Memory

Keyboard

Explanation

When you boot a computer with an AMI BIOS and hear seven short beeps, it is an indication that something is wrong

with the CPU. Most likely, the CPU was not properly seated during the upgrade.

Seven beeps do not indicate problems with the video card, memory, or keyboard. Problems with the video card result in

eight short beeps with an AMI BIOS. Problems with memory result in two, three, four, or five short beeps with an AMI

BIOS. Problems with the keyboard result in six short beeps with an AMI BIOS.

http://www.laptoprepair101.com/laptop/2007/01/31/replace-screen-inverter-fix-backlight/%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


When a system boots, the power-on self-test (POST) will check the devices for functionality. If a device fails during the

POST, a series of beep codes will sound to indicate the problem. BIOS beep codes can usually be traced to four

sources: memory, video, keyboard, or CPU. If you are unfamiliar with the particular beep code, you should consult the

computer's maintenance manual or the website of the BIOS manufacturer. The codes that are used vary based on the

manufacturer of the BIOS.

An A+ technician should be familiar with the beep codes of the major BIOS manufacturers or know how to locate the

beep codes. Keep in mind that one short beep means that the system is operational.

If you upgrade a computer and hear a beep code upon the first reboot, chances are good that you did not properly seat

a component that was upgraded.

The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.

Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)



will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.

Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.
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Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

BIOS Error Beep Codes, http://www.pchell.com/hardware/beepcodes.shtml

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

A user is not able to access shared folders on the network. While troubleshooting the problem, the technician first

checks for the link lights on the Network Interface Card (NIC). The technician observes that the link lights are not on or

blinking on the NIC. Which actions should the technician perform to resolve the problem by using the least amount of

administrative effort? (Choose two.)

Run the ipconfig /flushdns command.

Check that the switch is on and the other end of the cable is connected to the

switch.

Replace the NIC.

Replace the network cable.

Run the ipconfig /release command.

Explanation

To resolve the problem by using the least amount of administrative effort, the technician should check that the switch is

on and the other end of the network cable is connected to the switch. If the switch is not on or the other end of the

network cable is not connected to the switch, the user's computer will not be connected to the network. Therefore, the

http://www.pchell.com/hardware/beepcodes.shtml
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


technician should check these first. If the problem persists, the technician must try replacing the network cable to

resolve the problem because faulty cables can cause network problems. Therefore, while troubleshooting network

problems, you should check if the network cable is properly functioning.

The ipconfig /release command is not used for troubleshooting NIC problems. The ipconfig /release command is used

to release the IP address for network adapters. Before running this command, you must run the ipconfig /renew

command to renew the IP address.

Replacing the NIC might solve the problem in this scenario. However, replacing NIC involves more administrative effort

and time than checking the switch and network cable. Therefore, you should not replace the NIC as your first

troubleshooting step.

The ipconfig /flushdns command is not used for troubleshooting NIC problems. The ipconfig /flushdns command is

used to clear the Domain Naming Service (DNS) client cache. If the amber light is constantly flashing on a NIC card,

collisions are occurring. A flashing green light indicates normal activity. If the lights do not flash, a failure at the data link

level has occurred. If the indicator lights on a network switch are flashing, either the port on the switch or the NIC of the

computer to which the switch is connected is faulty.

For the A+ exam, you need to understand the following network tools:

Cable tester – Verifies that the cable is functioning properly. Multimeters can also perform this function. A cable

tester, though, is more specialized and can tell you what exactly is wrong with the cable.

Loopback plug – Plugs into the network port and verifies that the network port is functioning properly

Punch-down tool – Secures cable to patch panel

Toner generator and probe – Locates the correct cable coming into a patch panel. These are two-piece units that

are referred to as a Fox and Hound.

Wire strippers – Prepares the end of the cable for a connector

Crimper – Attaches a connector to the cable

Wireless locator – Locates wireless networks in your vicinity. Many of them will also display the signal level and the

SSID of the wireless networks. Finally, some will even display more detailed information like channel used, location

of the wireless network, and a map of the wireless network showing connected devices.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Diagnose NIC Problems, http://www.acmehowto.com/howto/pc/hardware/network/diagnose.php

The Syntax and Options for Using the IPCONFIG Diagnostic Utility for Network Connections,

http://support.microsoft.com/kb/314850

http://www.acmehowto.com/howto/pc/hardware/network/diagnose.php%C2%A0%C2%A0
http://support.microsoft.com/kb/314850%C2%A0%C2%A0
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CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You receive a technical support call from a department manager. She reports that the laser printer in her department

prints only blank pages. A telephone interview reveals that the paper is not jamming in the printer and that the problem

began occurring after the toner cartridge was replaced. What is the most likely cause of the problem?

The feed rollers are defective.

The sealing tape was not removed from the toner cartridge.

The printer needs more RAM.

The photosensitive drum was not fully discharged.

Explanation

The sealing tape that is shipped with a toner cartridge must be removed before the cartridge is installed in the printer.

Otherwise, toner will not be applied to the drum for transfer to the paper during the electro-photographic process. Other

situations, such as a defective laser or corona wire, can cause blank pages to be ejected from the printer. However, in

this scenario, the printing of blank pages happened only after the installation of the new toner cartridge, which implies a

cause-and-effect relationship between the installation of the toner cartridge and the printing of blank pages. In most

cases, inkjet printer cartridges use a type of sealing tape that must be removed as well.

If a printer lacked sufficient random access memory (RAM), then portions of a printed page could appear blank, but it is

unlikely that each page would be completely blank merely because of insufficient RAM. If portions of a printed page

appear blank, you should either adjust the print resolution to a lower value or add additional memory to the printer.

If feed rollers are defective, then distorted or wavy images are likely to result.

If a laser printer's photosensitive drum is not fully discharged, then ghost images that are often separated by a regular

distance may appear on the printed pages.

When experiencing problems with a laser printer, you should first refer to the manual that accompanied the printer. It

will include a section on the primary printer errors and possible fixes. A secondary resource for errors is the printer

manufacturer's website. If you only receive blank pages from the printer, you could also be out of toner or ink.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

Learn the basics of laser printing, http://www.techrepublic.com/article/learn-the-basics-of-laser-printing/

The inner workings of laser printers and how to troubleshoot them, http://www.techrepublic.com/article/the-inner-

workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You are unable to access your company's website using its fully qualified domain name (FQDN). However, if you use

the IP address of the website, you can access the home page.

What may be the cause of the problem?

The DHCP scope is configured incorrectly.

The company's website is down.

The DHCP server is down.

The Domain Name System (DNS) server is down.

Explanation

If you are unable to access a website using its FQDN, but you can browse the same website using its IP address, then

the Domain Name System (DNS) server for the website is down. A DNS server provides name resolution over the

Internet and allows you to use an FQDN instead of an IP address.

The Dynamic Host Configuration Protocol (DHCP) server is responsible for assigning IP addresses to DHCP clients. It

does not allow you to access a website using its FQDN. A DHCP scope allows the DHCP server to assign IP

addresses to clients. It also enables you to balance the server loads between multiple DHCP servers. The DHCP scope

does not determine whether you can access a website using its FQDN or IP address.

If the company's website had been down, it would not have been accessible using either its FQDN or its IP address.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

http://www.techrepublic.com/article/learn-the-basics-of-laser-printing/
http://www.techrepublic.com/article/the-inner-workings-of-laser-printers-and-how-to-troubleshoot-them-part-1/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting



Question #75 of 110 Question ID: 1191996

✗ A)

✗ B)

✗ C)

✓ D)

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

10 tips for troubleshooting DNS problems http://www.techrepublic.com/blog/10-things/10-tips-for-troubleshooting-dns-

problems/
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Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

A user complains that the pointer movement on his laptop computer is very erratic. What should you do?

Reboot the computer.

Attach an external mouse to the laptop.

Calibrate the touch screen.

Adjust the touchpad sensitivity.

Explanation

You should first try to adjust the touchpad sensitivity. Often, adjusting the sensitivity of the touchpad can reduce erratic

behavior, including random mouse movement. If that does not work, you should clean the touchpad. If that still does not

resolve the issue, you should try removing and reinstalling the touchpad drivers. If the issue still remains, the touchpad

needs to be replaced. A touchpad is often referred to as a Human Interface Device in Device Manager.

None of the other options is correct. If the pointer is behaving erratically, rebooting the computer will probably not

resolve the problem because it does not change any settings. Laptop computers do not have touch screens. Tablet

PCs have touch screens. If the pointer on a Tablet PC is acting erratically, you should calibrate the touch screen.

Attaching an external mouse to the laptop is not an appropriate step because this will not attempt to determine if the

problem is the touchpad, its settings, or its software.

For the A+ exam, you need to be familiar with the following common symptoms for laptops and other mobile devices:

No display -–This is most often caused when the display is dimmed via the controls or when the display has been

sent to the external device. Try changing the screen dimness, or use the appropriate function key to cycle through

the different display options. If neither of these solutions fixes the problem, you could have a failed backlight or

inverter, which are both internal components that will need to be replaced to troubleshoot the problem. For an

iPhone or iPad that has dimmed or turned black, you should press and hold down the Sleep/Wake button and the

Home button simultaneously for at least 10 seconds. This should soon display the Apple logo on the black

http://www.techrepublic.com/blog/10-things/10-tips-for-troubleshooting-dns-problems/
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background. For Android tablets and smartphones, you must take off the back cover, reseat your battery, and then

charge your phone for a few hours. However, just like the blue screen of death on PC-based devices, Android can

have the same issue. If this is the case, you will have to remove the SIM card and battery and leave them out for 5–

10 seconds. At this point, you need to charge the battery, as well. Finally, sometimes you may have to perform a

hardware factory reset. This process will permanently remove the customer's data from the device. Make sure to

back up all personal data to a computer or to the cloud. To perform a hardware factory reset, you would press and

hold the Volume Up, Power, and Home keys simultaneously and select Factory reset/wipe data using the volume

keys. Then you would press the Power key to start the hardware factory reset.

Dim display – This is most often caused when the display is dimmed. Change the screen dimness to see if this

fixes the problem. Also, you may need to check the switch on the laptop that tells the system that the lid is closed. If

neither of these solutions resolves the problem, either the backlight or inverter could be the cause. Replace each of

these components to troubleshoot the issue. Smartphones and tablets have dim screen controls in the Settings

menu. On an iPhone, you can swipe up the Control Center and change the display. Android devices have apps you

can download for free, such as Screen Dimmer. The dimmer feature is a great way to change the brightness of

your screen and save your battery.

Flickering display – This is usually caused by an incorrect video driver or low screen refresh rate. Update the driver

first. If this does not resolve the problem, consult the display device manufacturer's documentation for the

appropriate refresh rate. Finally, flickering can be caused by loose or bad connections. Check the internal

connections for the display if none of the other solutions works.

Sticking keys – Dust accumulation can cause keys to stick. In addition, most keys have a spring that can wear out.

First, you should try to blow out the keyboard using compressed air. It may also be necessary to clean the

individual keys. In some laptops, keys can be detached for individual cleaning. Be careful when detaching

individual keys because this can damage keyboard components. If this does not fix the problem, replace the

integrated keyboard or purchase an external keyboard. Spilled liquids are most often the cause of sticking keys.

Intermittent wireless – This is usually caused by radio frequency interference (RFI). Research the wireless network

environment. Try to minimize the obstructions between the laptop and the wireless access point. For example,

microwaves and cordless phones can interrupt the flow or signal and cause disturbances to your flow and

connection, so do not place routers near those types of electronics. Also, research the particular frequency in use

on your wireless network to discover if you have deployed any devices that could be causing the problem. You may

need to increase the signal strength on the wireless access point. Finally, the problem could be with the internal

wireless card. Check the internal cable connections for the wireless card if none of the other troubleshooting

techniques has solved the problem.

Battery not charging – If the battery will no longer charge properly, you should totally drain the battery's power to

eliminate the memory effect. If this does not solve the problem, replace the battery with a new one. However, the

A+ number one rule is to always check the connection, so make sure that your plug snuggly fits on the charging

device. Loose or disconnected cables can be frustrating, so do not eliminate that step when troubleshooting.

Ghost cursor/pointer drift – This usually occurs when the track pad is too sensitive. You can change the sensitivity

settings to see if this fixes the problem. If the problem still exists, you should try installing the latest driver for the

touch pad. Finally, you could disable the touch pad and connect an external mouse. You can also search Google

for the Phantom Cursor to troubleshoot various devices.



No power – This is usually caused when you are no longer connected to an external power source and the battery

has been depleted. Make sure that the laptop is plugged in to a functional external power source. Plug the laptop

into a power source and allow the battery to recharge. You may also want to reconfigure the power settings to

ensure that certain devices are not enabled when you are working using battery.

Num Lock indicator lights – To enable or disable the number lock function, you may need to press a single Num

Lock key or use a function key combination. Read the laptop vendor's documentation to learn the appropriate way

to enable and disable the number lock function. If the number lock function is disabled, you will notice that the

cursor moves around when you use the number keys instead of numbers being entered on the screen. If your

keyboard has calculator type keys built in, you will need to enable Num Lock to use the calculator as desired.

No wireless connectivity – This is usually caused when the wireless device has been disabled. Read the laptop

vendor's documentation to learn the appropriate function key combination that can be used to enable/disable

wireless. The device can also be disabled in Device Manager. If neither of these solutions fixes the problem, you

should check the wireless card to make sure that it is seated properly and attached to the antenna. Replacing the

wireless card or antenna may be necessary. For most mobile devices, you simply need to make sure that Wi-Fi is

enabled or turned on. You also may need to make sure that Airplane Mode is turned off. Airplane Mode disables

several features, including WiFi.

No Bluetooth connectivity – This is usually caused when Bluetooth has been disabled. Read the laptop vendor's

documentation to learn the appropriate function key combination that can be used to enable/disable Bluetooth. If

this does not fix the problem, you should check the wireless card to make sure that it is seated properly and

attached to the antenna. Replacing the wireless card or antenna may be necessary. For mobile devices, you

probably only need to make sure that Bluetooth is enabled. As with Wi-Fi, Airplane Mode disables Bluetooth on

most devices.

Cannot display to external monitor – This is most often caused when the display has been sent to the internal. Use

the appropriate function key to cycle through the different display options. If this does not fix the problem, you

should check the cabling to the external monitor. For some displays, you will also need to make sure that that

display device itself is set to the appropriate source.

Touchscreen nonresponsive – This is most often caused by a dirty screen. First, remove any screen protectors and

try to clean the touchscreen. If that does not work, reboot the device. If the problem persists, the screen may need

to be repaired or replaced. Keeping your screens clean, dust-free, and protected will extend the life of your tablet or

laptop screen. Remember that they are very fragile, so you should handle them with care.

Apps not loading – First, you should make sure that your app and the device operating system is updated. Next,

ensure that your firewall isn't configured to block the app. You could then synchronize the license for the app. As a

last resort, try removing and reinstalling the app.

Slow performance – This is usually caused by too many apps running in the background. Stop any unneeded apps

from running. If this does not resolve your issue, reboot the device. Finally, it could be that the drive in your device

is reaching its storage capacity. If that is the case, you will need to remove some data and/or apps and possibly

back up unused files to an external backup device, like a server or an external hard drive.

Unable to decrypt email – This is usually caused by a missing or expired key or certificate. Make sure the

appropriate key or certificate is installed. It may be necessary to restore them from backup. It also could be that the

device is configured to not allow encrypted email. If this is the case, then you need to enable encrypted email.



Extremely short battery life – Always try completely draining and recharging the battery first. If the battery continues

to only have a short life, you need to replace the battery. For mobile devices, you may try changing battery settings

through the Control Panel or Settings.

Overheating – If your mobile device overheats, try removing the protective case that you have it in. Other solutions

are to remove the device from direct sunlight, shut down apps you are not using, or buy a glare screen and turn

down the brightness. Finally, turn your mobile device off or put it in Airplane Mode when not in use.

Frozen system – First, try plugging the mobile device into a power supply. Then you should try to power down or

restart the device the normal way. If that is not possible, then remove the battery for a few seconds. Next, you

should delete the app that is causing the device to freeze. As a last resort, reset the device to the factory defaults.

For an Apple mobile device, another possible solution is to restore the device using iTunes. You can also consult

the manufacturer's website or device documentation on how to reset the device.

No sound from speakers – This is most often caused by the sound being muted or the device being in silent or

vibrate mode. If that does not fix the problem, try adjusting the volume. As a last resort, reboot the device. If you

are using Bluetooth speakers, remove the device through Settings, re-add the speakers, and resync.

GPS not functioning – First, you should ensure that the GPS function is enabled. If that is not the problem, reboot

the device. Then try turning location services off and then back on. Finally, you could perform a GPS reset.

Swollen battery – Swollen batteries are an explosion or leaking hazard and should be replaced immediately.

Swollen batteries are usually found in devices like laptops and mobile devices that use lithium batteries. Batteries

can become swollen due to manufacturing defects or by not using the right charger. Lithium-ion batteries do not like

to be overcharged because there is no place for the gasses in the overheated cells to go. The overheated batteries

expand, swell, and appear warped. Always replace swollen batteries.

When troubleshooting a laptop computer, it may be necessary to draw a diagram of your laptop as you disassemble it

for when you replace internal parts. It is very important that all technicians follow the proper procedure to ensure that

the laptop can be reassembled properly. Always document and label the cable and screw locations for the computer.

Organize and label all the internal parts to ensure that they are replaced properly. When issues arise, always refer to

the manufacturer's documentation or resources. Use the appropriate hand tools during the disassembly/reassembly

process.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

How to Troubleshoot a Laptop Touchpad, http://www.ehow.com/how_4826528_troubleshoot-laptop-touchpad.html

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures
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You work for a company whose network contains several subnets. You move your computer from the Development

subnet to the Research subnet, which resides in a different building. You turn on the computer and attempt to connect

to a computer named COMP5 on the Development subnet, but you are unable to do so. However, you can connect to

all of the other computers on the Research subnet, and other Research computers can connect to COMP5 on the

Development subnet. What would explain your computer's communications problem?

A loose network interface card (NIC)

An incorrect default gateway

An incorrect IP address

An incompatible network protocol listed first in the binding order

Explanation

A computer successfully connects to another computer when it sends data packets that the other computer receives.

An incorrect default gateway assignment on your computer will prevent data packets from being routed from the local

Research subnet to COMP5 on the remote Development subnet. When data is sent to a remote computer, the data first

goes to a router on the local subnet. The router examines the data to determine the destination address, calculates the

best path on which to send the data, and sends the data toward the destination. This process fails if the computer has

an incorrect default gateway assignment; the default gateway is the IP address of the router that forwards the data.

An incorrect IP address on your computer, such as an IP address for a different subnet, would probably prevent your

computer from communicating on your local subnet, although your computer may be able to communicate with remote

computers. If your computer's IP address is the same as another computer's IP address on the same subnet, then your

computer would probably not be able to connect to the network.

A loose network interface card (NIC) would probably disrupt all network communications to and from your computer. To

check the installation of the NIC, you should confirm that the network cable is attached to both port and computer and

that the link light on the NIC is on. If more troubleshooting is required, you may need to check the NIC's drivers or turn

off your computer, remove the cover, and attempt to reseat the NIC. If you suspect that a bad NIC is causing a

communications problem, then you should replace the NIC with one that you know is working and try to connect to the

network.

As long as your computer has the correct protocol installed, your computer will still be able to communicate even if

other, incompatible protocols are installed. If an incompatible protocol were listed first in the binding order, your

communications would be slower, but they would still occur. However, if an incompatible network protocol were the only

protocol on your computer, then all communications, both local and remote, would be impossible. In that case, you

would have to install the required protocol. In general, when a computer has communications problems, the first step in



troubleshooting is usually to check the software and settings. Ensure that the correct protocol is in use and the drivers

are installed. Use network utilities such as the ping utility to test for connectivity.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try
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rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 
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Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

A user contacts you stating that the print head for her department's dot matrix printer is faulty. Which problems indicate

that this is the case? (Choose two.)

Ink smears

Faint printouts

Partial characters

Missing characters

Explanation

A defective print head can cause a dot matrix printer to print only partial characters, and serious defects can prevent

printing completely. Dot matrix printers use an array of pins to strike an inked printer ribbon that generates images on

paper. The individual pins in the print head are controlled by electromagnets, which move the pins to form specific

characters.

The failure of some or all of the pins in the print head to move in response to the electromagnetic force will have an

obvious and immediate effect on a printer's ability to print specific characters. However, a print head could also be

misaligned in such a way that only the bottom half of its pins strike the printer ribbon. In such cases, the printer would

render only partial characters, even if all components in the print head are functioning correctly.

Ink smears and faint printouts are likely to occur when a printer's head gap lever is not positioned correctly. In cases

such as these, repositioning the paper thickness lever should resolve the problem.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can
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tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

For the A+ exam, you should understand the following common printer symptoms and how to troubleshoot them:

Streaks – This problem is usually caused by a malfunctioning fuser because the fuser is responsible for fusing the

toner to the paper. Replace the fuser. In inkjet printers, this could be caused by a malfunctioning ink cartridge or

dirty print head. Replace the cartridge, or clean the print head. In dot matrix printers, this is caused by a dirty print

head. Clean the print head.

Faded print – This is usually caused when a toner cartridge, ink cartridge, or ribbon is close to empty. You should

replace the cartridge or ribbon with a new unit.

Ghost images – Ghost images are light images of pages that were previously printed that are appearing on the

currently printed page. This is usually caused by the erasure lamp or cleaning blade. The cleaning blade is part of

the toner cartridge and is easier to replace than the erasure lamp. Try replacing it first. If it does not fix the problem,

you will need to replace the erasure lamp.

Toner not fused to the paper – This problem is usually caused by a malfunctioning fuser. Replace the fuser.

Creased paper – This is usually caused by a paper jam. Check the printer internally to ensure that no paper jams or

small scraps of paper are obscuring the paper path. Creased paper can also be caused by worn pickup rollers.

Replace the pickup rollers. Pickup rollers are part of printer maintenance kits.

Paper not feeding – This is usually caused by worn pickup rollers. Replace the pickup rollers. Pickup rollers are

part of printer maintenance kits.

Paper jam – When a paper jam occurs, you need to first completely clear the paper jam. If the paper jam continues

to be a problem, you need to determine which printer part could be causing the paper jams. Check to make sure

that you are using paper that is approved for the printer. Paper that is too thick will cause paper jams. Also, high

humidity can cause the paper to stick together, which causes paper jams. Paper jams can also be caused by worn

rollers or broken drive gears. Rollers are part of the printer's maintenance kit. If you suspect broken drive gears,

you will need to contact a printer technician to replace the drive gear. If the paper jams after reaching the corona

assembly, the problem could be caused by the static eliminator strip, which needs to be replaced by a printer

technician.

No connectivity – If this problem is with a locally attached printer, make sure that the cable is properly attached. Try

replacing the cable with a new cable. If this problem is with a network printer, ping the printer to see if it is available.

If you can ping the printer, you probably have an incorrect setting or driver.

Garbled characters on paper – This problem is usually caused by an incorrect printer driver. Install the most up-to-

date version of the correct printer driver.

Vertical black lines on page – Vertical black lines are caused by scratches on the drum or dirty corona wire. If you

suspect that scratches are on the drum, replace the toner cartridge. If you suspect the corona wire, try cleaning it

first. If the problem still persists, replace the toner cartridge. For inkjet printers, you should try cleaning the print

head or replacing the ink cartridge.

Vertical white lines – Vertical white lines are caused by a dirty transfer corona wire. Clean the corona wires. The

corona wire is part of the toner cartridge and can be cleaned using a brush. For inkjet printers, clean the print head.
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If these solutions do not work, you will need to replace the toner cartridge or ink cartridge.

Backed up print queue – You can try to delete the print job from the print queue that you suspect is causing the

problem. If this does not fix the problem, you will need to stop and restart the print queue. This will result in all jobs

in the print queue being deleted. All users will have to resubmit their print jobs.

Low memory errors – Often just turning the printer off and back on will fix this problem. If the problem persists, you

could print the page at a lower resolution or change the print page so that it is less complex. If this does not fix the

problem, you may try installing a different driver for the printer. You could also add more memory to the printer.

Access denied – This is most often caused by the access control list (ACL) for the printer. Make sure that the user

has been granted print permission. This can also be affected by print availability and print priority. Print availability

is a way to set up a printer so that a particular group can print to the printer during certain times. If a user attempts

to print to the printer outside of the availability times, the print job is unsuccessful. Print priority allows you to assign

jobs from a particular group a higher priority. If this technique is used, jobs that have a higher priority will take

precedence over other print jobs. Print availability and print priority can prevent or delay print jobs.

Printer will not print – If you are sure that the printer has power and paper, you should try printing a test page. If the

test page is unsuccessful, you probably have a connection issue. Replace the cabling if it is a local printer. If it is a

network printer, complete network troubleshooting techniques to troubleshoot the issue.

Color prints in wrong print color – This is usually the result of a dirty print head. Clean the print head first. If the

problem persists, replace the toner cartridge or ink cartridge. Calibrating the cartridge may also help.

Unable to install printer – If this problem occurs, the account used to install the printer probably does not have

permissions to install the printer. Use an administrative-level account to install the printer.

Error codes – For any error codes you are given, consult the manufacturer's documentation or website to get

details on the error. Follow the manufacturer's suggested troubleshooting steps for the particular error you receive.

Printing blank pages – The most often cause of this problem is that the printer is out of ink or toner. It can also be

caused by clogged print nozzles in an inkjet printer. For a laser printer, the toner cartridge has sealant tape over the

toner dispenser. If this tape is not removed, pages will be blank.

No image on printer display – This is most often caused because the printer is unplugged or in standby mode.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


✓ A)

✗ B)

✗ C)

✗ D)

After troubleshooting a laptop computer issue, you discover that that the motherboard is faulty. The computer is under

warranty, and the manufacturer ships you a replacement motherboard that is the same model as the defective one. You

need to replace the laptop's motherboard. All of the following are guidelines when replacing the motherboard EXCEPT

remove the RAM and hard drive from under the laptop's keyboard

remove the laptop's keyboard, and disconnect it from the motherboard

remove the fan and heatsink from the processor, and then remove the processor

remove any peripheral cards that are directly plugged into the motherboard

Explanation

You should not remove the RAM and hard drive from under the laptop's keyboard. In most laptop computers, the RAM

and hard drive must be removed from the bottom of the laptop. The guidelines for replacing a laptop motherboard are

as follows:

1. Power the laptop off and flip it over.

2. Remove the battery and all screws from the bottom of the laptop.

3. Remove the covers from the bottom of the laptop that cover the RAM and hard drive

4. Remove the RAM from its slots.

5. Slide the hard drive out of the laptop and disconnect any cables.

6. Remove the CD-ROM or DVD drive and disconnect any cables.

7. Turn the laptop right side up and open the lid.

8. Remove the plastic bezel that is above the keyboard.

9. Remove the keyboard and disconnect any cables.

10. Remove the fan and heatsink from the processor and disconnect any cables.

11. Determine if a separate graphics adapter is used in the computer. If so, disconnect it from the motherboard and

remove the adapter card.

12. Remove any other peripheral devices that may interfere with the motherboard replacement. (On most current

computers, the wireless adapter will need to be removed.)

13. Remove the screws from the motherboard. Label each screw as it is removed and place the screw on a piece of

tape to ensure it is not lost.

14. Remove the faulty motherboard and replace it with the new motherboard.

15. Replace, in order, all the other parts that you have removed, ensuring that all cables are reconnected.

When replacing a motherboard, the most common issue is that a cable is not reconnected properly or that an adapter

card or RAM module is not firmly seated. If a cable is not reconnected properly, one of the laptop's ports may be non-

operational.

Objective: 
Hardware and Network Troubleshooting
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✗ A)

✗ B)

✗ C)

✓ D)

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

A Guide to Laptop Motherboard Repair, https://www.thewindowsclub.com/complete-guide-laptop-motherboard-repair

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

George, a user, receives a blue screen error when attempting to access a third-party application on his computer.

When you are troubleshooting the computer, you get a blue screen error that lists the same memory location for the

error. What should you do?

Uninstall and reinstall the applications.

Replace the defective CPU.

Replace the defective hard drive.

Replace the defective memory module.

Explanation

You should replace the defective memory module. If you get two blue screen errors that list the same memory location,

the most likely cause is a defective memory module. Any time you receive blue screen errors, you should check log

entries and error messages to see if you can discover specific information about what is causing the errors.

None of the other options correctly addresses the scenario's problem.

The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

https://www.thewindowsclub.com/complete-guide-laptop-motherboard-repair
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.

Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.



Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.

Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

Bad RAM: Recognizing Defective Memory Problems in Your Computer, http://scottiestech.info/2010/04/25/bad-ram-

recognizing-defective-memory-problems-in-your-computer/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

http://scottiestech.info/2010/04/25/bad-ram-recognizing-defective-memory-problems-in-your-computer/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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A user has recently moved to the United States from the United Kingdom. He contacts you asking how to switch his

desktop computer to the appropriate voltage. What should you tell him to do?

Replace the power supply.

Slide the switch on the motherboard to the appropriate voltage.

Slide the voltage switch on the side of the power supply to the appropriate

voltage.

Slide the switch on the inside of the power supply to the appropriate voltage.

Explanation

You should slide the voltage switch on the side of the power supply to the appropriate voltage. Most power supplies

include the ability to switch between 110V and 220V power.

The voltage switch is located on the power supply. It is not located inside the power supply or on the motherboard.

Most power supplies will allow you to change the voltage. You would only need to replace the power supply if the power

supply did not include this switch.

If you move a computer between countries, you may forget to change the voltage selector switch. If the voltage selector

switch is not changed, either the computer will not boot (if switch is set too high) or the power supply may be damaged

(if switch is set too low).

The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and



turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.

Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy was left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the
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new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.

Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

PC Power Supply Failure Diagnostics, http://www.fonerbooks.com/power.htm

You are a desktop engineer for DreamSuites Corporation. Irene Jones has joined DreamSuites as an HR executive in

the London office. You configure a new computer for Irene. The computer will not power up, and you have been asked

to troubleshoot the problem. Which action is NOT required to troubleshoot the problem?

Ensure that power is available.

Check the power cords.

Ensure that the 115/230 voltage selector switch is set to the correct voltage.

http://www.fonerbooks.com/power.htm


✓ D) Set the power output of the wall outlet to 230 volts.

Explanation

In this scenario, troubleshooting the problem will NOT require you to set the power output to 230 volts. The voltage

selector switch on the back of the computer may be set to 115. Applying 230 volts to a system set at 115 volts will ruin

the power supply. You should first ensure that the 115/230 voltage selector switch is set to 230 volts before changing

the power output to 230 volts.

While troubleshooting the problem, you must ensure that the 115/230 voltage selector switch is set to the correct

voltage. The 115/230 voltage selector switch is on the back of the computer. You must be aware of the correct voltage

for your region. You must unplug the computer from the power source before changing the 115/230 voltage selector

switch position.

While troubleshooting the problem, you must ensure that the power is available. You can directly connect the monitor to

the wall socket to test the power. The monitor power led will light up if power is available. Make sure that the computer

is plugged in and that the wall outlet is supplying power. If a UPS or surge protector is used, check to see if its breaker

was tripped by a power surge. Finally, check the computer's power supply by replacing with a known good unit.

While troubleshooting the problem, you must check the power cords. To do this, you can try unplugging and reattaching

the power cord, and then power on the computer. You can also try to change or swap the power cables if available.

The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.



Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.
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Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

How to troubleshoot a PC power supply, https://www.neweggbusiness.com/smartbuyer/components/how-to-

troubleshoot-a-pc-power-supply/

Users are having trouble accessing resources by computer or host name. Which device is likely causing the problem?

DNS server

Firewall

IIS server

DHCP server

Explanation

A Domain Name System (DNS) server is responsible for resolving host names to TCP/IP addresses. If users are

having trouble accessing resources using their host names, there is a problem with the DNS server.

https://www.neweggbusiness.com/smartbuyer/components/how-to-troubleshoot-a-pc-power-supply/


A Dynamic Host Configuration Protocol (DHCP) server is responsible for assigning TCP/IP address information on a

network. If users are not receiving a valid TCP/IP address, there is a problem with the DHCP server.

An Internet Information Services (IIS) server is responsible for maintaining websites. If users are having trouble

accessing a website, there could be a problem with the IIS server. However, websites are accessed using their host

name. Therefore, a website communication problem can also be caused by a DNS server.

A firewall is responsible for protecting your network or individual computer from unauthorized users or computers. A

firewall is configured to allow or deny traffic based on the parameters you configure. Most firewalls are configured to

allow host name traffic.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's
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cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 
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Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You are troubleshooting a laser printer that feeds multiple sheets of paper for each page it is supposed to print. Which

component could be causing the problem? (Choose two.)

The paper type

The primary corona

The feed mechanism

The photosensitive drum

Explanation

Using an incorrect paper type or mixed paper types can cause a laser printer to pick up multiple sheets from its feed

rollers. A dirty or worn feed mechanism can also cause multiple pages to be picked up from the paper tray. Relative

humidity that is too high or too low changes the paper's physical properties, which can cause feed rollers to pull several

pages at one time. High levels of humidity can cause the paper thickness to increase through moisture adsorption from

surrounding air. Low levels of humidity can cause the paper to stick together through electrostatic attraction.

https://www.dashsystems.com/tip_dns-explanation.cfm
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A defective primary corona can cause image problems, such as clouded or faded printer output. If you experience

faded or full printing, you should first replace the toner cartridge. If this does not fix your problem, then the primary

corona is probably defective.

A defective photosensitive drum can adversely affect images that appear on printed pages. For example, a defective

photosensitive drum may cause extraneous markings to appear on each page.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

For the A+ exam, you should understand the following common printer symptoms and how to troubleshoot them:

Streaks – This problem is usually caused by a malfunctioning fuser because the fuser is responsible for fusing the

toner to the paper. Replace the fuser. In inkjet printers, this could be caused by a malfunctioning ink cartridge or

dirty print head. Replace the cartridge, or clean the print head. In dot matrix printers, this is caused by a dirty print

head. Clean the print head.

Faded print – This is usually caused when a toner cartridge, ink cartridge, or ribbon is close to empty. You should

replace the cartridge or ribbon with a new unit.

Ghost images – Ghost images are light images of pages that were previously printed that are appearing on the

currently printed page. This is usually caused by the erasure lamp or cleaning blade. The cleaning blade is part of

the toner cartridge and is easier to replace than the erasure lamp. Try replacing it first. If it does not fix the problem,

you will need to replace the erasure lamp.

Toner not fused to the paper – This problem is usually caused by a malfunctioning fuser. Replace the fuser.

Creased paper – This is usually caused by a paper jam. Check the printer internally to ensure that no paper jams or

small scraps of paper are obscuring the paper path. Creased paper can also be caused by worn pickup rollers.

Replace the pickup rollers. Pickup rollers are part of printer maintenance kits.

Paper not feeding – This is usually caused by worn pickup rollers. Replace the pickup rollers. Pickup rollers are

part of printer maintenance kits.

Paper jam – When a paper jam occurs, you need to first completely clear the paper jam. If the paper jam continues

to be a problem, you need to determine which printer part could be causing the paper jams. Check to make sure

that you are using paper that is approved for the printer. Paper that is too thick will cause paper jams. Also, high

humidity can cause the paper to stick together, which causes paper jams. Paper jams can also be caused by worn

rollers or broken drive gears. Rollers are part of the printer's maintenance kit. If you suspect broken drive gears,

you will need to contact a printer technician to replace the drive gear. If the paper jams after reaching the corona

assembly, the problem could be caused by the static eliminator strip, which needs to be replaced by a printer

technician.

No connectivity – If this problem is with a locally attached printer, make sure that the cable is properly attached. Try

replacing the cable with a new cable. If this problem is with a network printer, ping the printer to see if it is available.

If you can ping the printer, you probably have an incorrect setting or driver.



Garbled characters on paper – This problem is usually caused by an incorrect printer driver. Install the most up-to-

date version of the correct printer driver.

Vertical black lines on page – Vertical black lines are caused by scratches on the drum or dirty corona wire. If you

suspect that scratches are on the drum, replace the toner cartridge. If you suspect the corona wire, try cleaning it

first. If the problem still persists, replace the toner cartridge. For inkjet printers, you should try cleaning the print

head or replacing the ink cartridge.

Vertical white lines – Vertical white lines are caused by a dirty transfer corona wire. Clean the corona wires. The

corona wire is part of the toner cartridge and can be cleaned using a brush. For inkjet printers, clean the print head.

If these solutions do not work, you will need to replace the toner cartridge or ink cartridge.

Backed up print queue – You can try to delete the print job from the print queue that you suspect is causing the

problem. If this does not fix the problem, you will need to stop and restart the print queue. This will result in all jobs

in the print queue being deleted. All users will have to resubmit their print jobs.

Low memory errors – Often just turning the printer off and back on will fix this problem. If the problem persists, you

could print the page at a lower resolution or change the print page so that it is less complex. If this does not fix the

problem, you may try installing a different driver for the printer. You could also add more memory to the printer.

Access denied – This is most often caused by the access control list (ACL) for the printer. Make sure that the user

has been granted print permission. This can also be affected by print availability and print priority. Print availability

is a way to set up a printer so that a particular group can print to the printer during certain times. If a user attempts

to print to the printer outside of the availability times, the print job is unsuccessful. Print priority allows you to assign

jobs from a particular group a higher priority. If this technique is used, jobs that have a higher priority will take

precedence over other print jobs. Print availability and print priority can prevent or delay print jobs.

Printer will not print – If you are sure that the printer has power and paper, you should try printing a test page. If the

test page is unsuccessful, you probably have a connection issue. Replace the cabling if it is a local printer. If it is a

network printer, complete network troubleshooting techniques to troubleshoot the issue.

Color prints in wrong print color – This is usually the result of a dirty print head. Clean the print head first. If the

problem persists, replace the toner cartridge or ink cartridge. Calibrating the cartridge may also help.

Unable to install printer – If this problem occurs, the account used to install the printer probably does not have

permissions to install the printer. Use an administrative-level account to install the printer.

Error codes – For any error codes you are given, consult the manufacturer's documentation or website to get

details on the error. Follow the manufacturer's suggested troubleshooting steps for the particular error you receive.

Printing blank pages – The most often cause of this problem is that the printer is out of ink or toner. It can also be

caused by clogged print nozzles in an inkjet printer. For a laser printer, the toner cartridge has sealant tape over the

toner dispenser. If this tape is not removed, pages will be blank.

No image on printer display – This is most often caused because the printer is unplugged or in standby mode.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.
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References: 
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Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You have begun the process of replacing the CPU in your computer by physically installing the CPU. You must ensure

that the motherboard recognizes the new CPU. What should you do first?

Contact the motherboard vendor to inquire about compatibility.

Update the driver.

Update the firmware.

Access the motherboard vendor's website to find out if the CPU is compatible

with the motherboard.

Explanation

You should update the motherboard's firmware to ensure that the motherboard recognizes the new CPU.

You should not update the driver until after you have ensured that the motherboard recognizes the new CPU and the

computer has booted in the operating system.

You should not access the motherboard vendor's website to find out if the CPU is compatible with the motherboard. You

should perform this step prior to physically installing the CPU.

You should not contact the motherboard vendor to inquire about compatibility. You should first check the motherboard's

documentation or the vendor's website. If you cannot find the information you need at those places, you could directly

contact the motherboard vendor. This should be completed before physically installing the new CPU.

The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

http://www.zdnet.com.au/insight/soa/Extending_the_life_of_your_printers/0,139023731,120268565-1,00.htm%C2%A0%C2%A0%C2%A0%C2%A0
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POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.

Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.



Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.

Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.
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You are the network administrator for your company's network. All servers run Windows Server 2008. All workstations

run Windows 8. The network diagram is shown in the following exhibit:

Which command should you run from Server B to determine whether the default gateway address is properly

configured?

ipconfig 129.68.0.1

ipconfig ServerB

ipconfig /all

ipconfig /renew

Explanation

The ipconfig /all command lists all the TCP/IP configuration parameters for the computer on which it is run. This

includes the default gateway address for the Server B network. By examining the output from ipconfig /all, you will be

able to determine if the configured default gateway address is correct. This command displays the IP address, default

gateway, subnet mask, MAC address, and other networking data.
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The ipconfig /renew command renews all IP addresses for all adapters on the network. It is often used with the ipconfig

/release command to obtain a new IP address from DHCP.

The ipconfig 129.68.0.1 and ipconfig ServerB commands both have an invalid command-line argument.

For the A+ exam, you need to understand the following command-line tools:

Ping – Uses ICMP to test connectivity between two devices

Ipconfig/ifconfig – Displays the TCP/IP configuration of a device. You should be familiar with its switches, including

the /all, /release, /registerdns, /renew, and /flushdns switches. The ifconfig is the Unix/Linux equivalent of ipconfig.

Tracert – Traces the path a packet traverses through a network. It displays the name and IP address of every single

device through which the packet passes.

Netstat – Displays what ports are listening on a TCP/IP device

Nbtstat – Displays NetBIOS information

Net – A powerful Windows command. The net use subcommand allows you to view what is currently shared.

Research the various ways you can use the net command.

Netdom – Joins a computer to a Windows domain, manages computer accounts on a Windows domain, and

establishes trust relationships between Windows domains. It is available by default with Windows 8 and later.

Nslookup – Queries the Domain Name System (DNS) to obtain domain name or IP address mapping or for any

other specific DNS record.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 
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Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You are the network administrator for Nutex Corporation. You have configured a wireless network for a group of users

to provide Internet access. However, users complain that they are facing intermittent loss of wireless connection. You

have verified the hardware and software configuration of both your Asymmetric Digital Subscriber Line (ADSL) modem

and wireless router and your DSL line from the Internet Service Provider (ISP). What could be causing your problems?

DSL filters

Television set
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Wireless router

Cordless phones

Explanation

Cordless phones and other type of physical obstructions can cause intermittent loss in wireless connectivity. Wireless

devices use 2.4 GHz range, which is also used by devices such as cordless phones and microwaves. These devices

can interfere with wireless devices. For example, if you are experiencing wireless connectivity problems every day

around noon, a microwave being used to heat lunches could be causing the problem. You can reduce the radio

frequency interference (RFI) by relocating the interfering devices. You could also reduce the range of the wireless

network. Different wireless frequencies experience different RFI problems. You should always research the frequency

that you plan to deploy to determine which devices will cause you problems.

DSL filters cannot cause interference in wireless networks.

The wireless router is not the problem. As mentioned in the scenario, you have already verified the hardware and

software configuration of the wireless router. You do not need to test it again.

A television set does not cause any problem in wireless communication. Only the devices that use wireless range that

are on your networks can cause interference in wireless connectivity.

You should also keep in mind that most wireless access points have a maximum range. If you are outside that range,

you will not receive a signal. Transmission ranges can be adjusted.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.
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Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.
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Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

You administer computers on an Ethernet 100BaseTX network, which uses the TCP/IP network communications

protocol. The network uses an unsubnetted Class A IP address range. A computer on the network named Admin1 has

the IP address 12.10.100.3, and a computer on the network named Marketing1 is configured with the IP address

http://www.pcworld.com/article/227973/six_things_that_block_your_wifi_and_how_to_fix_them.html
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12.10.100.4. Both computers are configured with the subnet mask 255.0.0.0 and the default gateway address

12.10.100.5.

The network is connected to the Internet. RemoteWkst is a computer on a remote network that is connected to the

Internet. Normally, Marketing1 and Admin1 can connect to RemoteWkst.

You recently discovered that Marketing1 can connect to Admin1, and Admin1 can connect to Marketing1, but neither of

these computers can connect to RemoteWkst. You suspect that there is a problem with one of the routers between

RemoteWkst and the network you administer.

Which TCP/IP utility should you use to troubleshoot this connectivity problem?

ipconfig

arp

nslookup

tracert

Explanation

To test the routers between your network and RemoteWkst, you should use the tracert utility. To use the tracert utility,

you should type the tracert command at a command prompt and either an IP address or a Domain Name System

(DNS) name variable after the command, as in the following example:

tracert dnsname 

or  

tracert ipaddress

The tracert utility will then display the IP address and DNS name of every node that a data packet passes through on

its way to the remote computer. The tracert command will also display the time required for a data packet to travel

through each node and an error message if a router on the path is experiencing problems. In this scenario, the tracert

command will display an error message if a router is experiencing a problem between either Admin1 or Marketing1 and

RemoteWkst.

The Address Resolution Protocol (ARP) is used in TCP/IP to resolve media access control (MAC) addresses to IP

addresses. MAC addresses are configured on each NIC on an Ethernet network so that the nodes can be identified on

the network. ARP enables the MAC addressing that Ethernet to interoperate with the IP addressing that TCP/IP

requires. You can use the arp utility to view and manage the ARP cache on a computer. The ARP cache contains the IP

address-to-MAC address resolutions on a computer. To use the arp utility, you can issue the arp command with various

switches at a command prompt.

You can use the ipconfig utility to view IP configurations such as IP address, subnet mask, and default gateway. You

can also use the ipconfig utility to release and renew DHCP leases. You can issue the ipconfig command with various

switches at a command prompt. The ipconfig utility will show that Admin1 and Marketing1 are configured with valid IP

addresses on the network and a valid subnet mask.
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You can use the nslookup utility with various switches to troubleshoot problems with DNS on computers that support

the utility. For example, suppose you can connect to a remote computer by using the remote computer's IP address,

but you cannot connect to the same remote computer by using its host name. In this situation, you can use the

nslookup utility to troubleshoot the DNS name resolution problem.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

A user complains that his monitor is not working. You must diagnose the problem to return the monitor to normal

operation. What are the four primary sources of display problems? (Choose four.)

Data cable

Video driver

Video cable

Monitor

Processor

Power supply

Video adapter card

Explanation

The video cable, video adapter card, video driver, and monitor are the four primary sources of display problems. The

one you suspect first as the cause of a particular problem will depend on the symptoms exhibited by the system. If a

user reports a display problem, you should ask the user to ensure that the monitor is plugged in and turned on and that

the contrast and brightness on the monitor is adjusted properly. You should also ensure that the monitor is connected to

the computer using the proper cable. You may also need to make sure that the monitor is not in sleep mode, which

simply requires mouse movement or a key depression.

If the monitor is blank but the computer fan is running after you turn the computer on, the monitor is either not powered

on or not plugged in. If the monitor is blank and the computer fan is NOT running after you turn the computer on, either

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


the computer is not plugged in or the computer's power supply is not functional. If you hear one long and two short

beeps during the boot process, the video card is not functioning properly. The video card needs to either be reseated or

replaced.

If you experience a video problem after installing a new application, and the problem only occurs when the new

application is running, the new application may require a video card driver update, which is usually obtained from the

manufacturer's website.

For the A+ exam, you need to understand how to troubleshoot the following video and display symptoms:

VGA mode – This symptom is usually caused when a video card is configured for higher resolution than the

monitor supports or when an incompatible device driver is installed. If it is a resolution issue, you will need to lower

the resolution settings to one supported by the monitor. If it is a driver issue, you will need to download and install

the latest device driver for the installed video card. VGA mode is referred to as low resolution in Windows Vista and

Windows 7.

No image on screen – This problem is usually caused by a dead monitor or no signal being received from the

computer. First, you should try the obvious by making sure that the monitor is plugged in to the wall outlet and

turned on. Then you should make sure that the monitor is properly connected to the computer. If the problem still

exists, replace the existing monitor with a known-good monitor. If this does not fix the problem, replace the video

card with a known-good video adapter.

Overheat shutdown – If the video card is overheating, the image on the display may appear garbled or flicker. It

may even stop operation all together. Once it cools, the display will work again. Often, cleaning out the inside of the

computer case will remove the debris that is causing the overheating. Also, make sure that all internal fans are

operational and fully functional. If problems persists, you should replace the adapter with a known-good card. If the

monitor is overheating, you will likely need to replace the monitor because repairs to monitors should only be done

by properly trained technicians.

Dead pixels – Two types of pixel issues exist: stuck pixels or dead pixels. Stuck pixels have a fixed color and never

change. Dead pixels are black. While the monitor can be repaired, only trained technicians should work on

monitors. Replace the monitor with a known-good unit. If the monitor is under warranty, you should contact the

manufacturer.

Artifacts – While this visual abnormality can be caused by any hardware component in the computer that causes

data corruption, it is most often caused by the video card. Replace the video card with a known-good card.

Color patterns incorrect – If the display is fine when the computer first boots but has problems after Windows loads,

the problem is probably with the display settings configured in the operating system. If the display has color

problems from the start of booting, you have a hardware problem. Test each component, including cabling, monitor,

and video, one at a time until you discover which component is causing the problem.

Dim image – This problem is usually caused by the brightness setting on the monitor. If changing the brightness

setting does not fix this issue, there are different steps to take, depending on which type of monitor you have. If you

have a CRT monitor, the monitor is probably dying and should be replaced. If you have an LCD monitor, the

backlight is probably going bad. The backlight can be replaced without replacing the entire monitor.

Flickering image – For this problem, make sure that all your cables are seated properly. If that does not fix the

issue, replace the cables. Finally, this problem can be caused if the refresh rate is not compatible with the high
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resolution. Increase the refresh rate.

Distorted image – This is usually caused by power issues. Replace the power cable. If that does not help, plug the

monitor into another outlet. If the problem persists, you may need to contact building maintenance or electrical

professionals because it could be an electrical issue in the office or building.

Distorted geometry – If the picture displayed on a monitor has a curvature to the left and right edges, you need to

adjust the geometry settings built into the monitor. Pincushion or barrel distortion is not caused by the video card.

Burn-in – This occurs when the same desktop display is left on a monitor long enough to affect the function of the

individual pixels within the monitor's screen. If burn-in occurs, you will have to either replace the monitor or have it

repaired. To prevent burn-in, you should configure all computers to use a screen saver that changes, moves, or

goes completely dim.

Oversized images and icons – This is usually the result of configuring the operating system to use large images

and icons. Depending on the operating system used, you would need to access the display settings and change it

to using normal images and icons. This can also be affected by the resolution used.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot video, projector, and display issues.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.4 Given a scenario, troubleshoot video, projector, and display issues

You are troubleshooting a laser printer problem where faint images of previously printed pages are appearing on the

current page. Which two components are the most likely cause of this problem? (Choose two.)

Fusing rollers

Charge corona

Cleaning blade

Discharge lamp

Detac corona

Explanation

The condition where faint images of previously printed pages appear on the current page is referred to as ghosting.

This is caused by a failure during the cleaning phase where the erase lamps do not remove the charge on the
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photoreceptor drum, or the cleaning blade does not remove the old toner from the drum. Therefore, either the

discharge lamp or the cleaning blade is the components causing the problem.

The coronas transfer the image to the paper but do not actually ensure that the image is fused to the paper. The fuser

rollers roll the fuser over the paper but do not actually fuse the image to the paper.

If a printer has started producing a repetitive image defect on all printouts, the problem is with either the fuser or the

toner cartridge. A ghost image on a printout is a problem with the developing drum.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

For the A+ exam, you should understand the following common printer symptoms and how to troubleshoot them:

Streaks – This problem is usually caused by a malfunctioning fuser because the fuser is responsible for fusing the

toner to the paper. Replace the fuser. In inkjet printers, this could be caused by a malfunctioning ink cartridge or

dirty print head. Replace the cartridge, or clean the print head. In dot matrix printers, this is caused by a dirty print

head. Clean the print head.

Faded print – This is usually caused when a toner cartridge, ink cartridge, or ribbon is close to empty. You should

replace the cartridge or ribbon with a new unit.

Ghost images – Ghost images are light images of pages that were previously printed that are appearing on the

currently printed page. This is usually caused by the erasure lamp or cleaning blade. The cleaning blade is part of

the toner cartridge and is easier to replace than the erasure lamp. Try replacing it first. If it does not fix the problem,

you will need to replace the erasure lamp.

Toner not fused to the paper – This problem is usually caused by a malfunctioning fuser. Replace the fuser.

Creased paper – This is usually caused by a paper jam. Check the printer internally to ensure that no paper jams or

small scraps of paper are obscuring the paper path. Creased paper can also be caused by worn pickup rollers.

Replace the pickup rollers. Pickup rollers are part of printer maintenance kits.

Paper not feeding – This is usually caused by worn pickup rollers. Replace the pickup rollers. Pickup rollers are

part of printer maintenance kits.

Paper jam – When a paper jam occurs, you need to first completely clear the paper jam. If the paper jam continues

to be a problem, you need to determine which printer part could be causing the paper jams. Check to make sure

that you are using paper that is approved for the printer. Paper that is too thick will cause paper jams. Also, high

humidity can cause the paper to stick together, which causes paper jams. Paper jams can also be caused by worn

rollers or broken drive gears. Rollers are part of the printer's maintenance kit. If you suspect broken drive gears,

you will need to contact a printer technician to replace the drive gear. If the paper jams after reaching the corona

assembly, the problem could be caused by the static eliminator strip, which needs to be replaced by a printer

technician.

No connectivity – If this problem is with a locally attached printer, make sure that the cable is properly attached. Try

replacing the cable with a new cable. If this problem is with a network printer, ping the printer to see if it is available.



If you can ping the printer, you probably have an incorrect setting or driver.

Garbled characters on paper – This problem is usually caused by an incorrect printer driver. Install the most up-to-

date version of the correct printer driver.

Vertical black lines on page – Vertical black lines are caused by scratches on the drum or dirty corona wire. If you

suspect that scratches are on the drum, replace the toner cartridge. If you suspect the corona wire, try cleaning it

first. If the problem still persists, replace the toner cartridge. For inkjet printers, you should try cleaning the print

head or replacing the ink cartridge.

Vertical white lines – Vertical white lines are caused by a dirty transfer corona wire. Clean the corona wires. The

corona wire is part of the toner cartridge and can be cleaned using a brush. For inkjet printers, clean the print head.

If these solutions do not work, you will need to replace the toner cartridge or ink cartridge.

Backed up print queue – You can try to delete the print job from the print queue that you suspect is causing the

problem. If this does not fix the problem, you will need to stop and restart the print queue. This will result in all jobs

in the print queue being deleted. All users will have to resubmit their print jobs.

Low memory errors – Often just turning the printer off and back on will fix this problem. If the problem persists, you

could print the page at a lower resolution or change the print page so that it is less complex. If this does not fix the

problem, you may try installing a different driver for the printer. You could also add more memory to the printer.

Access denied – This is most often caused by the access control list (ACL) for the printer. Make sure that the user

has been granted print permission. This can also be affected by print availability and print priority. Print availability

is a way to set up a printer so that a particular group can print to the printer during certain times. If a user attempts

to print to the printer outside of the availability times, the print job is unsuccessful. Print priority allows you to assign

jobs from a particular group a higher priority. If this technique is used, jobs that have a higher priority will take

precedence over other print jobs. Print availability and print priority can prevent or delay print jobs.

Printer will not print – If you are sure that the printer has power and paper, you should try printing a test page. If the

test page is unsuccessful, you probably have a connection issue. Replace the cabling if it is a local printer. If it is a

network printer, complete network troubleshooting techniques to troubleshoot the issue.

Color prints in wrong print color – This is usually the result of a dirty print head. Clean the print head first. If the

problem persists, replace the toner cartridge or ink cartridge. Calibrating the cartridge may also help.

Unable to install printer – If this problem occurs, the account used to install the printer probably does not have

permissions to install the printer. Use an administrative-level account to install the printer.

Error codes – For any error codes you are given, consult the manufacturer's documentation or website to get

details on the error. Follow the manufacturer's suggested troubleshooting steps for the particular error you receive.

Printing blank pages – The most often cause of this problem is that the printer is out of ink or toner. It can also be

caused by clogged print nozzles in an inkjet printer. For a laser printer, the toner cartridge has sealant tape over the

toner dispenser. If this tape is not removed, pages will be blank.

No image on printer display – This is most often caused because the printer is unplugged or in standby mode.

Objective: 
Hardware and Network Troubleshooting
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Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

TechRepublic.com: Learn the basics of laser printing, http://www.techrepublic.com/article/learn-the-basics-of-laser-

printing/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

An NTFS folder named Research is backed up on a regular basis. You restore the folder onto another hard drive but

notice that the file permissions were not restored. What is the MOST likely reason this happened?

The original files were encrypted.

The files were restored on a FAT partition.

An error occurred while restoring the files.

File permissions were not saved during a backup.

Explanation

It is most likely that the files have been restored on a FAT partition. While NTFS partitions allow files to be configured

with individual permissions, FAT partitions do not. While you can restore NTFS files on a FAT partition, the NTFS file

permissions will be lost.

NTFS file permissions are always saved during a backup.

If an error occurred while restoring the files, it is more than likely that the files would not restore at all, or that only part

of the files would restore.

If the original files were encrypted, you would not be able to restore the encrypted form of the file. However, this would

not affect file permission restoration.

For the A+ exam, you need to be familiar with the following hard drive symptoms and how to fix them:

Read/write failure – This is usually caused by damaged sectors on the hard drive or by hard drive failure. Run the

chkdsk command to scan the drive for damaged sectors. If the hard drive has completely failed, you will need to

replace the drive and restore the data from backup.

Slow performance – This can be caused by memory or hard drive. If you do not have enough memory, there will be

excessive paging. In this case, add more memory. If you think the hard drive itself is causing the performance

issue, check the hard drive to see if it has sufficient free space. If it does not, you need to add more hard drives to

http://www.techrepublic.com/article/learn-the-basics-of-laser-printing/
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your computer. If it has sufficient free space, the performance issue could be caused by fragmented files. Run the

defrag utility to defragment the hard drive and increase hard drive performance.

Loud clicking noise – This often occurs right before the hard drive dies. Because loud noises can also be caused by

other components, you first need to confirm that the noise is coming from the hard drive. If you have confirmed this,

completing a backup of your data should be your first priority. Then replace the hard drive and restore the data from

the backup.

Failure to boot – This problem can be caused by many different issues. If the system cannot locate the boot files, it

cannot boot. If you suspect this is the problem, you should ensure that your BIOS is set to boot from the drive

where the boot files reside. Also, it may be necessary to check the BOOT.INI file to ensure that the partition

information is entered correctly. Finally, you may have to repair corrupted boot files. You should use the Recovery

Console to repair corrupt system files. Finally, check to make sure that the connections to your hard drive are still

intact. If you receive any Self-Monitoring, Analysis, and Reporting Technology (S.M.A.R.T.) errors, research the

specific error you receive to find out what you need to do.

Drive not recognized – This usually involves either an incorrect master/slave setting or the inability of the BIOS or

operating system to recognize the drive. Check to make sure that the master/slave jumpers are configured

appropriately. Check the BIOS to make sure that the disk parameters are configured appropriately. Finally, you

made need to install the appropriate drivers for the operating system. This may require that you obtain the third-

party drivers from the hard drive vendor. In legacy systems that do not support drives higher than 504 MB, you may

need to implement logical bus addressing (LBA).

OS not found – This usually is a software issue where the boot sector cannot be located. Reboot the computer into

the Recovery Console and repair the operating system.

RAID not found – If hardware RAID is implemented in the computer, the problem is usually with the RAID controller.

Check the controller and replace as necessary. If software RAID is implemented, make sure that the BIOS is set to

RAID. You should also check all RAID connections. Finally, test the individual RAID drives. If one of the drives has

failed, replace it and restore the data.

RAID stops working – This is usually caused by the failure of a single hard drive in the RAID array. You need to

determine which hard drive has failed and replace it. If the failed drive is in a RAID-1 or RAID-5 array, the array will

continue to operate, but performance will be degraded until the failed hard drive is replaced. Use the RAID setup

program to set the RAID configuration back up.

Proprietary crash screens (BSOD/pin wheel) – If a BSOD occurs after you install a new hard drive or new drivers,

you should immediately suspect the hard drive as the cause. Remove the hard drive or roll back its driver to

troubleshoot the BSOD. If the BSOD no longer occurs, you should then research the change you made to discover

if there is a known issue with the hard drive or driver. Make sure that you only remove one hard drive or roll back

one driver at a time to help determine the true cause of the BSOD. Pinwheel errors are Apple computers equivalent

to BSOD. Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in

applications, event processing issues, and virtual memory issues.

S.M.A.R.T. errors – Self Monitoring Analysis and Reporting Technology (S.M.A.R.T.) performs a quick analysis of

the hard drive for problems during system boot up. It reports on such hard drive parameters as read error rate,

throughput performance, and seek error rate. The main purpose of using S.M.A.R.T. is to ensure that you receive

warnings prior to a complete drive failure so that the drive can be replaced before complete failure.
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot hard drives and RAID arrays.

References: 

How permissions are handled when you copy and move files and folders, https://support.microsoft.com/en-

us/help/310316/how-permissions-are-handled-when-you-copy-and-move-files-and-folders

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.3 Given a scenario, troubleshoot hard drives and RAID arrays

A technician is dispatched to troubleshoot a user's computer. After performing diagnostics, the technician determines

that drive thrashing is occurring. What are the factors that can affect this? (Choose all that apply.)

Hard drive

Memory

Paging file

Running processes

Explanation

The factors that can affect drive thrashing are the hard drive, memory, paging file, and running processes. Drive

thrashing occurs when an excessive amount of data is moved between physical RAM (memory) and the paging file.

Some possible fixes for this problem include the following:

Increase the amount of physical memory

Increase the size of the paging file

Eliminate unnecessary running processes and applications

Disable unnecessary services, especially indexing services

For the A+ exam, you need to be familiar with the following hard drive symptoms and how to fix them:

Read/write failure – This is usually caused by damaged sectors on the hard drive or by hard drive failure. Run the

chkdsk command to scan the drive for damaged sectors. If the hard drive has completely failed, you will need to

replace the drive and restore the data from backup.

https://support.microsoft.com/en-us/help/310316/how-permissions-are-handled-when-you-copy-and-move-files-and-folders
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Slow performance – This can be caused by memory or hard drive. If you do not have enough memory, there will be

excessive paging. In this case, add more memory. If you think the hard drive itself is causing the performance

issue, check the hard drive to see if it has sufficient free space. If it does not, you need to add more hard drives to

your computer. If it has sufficient free space, the performance issue could be caused by fragmented files. Run the

defrag utility to defragment the hard drive and increase hard drive performance.

Loud clicking noise – This often occurs right before the hard drive dies. Because loud noises can also be caused by

other components, you first need to confirm that the noise is coming from the hard drive. If you have confirmed this,

completing a backup of your data should be your first priority. Then replace the hard drive and restore the data from

the backup.

Failure to boot – This problem can be caused by many different issues. If the system cannot locate the boot files, it

cannot boot. If you suspect this is the problem, you should ensure that your BIOS is set to boot from the drive

where the boot files reside. Also, it may be necessary to check the BOOT.INI file to ensure that the partition

information is entered correctly. Finally, you may have to repair corrupted boot files. You should use the Recovery

Console to repair corrupt system files. Finally, check to make sure that the connections to your hard drive are still

intact. If you receive any Self-Monitoring, Analysis, and Reporting Technology (S.M.A.R.T.) errors, research the

specific error you receive to find out what you need to do.

Drive not recognized – This usually involves either an incorrect master/slave setting or the inability of the BIOS or

operating system to recognize the drive. Check to make sure that the master/slave jumpers are configured

appropriately. Check the BIOS to make sure that the disk parameters are configured appropriately. Finally, you

made need to install the appropriate drivers for the operating system. This may require that you obtain the third-

party drivers from the hard drive vendor. In legacy systems that do not support drives higher than 504 MB, you may

need to implement logical bus addressing (LBA).

OS not found – This usually is a software issue where the boot sector cannot be located. Reboot the computer into

the Recovery Console and repair the operating system.

RAID not found – If hardware RAID is implemented in the computer, the problem is usually with the RAID controller.

Check the controller and replace as necessary. If software RAID is implemented, make sure that the BIOS is set to

RAID. You should also check all RAID connections. Finally, test the individual RAID drives. If one of the drives has

failed, replace it and restore the data.

RAID stops working – This is usually caused by the failure of a single hard drive in the RAID array. You need to

determine which hard drive has failed and replace it. If the failed drive is in a RAID-1 or RAID-5 array, the array will

continue to operate, but performance will be degraded until the failed hard drive is replaced. Use the RAID setup

program to set the RAID configuration back up.

Proprietary crash screens (BSOD/pin wheel) – If a BSOD occurs after you install a new hard drive or new drivers,

you should immediately suspect the hard drive as the cause. Remove the hard drive or roll back its driver to

troubleshoot the BSOD. If the BSOD no longer occurs, you should then research the change you made to discover

if there is a known issue with the hard drive or driver. Make sure that you only remove one hard drive or roll back

one driver at a time to help determine the true cause of the BSOD. Pinwheel errors are Apple computers equivalent

to BSOD. Pinwheel errors occur when users see the spinning rainbow pin wheel. Causes include bugs in

applications, event processing issues, and virtual memory issues.
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S.M.A.R.T. errors – Self Monitoring Analysis and Reporting Technology (S.M.A.R.T.) performs a quick analysis of

the hard drive for problems during system boot up. It reports on such hard drive parameters as read error rate,

throughput performance, and seek error rate. The main purpose of using S.M.A.R.T. is to ensure that you receive

warnings prior to a complete drive failure so that the drive can be replaced before complete failure.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot hard drives and RAID arrays.

References: 

Thrashing, http://www.computerhope.com/jargon/t/thrash.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.3 Given a scenario, troubleshoot hard drives and RAID arrays

Your computer only boots with a bootable DVD. It is not able to boot without a bootable DVD. What could be the

possible reasons for this problem? (Choose two.)

Corrupt operating system

Bad CPU

Bad RAM

Bad hard disk

Explanation

If your computer boots with a bootable DVD but is not able to boot without it, then the problem may be the hard disk or

a corrupt operating system. A computer cannot boot without a bootable disk when the disk drive cannot read the boot

information successfully. This could be caused by a bad IDE interface or a bad disk. The computer will not be able to

detect the hard disk if there is a bad IDE interface and will require a bootable disk to boot the computer. If there is a bad

disk, the computer will again require a bootable disk to boot the computer. To solve this problem, you should replace

the disk, then reinstall the operating system and reload the data. Corrupt operating systems will also not allow the

computer to boot without bootable disks. Operating systems provide a platform on which other application programs

run. Booting a computer involves loading the operating system and other basic software after a power-on self-test

(POST) is complete. You may be required to reinstall the operating system if you are unable to boot the computer

without bootable disks.

http://www.computerhope.com/jargon/t/thrash.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


If you are able to boot the computer with bootable disks, then the computer does not have a problem with the RAM.

When you turn on a computer, it performs a POST that includes checking the CPU, RAM, presence of a video card,

and other hardware components. The boot process stops and produces beep codes when the POST encounters a

problem. These are a series of beeps from the computer's speaker. The number, duration, and pattern of the beeps

indicate which computer component is causing the problem. For example, continuous long beeps indicate a problem

with the RAM.

If your computer boots with a bootable disk but cannot boot without it, then you can rule out any problem with the CPU.

If there is a problem with the CPU, the computer will not be able to boot, with or without the bootable disk.

For the A+ exam, you need to be familiar with the following hard drive symptoms and how to fix them:

Read/write failure – This is usually caused by damaged sectors on the hard drive or by hard drive failure. Run the

chkdsk command to scan the drive for damaged sectors. If the hard drive has completely failed, you will need to

replace the drive and restore the data from backup.

Slow performance – This can be caused by memory or hard drive. If you do not have enough memory, there will be

excessive paging. In this case, add more memory. If you think the hard drive itself is causing the performance

issue, check the hard drive to see if it has sufficient free space. If it does not, you need to add more hard drives to

your computer. If it has sufficient free space, the performance issue could be caused by fragmented files. Run the

defrag utility to defragment the hard drive and increase hard drive performance.

Loud clicking noise – This often occurs right before the hard drive dies. Because loud noises can also be caused by

other components, you first need to confirm that the noise is coming from the hard drive. If you have confirmed this,

completing a backup of your data should be your first priority. Then replace the hard drive and restore the data from

the backup.

Failure to boot – This problem can be caused by many different issues. If the system cannot locate the boot files, it

cannot boot. If you suspect this is the problem, you should ensure that your BIOS is set to boot from the drive

where the boot files reside. Also, it may be necessary to check the BOOT.INI file to ensure that the partition

information is entered correctly. Finally, you may have to repair corrupted boot files. You should use the Recovery

Console to repair corrupt system files. Finally, check to make sure that the connections to your hard drive are still

intact. If you receive any Self-Monitoring, Analysis, and Reporting Technology (S.M.A.R.T.) errors, research the

specific error you receive to find out what you need to do.

Drive not recognized – This usually involves either an incorrect master/slave setting or the inability of the BIOS or

operating system to recognize the drive. Check to make sure that the master/slave jumpers are configured

appropriately. Check the BIOS to make sure that the disk parameters are configured appropriately. Finally, you

made need to install the appropriate drivers for the operating system. This may require that you obtain the third-

party drivers from the hard drive vendor. In legacy systems that do not support drives higher than 504 MB, you may

need to implement logical bus addressing (LBA).

OS not found – This usually is a software issue where the boot sector cannot be located. Reboot the computer into

the Recovery Console and repair the operating system.

RAID not found – If hardware RAID is implemented in the computer, the problem is usually with the RAID controller.

Check the controller and replace as necessary. If software RAID is implemented, make sure that the BIOS is set to
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RAID. You should also check all RAID connections. Finally, test the individual RAID drives. If one of the drives has

failed, replace it and restore the data.

RAID stops working – This is usually caused by the failure of a single hard drive in the RAID array. You need to

determine which hard drive has failed and replace it. If the failed drive is in a RAID-1 or RAID-5 array, the array will

continue to operate, but performance will be degraded until the failed hard drive is replaced. Use the RAID setup

program to set the RAID configuration back up.

Proprietary crash screens (BSOD/pin wheel) – If a BSOD occurs after you install a new hard drive or new drivers,

you should immediately suspect the hard drive as the cause. Remove the hard drive or roll back its driver to

troubleshoot the BSOD. If the BSOD no longer occurs, you should then research the change you made to discover

if there is a known issue with the hard drive or driver. Make sure that you only remove one hard drive or roll back

one driver at a time to help determine the true cause of the BSOD. Pinwheel errors are Apple computers equivalent

to BSOD. Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in

applications, event processing issues, and virtual memory issues.

S.M.A.R.T. errors – Self Monitoring Analysis and Reporting Technology (S.M.A.R.T.) performs a quick analysis of

the hard drive for problems during system boot up. It reports on such hard drive parameters as read error rate,

throughput performance, and seek error rate. The main purpose of using S.M.A.R.T. is to ensure that you receive

warnings prior to a complete drive failure so that the drive can be replaced before complete failure.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot hard drives and RAID arrays.

References: 

Chapter 2, Effectively Working with Personal Computer Components, bootable disks [PDF file],

http://media.wiley.com/assets/1041/59/4831xc02.pdf

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.3 Given a scenario, troubleshoot hard drives and RAID arrays

You are troubleshooting a problem with a Windows computer. When you boot up the computer, you hear the hard disks

start, the computer beeps once, and everything appears normal except the display. The display is blank. You confirm

that the monitor's power switch is on and the monitor is plugged in. What should you do next to troubleshoot this

problem?

Replace the power supply.

http://media.wiley.com/assets/1041/59/4831xc02.pdf%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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Install new video display drivers.

Replace the monitor.

Replace the video card.

Explanation

A screen that stays blank through the entire boot process usually indicates a problem with the monitor. You should first

check the monitor's power switch and cables. If you confirm that the monitor is getting enough power from the power

outlet, the monitor is turned on, and the power and video cables are connected properly, you should replace the monitor

with a known-good unit.

The scenario does not indicate a need to replace the power supply. If the computer boots up and the hard disks spin,

the system is getting power. The computer power supply needs to be checked if the monitor powers up but the

computer does not, even when it is connected to the same power source as the monitor. If the fan in the power supply

has stopped, but the power supply still works, cleaning the fan of dust and debris may help. If it does not, you need to

replace the power supply. The fan in a power supply is crucial to proper air circulation within the computer case.

If the screen went blank once the operating system booted, you might suspect problems with the video drivers.

However, in this scenario, the screen is blank throughout the boot process. This is not a symptom of video driver

problems. Power-on self-test (POST) will find severe video card problems and report them during bootup. If you

eliminate the power and monitor as possible causes of a blank screen problem, your next step would be to swap out

the video card.

For the A+ exam, you need to understand how to troubleshoot the following video and display symptoms:

VGA mode – This symptom is usually caused when a video card is configured for higher resolution than the

monitor supports or when an incompatible device driver is installed. If it is a resolution issue, you will need to lower

the resolution settings to one supported by the monitor. If it is a driver issue, you will need to download and install

the latest device driver for the installed video card. VGA mode is referred to as low resolution in Windows Vista and

Windows 7.

No image on screen – This problem is usually caused by a dead monitor or no signal being received from the

computer. First, you should try the obvious by making sure that the monitor is plugged in to the wall outlet and

turned on. Then you should make sure that the monitor is properly connected to the computer. If the problem still

exists, replace the existing monitor with a known-good monitor. If this does not fix the problem, replace the video

card with a known-good video adapter.

Overheat shutdown – If the video card is overheating, the image on the display may appear garbled or flicker. It

may even stop operation all together. Once it cools, the display will work again. Often, cleaning out the inside of the

computer case will remove the debris that is causing the overheating. Also, make sure that all internal fans are

operational and fully functional. If problems persists, you should replace the adapter with a known-good card. If the

monitor is overheating, you will likely need to replace the monitor because repairs to monitors should only be done

by properly trained technicians.

Dead pixels – Two types of pixel issues exist: stuck pixels or dead pixels. Stuck pixels have a fixed color and never

change. Dead pixels are black. While the monitor can be repaired, only trained technicians should work on



monitors. Replace the monitor with a known-good unit. If the monitor is under warranty, you should contact the

manufacturer.

Artifacts – While this visual abnormality can be caused by any hardware component in the computer that causes

data corruption, it is most often caused by the video card. Replace the video card with a known-good card.

Color patterns incorrect – If the display is fine when the computer first boots but has problems after Windows loads,

the problem is probably with the display settings configured in the operating system. If the display has color

problems from the start of booting, you have a hardware problem. Test each component, including cabling, monitor,

and video, one at a time until you discover which component is causing the problem.

Dim image – This problem is usually caused by the brightness setting on the monitor. If changing the brightness

setting does not fix this issue, there are different steps to take, depending on which type of monitor you have. If you

have a CRT monitor, the monitor is probably dying and should be replaced. If you have an LCD monitor, the

backlight is probably going bad. The backlight can be replaced without replacing the entire monitor.

Flickering image – For this problem, make sure that all your cables are seated properly. If that does not fix the

issue, replace the cables. Finally, this problem can be caused if the refresh rate is not compatible with the high

resolution. Increase the refresh rate.

Distorted image – This is usually caused by power issues. Replace the power cable. If that does not help, plug the

monitor into another outlet. If the problem persists, you may need to contact building maintenance or electrical

professionals because it could be an electrical issue in the office or building.

Distorted geometry – If the picture displayed on a monitor has a curvature to the left and right edges, you need to

adjust the geometry settings built into the monitor. Pincushion or barrel distortion is not caused by the video card.

Burn-in – This occurs when the same desktop display is left on a monitor long enough to affect the function of the

individual pixels within the monitor's screen. If burn-in occurs, you will have to either replace the monitor or have it

repaired. To prevent burn-in, you should configure all computers to use a screen saver that changes, moves, or

goes completely dim.

Oversized images and icons – This is usually the result of configuring the operating system to use large images

and icons. Depending on the operating system used, you would need to access the display settings and change it

to using normal images and icons. This can also be affected by the resolution used.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot video, projector, and display issues.

References: 

Display Troubleshooting, https://www.ifixit.com/Wiki/Display_Troubleshooting

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.4 Given a scenario, troubleshoot video, projector, and display issues

https://www.ifixit.com/Wiki/Display_Troubleshooting
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Daniel is a subscriber to your company's online tech forum and is complaining that he can no longer access it, although

no other subscribers have called. You have no problem connecting to the tech forum. What would you tell Daniel to do?

Check his Ethernet connection.

Use Control Panel to change his network settings.

Use Control Panel to change his hardware settings.

Use Windows Update to update his computer.

Explanation

You should tell Daniel to check his Ethernet connection. The number one A+ rule for connectivity issues is always to

check the connection. If more than one subscriber was complaining, it is likely that there is a wider issue, including the

forum or a server is down.

You should not tell him to use Control Panel to change his hardware or network settings. Until he knows where the

problem lies, he should not change any settings on his computer. In Control Panel, you can change passwords, add

users, configure and modify network settings, and set desktop backgrounds.

You should not tell him to use Windows Update to update his computer. While his computer may not be up to date, this

would not be likely to cause connection issues unless your company implements some kind of network access control

(NAC) policy that requires certain settings and updates. Windows Update runs in the background and constantly

searches to keep your computer up to date with the latest patches or fixes. Users can choose to have automatic or

manual updates.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Common Mobile Network Problems (and How to Fix or Avoid Them),

http://compnetworking.about.com/od/internetaccessbestuses/fl/Common-Mobile-Network-Problems-and-How-to-Fix-or-

Avoid-Them.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

http://compnetworking.about.com/od/internetaccessbestuses/fl/Common-Mobile-Network-Problems-and-How-to-Fix-or-Avoid-Them.htm
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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A user contacts you about a problem with his notebook computer. The battery for her notebook computer will no longer

hold a charge. She removed the battery, but the computer will not work when plugged into the AC outlet. A new battery

is on order but will not arrive until next week. The user needs the computer to be operational for a meeting tomorrow.

You want to provide the easiest method to restore operation.

What should you instruct her to do?

Change the battery setting in the computer's BIOS.

Fully charge the old battery overnight, and then boot the computer.

Re-insert the depleted battery in the computer, and then boot the computer.

Wait until the new battery arrives next week.

Explanation

You should instruct the user to re-insert the depleted battery in the computer and then boot the computer. Some

notebook computers require that the battery remain in place, even if it is depleted, to complete the electrical charge.

This often occurs when you overcharge the battery by plugging it into the wall for too long.

You should not instruct the user to wait until the new battery arrives next week. The user needs the computer to be

operational for a meeting tomorrow.

You should not instruct the user to fully charge the old battery overnight and then boot the computer. The battery will no

longer hold a charge, so recharging the battery is not possible.

You should not instruct the user to change the battery setting in the computer's BIOS. A computer's BIOS will contain

power settings that allow you to use hibernation and standby mode. However, these settings have nothing to do with

operating the computer with or without a battery in the battery slot.

If you have a problem powering down a laptop computer even after holding down the power button for several seconds,

you should disconnect the power supply and remove the battery to power down.

Power supplies are rated for use in the United States or Europe. If you must travel to both locales, you should ensure

that you have power supplies that will operate in both areas.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 
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How to Restore a Dead or Dying Laptop Battery, http://www.online-tech-tips.com/computer-tips/how-to-restore-a-dead-

or-dying-laptop-battery/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

An IBM computer is giving one long beep and one short beep when turned on. The computer does not boot up. What

should you do to troubleshoot the problem?

Check the motherboard.

Check the central processing unit (CPU).

Reconnect the keyboard.

Check the video adapter card.

Explanation

You should check the motherboard to troubleshoot the problem. One long and one short beep indicates a problem with

the motherboard. When a system boots, the power-on self-test (POST) will check the devices for functionality. If a

device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used vary

based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major BIOS

manufacturers or know how to locate the beep codes. You should not check the video adapter card. You need to check

the video adapter card if there is a one long beep and two short beeps. A single short beep indicates that the computer

has cleared the POST and is booting up. If the screen does not give a display after a normal POST, you should check

the connectors between the computer and the monitor.

You should not reconnect the keyboard. If there is a keyboard issue, an IBM computer will generate three long beeps.

You should not check the CPU. In case of a CPU failure, the computer will not generate any beep.

If you need to replace the motherboard, make sure that you wear an antistatic wristband and implement other proper

procedures to prevent electrostatic discharge (ESD). In addition, you should label the screws as you remove them and

secure them to a piece of tape to ensure that they do not get out of order or lost. If you want to test to see if a

motherboard is faulty, you should take the hardware down to the bare minimum. If the system still will not boot, it is

likely the result of a defective motherboard.

The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

http://www.online-tech-tips.com/computer-tips/how-to-restore-a-dead-or-dying-laptop-battery/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.

Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.

Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a



motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.

Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 
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IBM BIOS beep codes, http://www.bioscentral.com/beepcodes/ibmbeep.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

You replaced a processor with a newer processor that should run at a much higher speed. However, your system does

not identify the processor correctly, and the processor runs at the same speed as the old processor. What could you do

to correct this problem?

Change the voltage setting for the processor.

Flip the turbo switch on the motherboard.

Update the BIOS.

Reseat the processor.

Explanation

If you replace a CPU and the power-on self-test (POST) fails to correctly identify the CPU, the most likely cause of the

problem is an old BIOS. You should check with the BIOS manufacturer to see if this is indeed the problem and update

the BIOS. Misconfigured jumpers can be another cause of a misidentified processor in older motherboards. Many older

motherboards use jumpers to set the processor bus frequencies. Consult the motherboard documentation to determine

how to properly configure the jumpers when you come across this problem.

Reseating the processor would not correct the problem. If the processor were not seated properly, the system would

not boot.

There is not a turbo switch on motherboards. However, some motherboards have jumpers that require you to manually

configure the processor bus frequencies.

The symptoms presented in the scenario do not indicate an incorrectly configured processor voltage level. Symptoms

of an improperly set processor voltage level include system lockups during or shortly after POST and operating system

boot failure. Motherboards that use a form factor newer than the Socket 7 and Super Socket have built-in voltage

regulators that do not require manual setting. However, Socket 7 and Super Socket motherboards require you to

manually set the proper voltage level required for the particular processor.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

http://www.bioscentral.com/beepcodes/ibmbeep.htm
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References: 

Troubleshooting BIOS issues, http://www.intel.com/support/motherboards/desktop/sb/CS-028780.htm

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

You are troubleshooting a problem with a computer. After analyzing the problem, you determine a possible cause of the

problem. You test your theory, but determine that the theory is not correct. Which two steps could you take next?

(Choose two.)

Implement a solution.

Escalate the problem.

Establish a plan of action.

Establish a new theory.

Explanation

When a possible theory is not confirmed, you have two possible courses of action: 1) establish a new theory or 2)

escalate the problem.

You should not establish a plan of action until after you have tested your theory and determined that the theory is

correct.

You should not implement a solution until after the theory is tested and a plan of action is established.

The steps in the troubleshooting process, according to the CompTIA A+ certification exam objectives, occur in the

following order:

1. Identify the problem - Question the user, identify user changes, and perform backups before making changes.

Inquire regarding environmental or infrastructure changes. Review system and application logs.

2. Establish a theory of probable cause - This is often referred to as root cause analysis. During this step, you should

question the obvious. If necessary, conduct external or internal research based on symptoms.

3. Test the theory to determine the cause - Once the theory is confirmed, determine the next steps required to resolve

the problem. If the theory is not confirmed, re-establish a new theory or escalate the problem.

4. Establish a plan of action - Finally, implement the solution.

5. Evaluate the results - Verify full system functionality. If applicable, implement preventative measures.

6. Document - Record your findings, actions, and outcomes.

You should always consider corporate policies, procedures, and impacts before implementing changes.

http://www.intel.com/support/motherboards/desktop/sb/CS-028780.htm
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, use the best practice methodology to resolve problems.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.1 Given a scenario, use the best practice methodology to resolve problems

You replace the toner cartridge in a laser printer. Now, all printouts have black specks on both sides. Which action you

should take first?

Check the fuser assembly and fuse.

Realign the transfer corona.

Replace the toner cartridge.

Clean the interior of the printer.

Explanation

Random specks of toner can appear on printouts for several reasons, including a defective toner cartridge, paper that is

moist or does not meet the specifications for the printer, or toner contamination within the printer. The first action you

should take is to inspect and clean the inside of the laser printer. Even a small amount of scattered toner inside the

printer can cause specks to appear on many printouts. The cleaning should be done according to the manufacturer's

recommended procedure; the cleaning may need to include the general interior, the toner cartridge assembly exterior,

the corona wire, and the fuser rollers. Although rough or moist paper can also cause black specks to appear randomly,

these specks tend to be on the print side only and not on both sides.

The toner cartridge may also need replacing if it was damaged during handling and installation, but replacement should

follow the cleaning procedure and test page printouts. Replace the cartridge only if the test pages do not print properly.

Symptoms associated with a dirty or scratched drum within the toner cartridge include white specks on a black

background and vertical streaks on the printout, respectively. Although dirt and dust can be carefully removed from a

dirty drum, a scratched drum must be replaced.

The transfer corona alignment is generally fixed by the manufacturer and is not adjustable.

A fuser with a blown fuse would not melt the toner onto the page, and the symptom of a defective fuser or a blown fuser

fuse would be an easily smudged printout, not a speckled printout. You should always check the manufacturer's service
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guide recommendations for the maintenance schedule for a printer.

Always keep in mind that you should check the obvious first when troubleshooting a printer. If the printer is not printing,

you should make sure it is plugged in and turned on. You should also make sure that it has paper. Most technicians can

tell you stories about how they were called in for troubleshooting an issue that had a very obvious fix. Also, keep in

mind that some internal components should only be replaced by individuals who are experienced in repairing printers.

These printer technicians are usually employed by the vendor from which you purchased the printer.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot printers.

References: 

Stop gibberish and poor image quality with these laser printer tips, http://www.techrepublic.com/article/stop-gibberish-

and-poor-image-quality-with-these-laser-printer-tips/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.6 Given a Scenario, Troubleshoot Printers with Appropriate Tools

You are checking connectivity between two devices using the ping command. You want the ping command to continue

sending messages until interrupted. Which parameter of the ping command should you use?

-t

-a

-v

-f

Explanation

The -t parameter of the ping command will cause the command to continue sending messages until interrupted.

The -a parameter of the ping command will display the host name of the IP address that you are pinging, if successful.

The -f parameter of the ping command will send the messages without fragmenting the messages.

The -v parameter of the ping command will specify the value of the Type of Service (TOS) field in the IP header for the

messages sent.

http://www.techrepublic.com/article/stop-gibberish-and-poor-image-quality-with-these-laser-printer-tips/
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For the A+ exam, you need to understand the following command-line tools:

Ping – Uses ICMP to test connectivity between two devices

Ipconfig/ifconfig – Displays the TCP/IP configuration of a device. You should be familiar with its switches, including

the /all, /release, /registerdns, /renew, and /flushdns switches. The ifconfig is the Unix/Linux equivalent of ipconfig.

Tracert – Traces the path a packet traverses through a network. It displays the name and IP address of every single

device through which the packet passes.

Netstat – Displays what ports are listening on a TCP/IP device

Nbtstat – Displays NetBIOS information

Net – A powerful Windows command. The net use subcommand allows you to view what is currently shared.

Research the various ways you can use the net command.

Netdom – Joins a computer to a Windows domain, manages computer accounts on a Windows domain, and

establishes trust relationships between Windows domains. It is available by default with Windows 8 and later.

Nslookup – Queries the Domain Name System (DNS) to obtain domain name or IP address mapping or for any

other specific DNS record.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Ping, https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/ping

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

Mark is the network administrator in his building and is responsible for training all the new technicians on various

troubleshooting techniques. He is instructing them on documenting their actions at the end of the troubleshooting

process. What should he NOT encourage them to document at that time?

theories used

outcomes achieved

actions taken

findings discovered

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/ping
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Explanation

You should not document the theories used at the end of the troubleshooting process. It is only necessary to document

the findings discovered, actions taken, and outcomes achieved.

The steps in the troubleshooting process, according to the CompTIA A+ certification exam objectives, occur in the

following order:

1. Identify the problem - Question the user, identify user changes, and perform backups before making changes.

Inquire regarding environmental or infrastructure changes. Review system and application logs.

2. Establish a theory of probable cause - This is often referred to as root cause analysis. During this step, you should

question the obvious. If necessary, conduct external or internal research based on symptoms.

3. Test the theory to determine the cause - Once the theory is confirmed, determine the next steps to resolve the

problem. If the theory is not confirmed, re-establish a new theory or escalate the problem.

4. Establish a plan of action - Finally, implement the solution.

5. Evaluate the results - Verify full system functionality. If applicable, implement preventative measures.

6. Document - Record your findings, actions, and outcomes.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, use the best practice methodology to resolve problems.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.1 Given a scenario, use the best practice methodology to resolve problems

A user reports that her portable computer overheats frequently. You inspect her computer and discover that the air

vents are open. What is the most likely cause of this problem?

The AC adapter is not working.

The battery has become faulty.

The fan is not working.

Dust has accumulated on the heatsink fins.

Explanation

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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The most likely cause is accumulated dust on the heatsink fins. Heatsinks are used to draw the heat away from the

chip. Almost all modern computers use heatsinks with incorporated fans so they do not have to rely on the airflow

within the system. Heatsinks with fans are referred to as active heatsinks. Heatsinks become less effective over time

due to accumulated dust on the fins. The dust reduces the ability of a heatsink to transfer heat to the ambient air.

Sometimes the dust also causes the fan to make noise. Usually, fans on portable computers make some noise at the

time of booting. But if the noise has increased, you should clean the heatsink fins by using canned air. If all fan noise

suddenly quits, chances are that the fan has stopped completely and the machine should be serviced immediately.

A faulty fan would not be the most likely cause of the problem in this scenario because the user is able to use her

computer. To prevent damage to the hardware, most modern computers are designed to shut down if their temperature

has reached beyond its core temperature. Therefore, if the fan is not working, the user will not be able to operate her

computer.

A faulty battery or faulty AC adapter would not be the most likely cause of the problem in this scenario. A faulty battery

and a faulty AC adapter will prevent the portable computer from booting up. A faulty battery or a faulty AC adapter does

not cause a portable computer to overheat.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate procedures.

References: 

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.5 Given a scenario, troubleshoot common mobile device issues while adhering to the appropriate

procedures

When you start your computer, a CMOS checksum error is caused. After investigating, you discover that the CMOS

battery is causing the problem. You want to measure the voltage of the CMOS battery before replacing it with a new

one. Which device should you use?

Continuity meter

Tachometer

Volt ohm meter

Current clamp

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


Explanation

The volt ohm meter (VOM) is used for most electrical measurements and for testing continuity. This meter can check

voltage, AC or DC, ohms, AC circuits, DC circuits, batteries, milliamps, diodes, or capacitors. If the CMOS battery is

failing, you would most likely replace it with a CR2032 battery.

There are two types of VOMs: analog and digital. The analog VOM has a physical meter with a needle that moves from

left to right, a rotary switch, and a set of wire probes. The switch setting enables you to select the mode in which the

device should operate. The measurement of certain signals and levels is not accurate because of the physical meter.

The digital VOM has a digital display, movable parts, wire probes, and a rotary switch to select the operational mode. A

tachometer is used to measure the speed of a moving body such as a rotating shaft in an engine. Tachometers display

speed in analog or digital format.

A current clamp, also referred to as a clamp-on current probe, enables a user to measure currents without breaking the

electric circuit. Current clamps are designed with jaws that can be opened, placed around the conductor, and clamped

to form a magnetic loop around the conductor. Current clamps offer a safe, simple, and accurate method for taking

current measurements.

You cannot use a continuity meter to measure the voltage of a CMOS battery. A continuity meter is used to check the

continuity between two or more components on a circuit board to determine whether a circuit is open or closed. Unlike

a closed circuit, an open circuit cannot conduct electricity. A continuity meter determines whether the various

components of a power supply are connected properly. A continuity meter is also known as a multimeter or a continuity

tester.

In some applications, such as testing a power supply, a continuity meter is used along with a volt ohm meter. The

continuity meter can ensure that components that should not to be connected are not connected, thereby preventing

possible hazards while testing a power supply. For example, power (the power supply outputs) and ground should

never be continuous. After using the continuity meter to ensure the proper connectivity of various components, you can

use a volt ohm meter to measure other important features, such as diode checks, transistor measurements,

capacitance measurements, and voltage outputs.

For the A+ exam, you should be familiar with the following tools:

Multimeter – Used to check power voltage coming from the power supply to the hard drive, motherboard, and other

components

Power supply tester – Used to check for proper power supply operation. This tool can go beyond a multimeter

because it specializes in testing all functions of the power supply, including the Power_Good signal.

Loopback plug – Used to check computer ports. The most common is the RJ-45 loopback plug. However, you can

purchase loopback plugs for any possible computer ports. These devices check the functionality of the port to

which it is connected.

POST card/USB – Used to check the POST boot operation. This card plugs into a motherboard slot and generates

error codes if devices have problems. The USB version of a POST card provides the same functionality only

through a USB port, meaning that you don't have to physically open the case to use the POST card.
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

Using a Volt Ohm Meter, http://www.colomar.com/Shavano/vom.html

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

You need to upgrade your Windows Vista computer to Windows 7. You put the Windows 7 DVD into its drive and reboot

the system. The system does not boot from the DVD. What should you do first to solve this problem?

Change the disk format from ISO 9660 to Joliet.

Replace the DVD drive.

Make sure the DVD drive is set to master.

Configure BIOS to boot from the DVD drive.

Explanation

You can set the order in which BIOS looks for a boot image. By default, the BIOS in most computers looks for a boot

image in drive A, then in drive C, then reports an error message if it does not find a boot image. If you want to boot from

a DVD drive, you should tell BIOS to search the DVD drive for a boot image.

You should not replace the DVD drive as your first step. The DVD drive could be defective, but it is much more likely

that the BIOS is not configured to search the DVD drive for a boot record. Also, it will take approximately 30 seconds to

restart the computer and check BIOS, whereas it would take several minutes to replace the DVD drive, provided you

have one handy. As a general troubleshooting rule, you should try the quick fixes before resorting to the more time-

consuming troubleshooting tasks.

You should not ensure that the DVD drive is set to master. The main function of the master/slave setting is to tell each

drive on the IDE channel that another drive is present. It does not affect whether the system can boot from the drive.

You should not change the disk format from ISO 9660 to Joliet format. The Joliet format is for long file name CDs, and

this format cannot be used to boot.

http://www.colomar.com/Shavano/vom.html
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Another common DVD problem occurs when a DVD drive has trouble reading a DVD. This is often caused when the

appropriate decoder software is not installed.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

Beginner Geek: How To Change the Boot Order in Your Computer's BIOS,

http://www.howtogeek.com/129815/beginner-geek-how-to-change-the-boot-order-in-your-computers-bios/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

After you start your computer, you hear an unusual, high-pitched noise. The source of the noise is the fan mounted

inside the power supply. After a few minutes, the noise goes away. Which action should you take?

Disable the power supply fan, and install a cooling fan card in an unoccupied PCI

or ISA slot.

Replace the fan assembly.

Replace the bearings inside the fan motor.

Lubricate the bearings inside the fan motor.

Replace the power supply.

Explanation

The power supply is a field replaceable unit (FRU). When the fan in the power supply stops functioning normally, you

should replace the entire power supply. The power supply, which has potentially lethal voltages, should be repaired only

by properly trained technicians. Be sure to use a replacement unit of the same or greater wattage and with the same

type of output connectors because the system board connection for an AT or baby AT board is different from the

connector for an ATX-style board. Also, check for any special features that the system board has. Some power supplies

have a multispeed fan that uses a special control cable connected to the system board. When the interior of the case

reaches a certain temperature, the fan speed is increased to provide additional cooling. Otherwise, the fan runs at a

slower, quieter speed. Under all circumstances, the computer should be disconnected from the electrical outlet before

any repair work on the power supply is begun.

http://www.howtogeek.com/129815/beginner-geek-how-to-change-the-boot-order-in-your-computers-bios/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


The fan inside the power supply is especially important for cooling the computer electronics. This fan exhausts hot air

from the case, which causes cooler outside air to be drawn into the case. A cooling fan mounted on a card helps

prevent hot spots inside the case by providing better interior circulation, but it will not exhaust hot air. The fan inside the

power supply does not require lubrication or other maintenance such as bearing replacement.

The A+ exam lists the following specific symptoms that an A+ technician must understand:

Unexpected shutdowns – Random shutdowns that are not accompanied with a particular error message are usually

the result of overheating. Make sure that all fans are working effectively. You may also want to deploy additional

cooling options. Make sure that all open ports in the computer have a cover. If an unexpected shutdown is

accompanied by a blue screen of death (BSOD), please refer to the BSOD section below.

System lockups – System lockups occur when the system mysteriously stops functioning and no error or BSOD is

displayed. Examine the system log files to troubleshoot the issue. Usually system lockups are due to memory

issues, viruses, malware, or video issues.

POST beep codes – When a system boots, the power-on self-test (POST) will check the devices for functionality. If

a device fails during the POST, a series of beep codes will sound to indicate the problem. The codes that are used

vary based on the manufacturer of the BIOS. An A+ technician should be familiar with the beep codes of the major

BIOS manufacturers or know how to locate the beep codes. Keep in mind that one short beep means that the

system is operational.

Blank screen on bootup – For this issue, always test the obvious. Usually a blank screen is a video device problem.

Make sure the monitor is plugged in to the wall socket, plugged in to the computer, and turned. It may also be

necessary to test the wall outlet. You may also need to verify that the computer is plugged in to the wall socket and

turned on. Finally, you may want to replace the video card with a known good video card. If you hear the system fan

but the computer is not making the POST beep sound, you may have a failed motherboard.

BIOS times and settings reset – If you encounter this issue, the problem is with the CMOS battery. Replace the

CMOS battery and make sure to reset your BIOS settings.

Attempts to boot to incorrect device – This issue is usually related to the BIOS boot order. It was more common

when floppy drives were listed as the first boot device. If a non-bootable floppy were left in the floppy drive at boot

time, the computer would display a non-system disk or disk error at startup. Once the floppy disk was removed

from the drive, the computer would boot. Today, a CD-ROM or DVD drive is often listed as the first boot device. You

can change the boot order in the BIOS. This issue can also result from missing or corrupt boot files. If you suspect

that this error is due to boot files being missing or corrupt, you should enable boot logging from the Windows

Advanced Menu and replace the missing or corrupt boot files using the Windows installation DVD.

Continuous reboots – Reboots are usually the result of electrical issues, power supply issues, or overheating.

Brownouts or blackouts cause computers to reboot. Attaching a computer to an uninterruptible power supply (UPS)

will ensure that you can safely shut down the computer if these occur. If the power supply in the computer is the

issue, you should replace it with one that supplies adequate power to the computer. Finally, if overheating is

causing the reboots, you should check all fans and ensure that the CPU heat sink is still attached. You may need to

replace these or add another cooling device to your computer.

No power – Once again, check the obvious. Make sure that the computer is plugged in and that the wall outlet is

supplying power. If a UPS or surge protector is used, check to see if its breaker was tripped by a power surge.



Finally, check the computer's power supply by replacing with known good unit.

Overheating – This is usually the result of cooling fan or cooling system failures. Make sure that all open slots are

covered. In addition, ensure that all system fans are functional.

Loud noise – Loud noise is usually caused by system fans, the power supply, or the hard drives because very few

internal devices have moving parts. Check those three devices to trace the noise. Replace the part that is making

the noise because the noise usually means that the device is close to failure.

Intermittent device failure – First, make sure that you have the latest driver for the device. If the problem persists,

you should replace the device. If intermittent failures are occurring with different devices, you could have a

motherboard that needs replacing.

Fans spin, no power to other devices – If no beep codes are heard, you probably have motherboard failure. If you

hear beep codes, record the code that is heard and research that code to find the problem device. This problem

could also mean that the power supply was not properly plugged into the motherboard.

Indicator lights – Many components in a computer have indicator lights. In most cases, indicator lights will blink

when activity is occurring and will be steady green when idle. However, some devices will have other lights and/or

colors. Always consult the vendor documentation. If problems continue, you should replace the device.

Smoke – This is a horrible problem to have but is usually easy to trace. Shut down the computer immediately and

locate the device that is producing the smoke. Replace that device.

Burning smell – This problem usually accompanies smoke. As with smoke, you should shut down the computer

immediately and locate the device that is producing the smoke. Replace that device.

Proprietary crash screens (BSOD/pin wheel) – Windows Blue Screen of Death (BSOD) errors are usually the result

of hardware issues. You should always replace hardware one device at a time, following by a system boot. If the

new hardware did not fix the issue, then that component is not the issue. Replace the component with the original

and try replacing another component. Some of the more common BSOD errors are listed below:

Data_Bus_Error – Faulty hardware has been installed or existing hardware has failed. Usually this error is related

to RAM, cache, or video RAM.

Unexpected_Kernel_Mode_Trap – Remove or replace any recently installed hardware. Run hardware diagnostics

to determine which component has failed. Replace the failed hardware. This error can also be caused if you set the

CPU to run at a higher speed than the CPU supports.

Page_Fault_in-nonpaged_area – This error is caused by RAM, cache, or video RAM. Replace the failed

component.

Irq1_not_less_or_equal – This issue is usually caused by a device driver, system service, virus scanner, or backup

tool that is not compatible with the version of Windows you are running. Make sure that all your drivers and

software is updated to the version that is compatible with the Windows OS you are using.

Pinwheel errors occur when users see the spinning rainbow pinwheel. Causes include bugs in applications, event

processing issues, and virtual memory issues.

Distended capacitors – Capacitors are included in computers on the motherboards, video cards, and power

supplies. Capacitors can fail prematurely, causing the capacitor's case to bulge or rupture. In most cases, the only

way to fix this problem is to replace the card that has the swollen capacitor. It is possible to replace them, but the

process requires soldering experience. Replacing the capacitor is an electrical hazard and should only be

attempted with proper training.
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Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

How to Know if Your Computer Power Supply (PSU) is Failing, http://hubpages.com/technology/How-to-Tell-When-

Computer-Power-Supply-Is-Failing

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

You are nearing the completion of an upgrade that involves implementing a new network infrastructure and upgrading

the operating systems running on your network servers. Currently, static IP addresses and HOSTS files are used. The

upgrade has included implementing DNS, implementing DHCP, and moving servers and other resources to a new

location with new IP addresses. However, you cannot access the resources that were moved using their host names

from any of the client workstations. You can access them by their IP addresses. What should you do first?

Import the workstations' names and address mapping to DNS.

Enable NetBIOS over TCP/IP.

Configure DHCP to supply a different range of IP addresses to the workstations.

Delete the HOSTS file on each workstation.

Explanation

You should delete the HOSTS file on each workstation. Workstations read entries in their HOSTS files before making

requests to DNS. In this scenario, this behavior would cause the workstation to use the incorrect IP address when

attempting to access a server by its host name. For example, suppose an FTP server with an original IP address of

172.35.2.100 and the host name ftp.domain.com was moved and its address changed to 172.25.2.300. When a user

typed in the URL for the server in a browser, the client would search its HOSTS file and find an entry for ftp.domain.com

at IP address 172.35.2.100. It would then attempt to contact the server using IP address 172.35.2.100, which is the

wrong IP address. However, if you delete the HOSTS file, or remove the entry for the server, the workstation will search

DNS to resolve the server's host name when it does not find an entry for the server the local HOSTS file. If you have

trouble resolving DNS names, but can locate resources using their IP addresses, the DNS server is probably down.

http://hubpages.com/technology/How-to-Tell-When-Computer-Power-Supply-Is-Failing
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


Enabling NetBIOS over TCP/IP would not allow you to access hosts using their host names. NetBIOS allows you to

browse for resources using Windows machine names. NetBIOS Extended User Interface (NetBEUI) is an extended

version of NetBIOS and is non-routable.

Importing the workstations' names and address mapping to DNS is not necessary for clients to connect to the servers.

Configuring DHCP to supply a different range of IP addresses to the workstations is also not necessary. DHCP seems

to be configured properly given that the clients have connectivity and can access resources using IP addresses.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict

situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.
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Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

LMHOSTS or HOSTS files: https://blogs.msmvps.com/robwill/2008/05/10/lmhosts-and-hosts-files/

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

A user named Brad calls and reports that he is unable to connect to a file server on your 100BaseT network, although

he is able to connect to folders on other computers. A single hub exists on the network. Which hardware problems

should you investigate? (Choose two.)

A defective NIC in the file server

A defective NIC in Brad's computer

An improper termination

A defective hub port

Explanation

Either a defective network interface card (NIC) on the file server or a defective hub port connected to the file server

would prevent users from connecting to the file server. In either situation, users would be able to connect to each other.

A defective cable between the hub and the file server would also prevent communications between users and the

server. To verify that the problem is a hardware issue, you should investigate the hub connection. To do so, simply

connect the cable from the server into another port on the hub that you know is functioning properly. If the server

https://blogs.msmvps.com/robwill/2008/05/10/lmhosts-and-hosts-files/
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951


connectivity is restored, then the hub is the most likely source of the problem. Note that a hub is sometimes called a

concentrator.

Client/server communication problems can also be related to software issues. For instance, Brad may not have

permission to access the file server, or he may not have the correct name or address of the file server. In a network with

multiple subnets, communication problems can be caused by incorrect subnet mask settings or an incorrect gateway

address. Troubleshooting normally includes determining which users are affected; what settings are in place on the

computers that have problems communicating; and whether the problem is localized to a single computer, to a single

subnet, or to an entire network. Because hosts on 10BaseT networks connect to a central device, such as a hub,

10BaseT networks do not require the use of terminators. By contrast, hosts in 10Base2 networks connect directly to

other hosts instead of to a central hub; consequently, 10Base2 networks require the use of terminators.

An improper termination in a 10Base2 network can cause an entire network segment to lose connectivity.

A defective NIC in Brad's computer would prevent connection to other network resources such as folders on other

computers.

For the A+ exam, you must understand how to troubleshoot the following wired and wireless network symptoms:

No connectivity – When there is no network connectivity, it is usually either the computer's hardware or the network

hardware. Check the network cabling, the network adapter, and the configuration of the network adapter. For a

wireless network, check the wireless card and its configuration.

APIPA/link-local address – An Automatic Private IP Addressing (APIPA) address is used when a computer cannot

communicate with a DHCP server. If a computer has been issued an APIPA address, the computer will be unable

to communicate with computers that have been issued addresses by the DHCP server. In this situation, check to

make sure that the DHCP server is functional and that the DHCP server has enough IP addresses for its clients'

needs. Make sure that all routers function as DHCP relay agents. Finally, ensure that the computer's hardware is

functional and allows it to connect to the network. A link-local address is IPv6's version of APIPA. As with APIPA, a

link-local address will only allow the client computer to connect to computers and other devices on the same

subnet.

Limited connectivity – In this situation, a computer can connect to the network but cannot access a specific

resource on the network. The problem could be because the user does not have permission to access the

resource. If you can ping the resource but cannot access the resource by its host name, the DNS server could be

down. The problem could lie with the remote resource. See if other computers can connect to it.

Local connectivity – This problem arises when a computer can connect to local resources but not to resources

outside the local subnet. This is usually due to an incorrect subnet mask, an incorrect default gateway address, or a

router problem. Check the TCP/IP settings for the computer's NIC. Check the connectivity to the router.

Intermittent connectivity – This problem can be hardware or software related. Check the network cable and the NIC

and its settings. Ensure that the DHCP and DNS servers are fully functional. If using wireless, check for radio

frequency interference (RFI).

IP conflict – An IP address can be used by a single network host. If an IP address is duplicated on the network, one

or possibly both the computers will not be able to communicate on the network. This problem most often occurs in

situations where static IP addresses are used. You need to locate one of the computers involved in the conflict
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situation and change its IP address. If the computers are both using dynamic addressing, you can use the ipconfig

/release command on one of the computers.

Slow transfer speeds – This is usually caused by interference, incorrect cabling, a malfunctioning NIC, router

misconfiguration, or switch misconfiguration. If only one client is experiencing the problem, check that computer's

cabling and NIC. You only need to check for interference, router misconfiguration, or switch misconfiguration if

more than one client is experiencing this problem.

Low RF signal – This wireless issue occurs because radio transmissions have a limited maximum distance. This

will require either moving the wireless router and wireless client so that they are closer together or increasing the

signal strength. In many cases, objects can cause obstruction or interference. Performing a site survey can help

you determine these issues.

SSID not found – If a computer cannot find a Set Service Identifier (SSID), which is the identifier for a wireless

network, then it is usually either due to the wireless access point being turned off or the SSID being changed. Try

rebooting the wireless access point. Also, check the wireless access point to ensure that it is using the same SSID.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Advanced network adaptor troubleshooting for Windows workstations, http://support.microsoft.com/kb/325487

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

A user reports that his computer is having trouble accessing the Ethernet network. You need to trace the network cable

back to the central wiring closet. Which tool should you use?

An optical tester

A tone generator

A network monitor

A wire crimper

A cable tester

Explanation

http://support.microsoft.com/kb/325487%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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You should use a tone generator to trace a network cable back to a central wiring closet. This is particularly helpful if

the network cables are not labeled. A toner probe is another word for a tone generator.

A wire crimper connects the end of an Ethernet cable to an RJ-45 cable.

An optical tester is a tool used to measure the light signal energy emitted from an optical cable. A network monitor is a

software tool that is used to monitor traffic on the network. It allows you to analyze packets.

A cable tester is a tool that tests cable connections using a continuity test and a resistance test. They are not used to

trace a network cable back to a central wiring closet. A cable tester can also be used to determine if a cable is a

straight-through or crossover cable.

A tool that is used for testing regular telephone lines is a butt set. This tool is a lineman's handset used by technicians

for installing and testing local telephone lines. It is also called a test set or butt set.

For the A+ exam, you need to understand the following network tools:

Cable tester – Verifies that the cable is functioning properly. Multimeters can also perform this function. A cable

tester, though, is more specialized and can tell you what exactly is wrong with the cable.

Loopback plug – Plugs into the network port and verifies that the network port is functioning properly

Punch-down tool – Secures cable to patch panel

Toner generator and probe – Locates the correct cable coming into a patch panel. These are two-piece units that

are referred to as a Fox and Hound.

Wire strippers – Prepares the end of the cable for a connector

Crimper – Attaches a connector to the cable

Wireless locator – Locates wireless networks in your vicinity. Many of them will also display the signal level and the

SSID of the wireless networks. Finally, some will even display more detailed information like channel used, location

of the wireless network, and a map of the wireless network showing connected devices.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Signal Generator, http://en.wikipedia.org/wiki/Tone_generator

CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.7 Given a scenario, troubleshoot common wired and wireless network problems

http://en.wikipedia.org/wiki/Tone_generator%C2%A0%C2%A0
https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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You suspect that an uninterruptible power supply (UPS) is malfunctioning. You need to test the output from the UPS

using a multimeter. Which multimeter setting should you use?

DC Voltage

Continuity

AC Voltage

Ohms

Explanation

An uninterruptible power supply (UPS) provides AC power even when it is supplying power from its internal battery.

This is true because components that you normally plug into a UPS, such as a monitor, are powered by AC current.

However, it is easy to mistakenly associate a UPS with DC current because it contains a battery, which supplies DC

current. This is not the case, because circuitry in the UPS takes DC power from the battery and converts it into AC

current that monitors and computer systems can use.

For the A+ exam, you should be familiar with the following tools:

Multimeter – Used to check power voltage coming from the power supply to the hard drive, motherboard, and other

components

Power supply tester – Used to check for proper power supply operation. This tool can go beyond a multimeter

because it specialized in testing all functions of the power supply, including the Power_Good signal.

Loopback plug – Used to check computer ports. The most common is the RJ-45 loopback plug. However, you can

purchase loopback plugs for any possible computer ports. These devices check the functionality of the port to

which it is connected.

POST card/USB – Used to check the POST boot operation. This card plugs into a motherboard slot and generates

error codes if devices have problems. The USB version of a POST card provides the same functionality only

through a USB port, meaning that you don't have to physically open the case to use the POST card.

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power.

References: 

Learn to use a multimeter the right way, http://www.techrepublic.com/article/build-your-skills-learn-to-use-a-multimeter-

the-right-way/

What is a Multimeter?, http://www.wisegeek.com/what-is-a-multimeter.htm

http://www.techrepublic.com/article/build-your-skills-learn-to-use-a-multimeter-the-right-way/
http://www.wisegeek.com/what-is-a-multimeter.htm
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CompTIA A+ Complete Review Guide: Exam 220-1001 and Exam 220-1002, Chapter 5: Hardware and Network

Troubleshooting, 5.2 Given a scenario, troubleshoot problems related to motherboards, RAM, CPUs, and power

A network contains 150 Windows client computers that all receive their IP configuration from a DHCP server. The

network is divided into two subnets. The network administrator decides to move a client computer from one subnet to

another. After moving the client, the computer is having trouble communicating on the network. You suspect that the

client computer is using an IP address from the old subnet. You need to run the appropriate commands to ensure that

the client computer receives a new IP address.

Select the appropriate command(s) from the left and place them in the appropriate order on the left. Only select

commands that are necessary for the scenario. The scenario may include one or more commands. Order is important.  

{UCMS id=5074954942939136 type=Activity}

Explanation

For this scenario, you need to release and renew the DHCP lease for the client computer. You do this by running the

following commands:

ipconfig /release 

ipconfig /renew

The ipconfig /all command will display all the TCP/IP settings for the computers. The ipconfig /flushdns command

removes the contents of the computer's DNS cache. The ipconfig /registerdns command registers the computer's DNS

host name with the DNS server. The ipconfig /displaydns command displays the contents of the computer's DNS

cache. The ipconfig /showclassid command will display the DHCP class ID assigned to the client computer. The

ipconfig /setclassid command will configure the DHCP class ID for the client computer.

You should only select the commands needed for the scenario. In some cases, only a single command may be

necessary

Objective: 
Hardware and Network Troubleshooting

Sub-Objective: 
Given a scenario, troubleshoot common wired and wireless network problems.

References: 

Ipconfig, https://technet.microsoft.com/en-us/library/bb490921.aspx

https://www.amazon.com/CompTIA-Complete-Review-Guide-220-1001/dp/1119516951/ref=as_sl_pc_qf_sp_asin_til?tag=transcender02-20&linkCode=w00&linkId=0e26599920615c2d149a1384f6211c4a&creativeASIN=1119516951
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